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Overview

This Implementation Guidnce document is issued and maintained by the U.S. Government's National Institute
of Standards an@echnology NIST) and theCanadian Cene for Cyber Securit CCCS, which seve as the
validation authorities of the Cryptographic Module Validation Prograd\(P) for their respective
governments. The CMVRalidates the test results Bfational Voluntary Laboratory Accreditation Program
(NVLAP) accredted Cryptographicand SecurityTesting CST) Laboratoriesvhichtest cryptographimodules

for conformance to Federal Information Processing Standard Publication (®S)SecurityRequirements

for Cryptographic ModulesThe Cryptographic Algorithm ValidatioRrogram CAVP) addressethe testing of
Approved Security Finctions and Approved Setitive Security Parameter Generation and Establishment
Methodswhich are réerenced in th&P 800140 serie®f FIPS 1463.

This document is intended to prde progranmatic guidancef the CMVP, and in particular, clarifications and
guidance pertaining i&O/IEC 24759:2017(E)est requirements for cryptographic moduylgkichare further
clarified inEFIPS PUB 1468 Derived Test Requiremern(f8TR), which areused byCST Laboratories to test for

a cryptographic module's conformance to FIR®-3. Guidance presented in this document is based on
responses issued by NISTEHRCCSto questions posed by th&sCLabs, vendors, and other interested parties.
Information in th document is subject to change by NIST@EELS

Each section of this domentcorresponds with a requirements sectiodS¥®/IEC 197902012 ¢orrections

made in 2015. Within each section, the guidance is listed according to a subject phrase. Foultjests that

may be applicable to multiple requirements areas, they tedilisthe area that seems most appropriate. Under
each subject there is a lishcluding the date of issue for that guidance, along relevant assertions, test
requirements, and vdor requirements from the DTRNote: For each subject, there may be aduiiéil test and
vendor requirements which appliNgxt, there is section containiagjuestion or statement of a problem, along
with a resolution and any additional comments withteelanformation. This is the implementation guidance
for the listed subject

Cryptographic modules validan listingscan be found at

M1 Cryptographic Mdule Validation Lists

Cryptographic algorithm validation listings canfbend at:

1 Cryptographic Algorithm Validation Lists
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http://www.nist.gov/
https://cyber.gc.ca/en/
https://csrc.nist.gov/projects/cryptographic-module-validation-program
http://www.nist.gov/nvlap/
http://csrc.nist.gov/groups/STM/testing_labs/index.html
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.140-3.pdf
https://nvlpubs.nist.gov/nistpubs/FIPS/NIST.FIPS.140-3.pdf
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-140C.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-140D.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-140D.pdf
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-140.pdf
https://csrc.nist.gov/projects/cryptographic-module-validation-program/validated-modules
https://csrc.nist.gov/projects/cryptographic-algorithm-validation-program/validation-search
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Secti@my gt ographic modul e specif

2.3 A Binding of Cryptographic Algorithm Validation Certificates

Applicable Levels: All

Original Publishing Date: September 212020
Effective Date: September 212020
Last Modified Date: Sepember 212020
Relevant Assertions: AS02.20

Relevant TesRequirements: TE02.20.01
Relevant Vendor Requirements VE02.20.01

Background

Cryptographic algrithm implementations are tested and validated under the Cryptographic Algorithm
Validation ProgranfCAVP). The cryptographic algorithm validation certificate states the rsath@ersion
number of the validated algorithm implementatiamg ¢he tested opational environment.

Cryptographic modules are tested and validated under the Cryptographic Matidétion Program
(CMVP). The cryptographic module validation certificatates the name and version number of the validated
cryptograplic module, and thtested operational environment.

The validation certificate serves as a benchmark for the coafigarand operational environment used during
the validation testing.

Quesion/Problem

What are the configuration control aogerational environment reqairents for the cryptographic algorithm
implementation(s) embedded within a cryptographic module \iheefatter is undergoing testing for
compliance to FIPS 148?

Resolution

For a validated cryptographic algorithm implemeiotato be embedded within afseare, firmware or
hardware cryptographic module that undergoes testing for compliance to FH3Sthd@ollowing
requirements must be met:

1. The implementation of the valitkd cryptographic algorithm has not been modifipdruintegration into
the crypbgraphic module undergoing testing; and

2. The operational environment under which the validated cgypphic algorithm implementation was
tested by the CAVP must be identicalthe operational environment that the cryptograpidule is
being tested undday the CST laboratory, subject to the following rules:

1 For software modules, each Operational Esrwinent listed must consist of the Operating
System, the platform, and theopessor on which the module was testéd hypevisorwas
used, that mustsdbe listed (seéhe Management ManualAnnex A)

1 If an implementation has been tested on ditX¥rocessor (e.g. 3Bit, 64-bit), aclaim cannot
be made that the implementation also runs on different bit size processors.

For exampleAn algorithm implementation was tested and validated ontzt3®2atform This
was used in a previous -t version of asoftware module that was valigd for conformance

to FIPS 1463. Now the software module is undergoing testing on-bibdlatform. This
software module cannot operate on ab&2latform without changén this case the operational
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environments are mehe same; therefore, the algbm implementations must be-tested on
the 64bit platform. Memory size, processor frequency, ate not relevant.

1 If an algorithm implementation has been tested on preating system, a claim cannot be made
that theimplementation also runs on ahat operating system when it is considered for module
testing.

The algorithm implementation must lealseen tested on every operating environment
claimed by the software modul€he algorithm certificate may include other ming
environments as well, bthiey are not relevant to the module under test.

1 If algorithm testing is not performed directly betCST Lab, the CST Lab is responsible for
asking the vendor to supply tbperating environment (processor and/or operatysgem and
platform) on whichhey ran the algorithm implementation and with which they generated the
vector settestresults. #i t he CST Labsdé responsibility to ver
test results were generated using the spedaifedlating environment.

1 If an algorithm is implemented in HDL on a Field Programmable Gate Array (FPGA) device
and there is no undgrhg "OS" implemented in the FPGA, the algorithm implementation
cannot be alidated as firmware and ported as is to othéB &, since th&€MVP does not
validate HDL (which is equivalent to source code). The algorithm implementation would be
validated inthe FPGA as hardware.

Once the FPGA device is validated, one could takélfbe on this FPGA and reuse it in
creating a new FPGA. If this were done, theoatgm implementations would need to be
validated on the new hardware because they would be coesidenew hardware
implementations.

Additional Comments
Additional informdion regarding operational envingrent can béound in theCAVP FAQ GEN.12

2.3B SubChip Cryptograplu Subsystems

Applicable Levels: All

Original Publishing Date: September 212020
Effective Date: September 212020
Last Modified Date: September 21200

Relevant Assertions:
Relevant Test Requirements:
Relevant Vendor Requirements

Background

Increased levels of integration in IC design, such as ASIC, FPGA or Sgst@mip (SoC), have been
developed with heterogeneous computing characteristétsrddieneous computing may include multiple
processors or functional engines, with isolated secswibgystem designs that may beaised in multiple
configurations or genetians of products.

Quedion/Problem

What is asub-chip cryptographic subsysteand what are the requirements foitial validation? Once
validated, how can the swdhip cryptograhic subsystem be+ealidated if modified? How can a nenodified
sub-chip cryptographic subsystem be ported and reused on other-shiglenplementatios’?

Resolution

The following terminologys used in the context of this IG:
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HDL 7 Hardware Design Liaguage; examples are Verilog and VHDL.

Security relevarnit relevant to theequirements of FIPS 148

Soft circuitry corég’ an uncompiled hardware subsystef an ASIC, FPGA or SoC.

Hard circuitry corei a fixed or precompiled hardware subsystem of arCAEPGA or SoC.

For a hardware module, the minimum defined physical boyrnda8O/IEC 19790is a singlechip. For
single-chip hardware modules a suahip cryptographic subsystem may be definedhasset of hard and/or

soft circuitry cores and associatinware which represents a sahip cryptographic subsystem boundary of
asingle-chip hardware module. The sghip cryptographic subsystem is integradedhe singlechip which

may contain othefunctional subsystems (e.g. processor(s), memory, I/Gnéerthal bus controls, sensors,
etc.) and associated firmware. Upon fastien of the complete physical singthip, the HDL will be
transformed to a gatw physical circuitry representation vehi may or may not retain a definable internal-sub
chip crygographic subsystem boundary

1. |Initial validation or security relevant re -validations
The physical boundarshall be defined as the singthip physical boudery;
0 ISO/IEC 19790:2012Section 7.7 requiremenssall apply at the physical boundary

ISO/IEC 19790defines the Cryptographic boundary as an explicitly defined perimeter that
establishes the boundary of all componéings set of hardware, software omfiware components)f
the cryptographic module. For a sabip cryptographic subsystem, the physhalindary is the
single-chip physical boundary while its Hardware Moduleetface (HMI) (i.e. the subhip
cryptographic subsystem boundary) is definethaset of hard and/op# circuitry cores and
associated firmware that comprises the-ship crypgographic subsystem.

If there is any associated firmware externally loaidéal the sukchip cryptographic subsystem, the
associated firmwarehall meet rguirements of Softwareifmware Load Test§O/IEC 19790:2012
Section7.10.3.4).

Except for externdif loaded firmware, the associated firmwarell be stored and loaded idsi the
sub-chip cryptographic subsystem asithll meet the preperational softwa/firmware integrity tet
(ISO/IEC 19790:2012Section7.10.2.2).

The ports and interfaceksSQO/IEC 19790:2012Section7.3) shall be defined at the HMI.

o For operational testp purposes, access to the HMI patisll be required and a
mappingshall be pravided. These may be magpto physical I/O pins, internal test
interfaces (e.g. Level Sensitive Sdaesign (LSSD)) or the HMI data and control ports.
The testeshall demonstate that the ports at the HMI are accessible via the sofgés
other functimd subsystems in a maansuch that following five kinds of information
are provably unmodifiablenal under control of the test program:

Data input,
Data output,
Control inpu,
Control output, and
Status output
even in the presence of intervening othaxfional subsystems.

Note 1 Typically, the test program acting on behalf of the tester withtdiezess to
the ports and interfaces defined at the HMI provides the esfjdemonstration of port
access.

Note 2: In singlechip embodiments, there mag intervening functional subsystems
(or intervening circuitry) other than the sabip cryptographisubsystem subject to
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testing. There is a security concern that such ieténg subsystems might act
maliciously(e.g. intercept, modify, and store CSPsatbempt a replay attack and/or
marnrin-themiddle attack). The testehall verify andprovide thev e n d ratiorfalsin
the validatiorreport (TE0213.0J) explaining existig risks and mitigations. The
CMVP may provide additional guidance in the futurehow to analyze and document
such potential security risks.

Note 3 If applicable VE04.51.01 and E04.51.01shall be considered at the level of
the tested subhip cryptograhic subsystem and potential difaces between the
internal and external withegect to the subsystem boundary single chip cletkd be
accounted for properly.

Depending onhte Security Levelof Section 7.9(Sensitive security parameter managemehe
requirements for sensitive security parameter d@stabhkent [SO/IEC 19790:202 Section7.9.4-5)
shall be applicable at the HMI.

o Trarsferring SSPs including the entropy input between achifb cryptographic subsystem
and an interveing functional subsystem f@ecurityLevels 1 and 2 on the same single chip
is congdered as not hdg Sensitive Security Parameter Establishment crossing theoHMI
the subchip module pelG 9.5.A Nevertheless, the above N@téor the ports and
interfaces is applicable for the transferring of S&Pwell. That isthe testeshall provide a
rationale in the physical securitgyd report explaining risks and mitigations to the malicious
act by such intervening subsystems.

0 For modules that ar8ecurity Leved 3 or 4, SSP establishmeig ED / EE as stated iIG
9.5.A

Versioning informationAS04.13 shall be provided for the

0 physical singlechip including any excluded functional subsystem firmer@ghall be
specified in the OE field of the validation),

o the subchip ciyptograplic subsystem soft and hard circuitry cores, and
o the associated firmware.

Processor suffunctions outside the HMI but within the physical boundary such as a processor,
memoy macros)/O controllers, etcmay be excluded undekS02.13 and AS02.1However the
data paths used to meet eith&03.18andAS0320-22 or AS0319andAS03.2022 (depending on
the level)shall not be excluded.

2. Non-security relevant re-validations as®ciated with changes within physical boundary
Existing revalidation guidnce is pplicable.

3. Sub-chip cryptographic subsystem porting
The subchip cryptogaphic subsystem may be ported to other siafjip implemetations which may be
different chip techologies, and/or different nesecurity relevant functional subsystems.

A sub-chip cryptographic subsystem that was previously validated in a sthipecanbe ported to other
single-chip constructs as BMU/3MC submission to the CMVP. The followingagplicable to validate
this new singlechip module as aMU/3MC:

The labortory shall verify that there are no security relevant changes in thelsiplcryptographic
subsystem;

If an entropy source is containedtin the sukchip cryptographic subsystemnew entropy
estimateshall be provided;

Note 1 A new entropy estimateaw not beequired, if the entropy is collected outside the-chip

CMVP

cryptographt subsystem, depending on changes to the entropy source or the subsystem housing

it. Please refer t6G 9.3.AandIG D.Jfor details on applicable caveaisdentropy estimates
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Note 2 Single chip embodiments may implementEENT or a DRBG linked to a dedicated entropy
source ENT) inside the physical boundary. Sutdses may be implemented (a) inditke sub
chip cryptographic subsystem or (b) in two or more-chip cryptographi subsystems. The case
(b) represents multiple disjoint swhip cryptographic subsystems (see #hif |G).

Approved security functionshall be retested and validated bet8AVP ifimplemented in a soft
circuitry core recompiled in a different part ¢igyuration.

Note 3 If the original algorithm testing was performed as stateddManagement Manu&ection 7.2
Testing using Enfators and Simulatorgh a module simulator, and there is no change to the soft
core, no additionadlgorithm testing is required.

Operatimal regression testingée FIPS 133 Resources pagedManagemeniManualSection 7.8
shall be performed on the new sahip cryptographic substen after fabrication (transformation of
the HDL to a gate or physical circuitry representation);

ISO/IEC 19790:2012Section7.3shall be addressed for the new singlép modile for dl Security
Levels within this Section.

ISO/IEC 19790:2012Section?.7 shall be addressed for the new singldp module at Security
Level 1.

ISO/IEC 19790:2012Sections?.11.2 and 7.11.9hall be addessed for the new singtip module
for all SecurityLevels within this Section.

A new Security Policyshall be provided fothe new singlechip module.

A new validation certificate will be issued. Versioning informatibiall be provided for
o the new physical singlehip
0 nonsecurity relevant singichip functional subsystem firmware if applicable,

o the subchip cryptographicgsystem soft and hard cird¢ry cores (which are unchanged
from the original validation), and

o the a&sociated firmware.

The testing laboratorghall submit a1MU/3MC test reprt for the ported updated swudhip cryptographic
subsystem to the CMVP. NIST QdRecovery fee is applicadl

4. Multiple disjoint sub -chip cryptographic subsystems:
Disjoint subchip cryptographic subsystems may exist on a skablp. Eaclshall be sepaately vaidated.

Transferring Keys/SSPs including the entropy input betweerisjoint subchip cryptographic
subsystems on the same single chifSfecurity Level 1 or Securityevel 2modulesfor Section7.9
(Sensitive security parameter managemantonsideed not having SSP establishment across their sub
chip cryptographi subsystem boundary pés 9.5.A.

For SecurityLevel 3 andSecurityLevel 4 modulegor (Section7.9 Sensitive security parameter
management CSP eblishment is ED / EE as stated9.5.A

Alternatively, plaintext CSPs may be shadirectly betwee two disjoint sukchip cryptographic
subsystems via a Trust@annel (SO/IEC 19790:2012Section7.3.4. In this scenario, the following
porting rulesshall appl:

a. If the two subchip modules that are connected by a Trusted Channpbessl togethert is
considered security relevant and the testingskedl submit a1MU/3MC or a S

b. If only one of the suithip modules that are connected by a Trusted Chasperted, then the
testing labshall verify that theTrustedChannel isno longer functinal and may submit EMU/3MC.

c. If only one of the sulzhip modues that are connected by a Trusted Channel ategpand it is
connected to a new suthip modulethen it is considered security relevant and the testingHal
submit alMU/3MC or a S,
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Additional Comments

This IG does not apply to singtdip implementations that do not contain sthip crypt@raphic subsystems,
i.e. there is only one boungawhich is the physical boundary.

If the subchip cryptographic subsystemters an error staté)e FIPS 1468 requirements are applicable at the
HMI of the subchip cryptographic subsystem; not at thermtary of the singlehip.

2.3C Processor Algathm Accelerators (PAA) and Processor Algorithm
Implementation (PAI)

Applicable Levels: All

Original Publishing Date: September 212020
Effective Date: Sepember 212020
Last Modified Date: September? 2020

Relevant Assertions:
Relevant Test Redements:
Relevant Vendor Requirements

Background

Singlechip processomanufacturers are adding acceleration functions to support complex cryptographi
algorithms. When these functions are addedCit#&/P, the CAVP and the Cryptographic Technologyuyr
at NIST will determine if the acceleration function is simply a mathiemeconstruct or a complete
cryptographic algorithm as defined in the NIST dids.

If the function is deemed the complete daographic algorithm, then FIPS 180defines the @amponent to be
securityspecific hardware. Complete documentatibithe ertire componenincluding HDL, shall be
submitted to the testing laboratory whander test. This type of implementation is cdesed a Processor
Algorithm Implementation (PAl)dnction. If the module has been designed to run with and without the
secuity-specific hardware, the resolution below under Software/Firmware Module migy app

If the function is deemed a mathematical cardtand not the complete cryptographic algoritsrdefined in
the NIST standards, then FIPS 13ldoes not define the cqonent to be securitgpecific hardware and
complete documentation of the entirergmnent, including HDL, is not required. This typEimplementation
is considered a Processor Algbm Acceleration (PAA) function.

Question/Problem

What are the currentbnown processor chips that include Processor Algorithm Acceleration (PAA) and
Proesor Algorithm Implementation (PAI) functions soipport complex cryptographic algorithms and hew i
it indicated on the validation certificate?

Resolution

If a cryptograpic module is designed to utilize a processor chip that includes PAA and/or Pparthe
number or version of the processor chiifal be included inTE02.15.01 A module that utilize such
processor hardware may or may not be defined as a hybrid module.

Software/Firmware -Hybrid Module: If the software or firmware component of the hyla#h only support a
cryptographic algorithm by uizing the PAA or PAI capability, then the modueall be defined as a
Software/FirmwareHybrid Module Embodiment

PAA
Module versioninginformationshall include the part number or version of the prooeship.

Operational Environment: Tested as meety Level 1 with <OS> running on <platform> with RA
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PAI
Module versioninginformationshall include the part number oexson of the processor chip.
Operational Environment: Tested as meeting Level 1 WwkOS> running on <platform> with PAI

Software/Firmware Module: If the software or firmware componteof the module can support a
cryptographic algorithm natively (withithe software/firmware) or by utilizing an available PAA or PAI, the
moduleshall be cefined as a Software/Firmware module Embodimemigss other requirements designate the
module as ybrid.

PAA
Algorithm certificates; the accelerated algorithraball betestd in bothsoftware/firmware only
execution and PAA execution.
Operational Environment: Tested as meeting Level 1 with <OS> runnimg<platform> with PAA,
<OS> running on <platformwithout PAA

PAI

Algorithm certificates; the algorithmshall be tested ifboth software/firmware onlgxecution and
PAI execution.

Operational Environment: Tested as meeting Level 1 with <OS> running ptatorm> with PAI;
<OS> running on <platform> wibut PAI

Known PAAS:

Intel Processori Xeon, Core i5, Core i7, Core M ardom with Westmere, Sandy Bridge, Ivy
Bridge, Haswell, Broadwell, Skylake, Kabyke, Coffee Lake, Goldmont Plus, Whiskey Lake,
Amber Lake, Cascade Lake, Comet Lake or Sunny @deeo-architectures: PAA = AESII

0 Accelerator subunctions for AES implemeations

Intel Processors Atom, Celeron, and Pentium with Goldmont, Goldmont PRusiny Covemicro-
architectures: PAA = Intel SHEXxtensions

0 Accelerator sulfunctions for SHA implenentations

AMD Processors Optaon, Athlon, Sempron, FX, and A series whlldozer, Piledriver,
Steamroller, Jaguar, Puma mi@architectures: PAA = AESII

0 Accelerator subunctions for AES implementatis
AMD Processor$ Ryzen series with Zen mictarchitectures: PAA = SHAXtensions
0 Accelerator suliunctions for SHA implemetations

ARM Cortex A series, R series, Qualcomm Snapdragon, Apple A seriesgmsc&amsung Exynos
with ARMv7-A and ARMv8A micro-architectures: PAA = NEON or Cryptography Exdems

0 Accelerator subunctions for AES and SHA implementations
IBM Power Rocessors 8, 9: PAA = Power ISA

0 Accelerator subunctions for AES and SHA implemgtions
Oracle: Oracle SPARC T series, M serie8A = SPARC

o0 Accelerator subfunctions for AES, DESand SHA implementatits

Known PAls:

IBM CP Assist for Cryptographic Funohs (CPACF)

o Fullimplementations of AES (ECB, CBC), SHA

Additional Comments
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1. AES2in the CAVP FAQ gives requirements for both typé implementations.

2. The processor manufactureaynprovide a device driver to support use of the processor algorithm
acceleator. The device drivethall not provide any additional functionality to the RA

3. The implementation of complete algorithms, j@rtryptographic modas, or full cryptographic mdules
as a component of a singdhip, or multiple of any of the above eamponents of a singehip, is
addressed in the Subhip Cryptographic SubsystenG.

4. Please contact the CMVP to address new PARAI implementationso make a determination winetr
they are full cryptographic functions or not.

5. If the PAI security funton appears on the list of known PAls, its HDL is not required for validation of
software modules using it.

2.4 A Definition ard Use of a notApproved Security Function

Applicable Levels: All

Original Publishing Date: September 2122020
Effective Dae: September 2122020

Last Modified Date: September 2122020
Relevant Assertios AS02.21

Relevant TesRequirements: TE02.21.0 andTE02.21.02
Relevant Vendor Requirements VE02.21.01 and/E02.21.02

Background
ISO/IEC 19790:2012 Terms and Definitios:

Approved mode of operation set of services which includes at least one sethat utilises an approved
security function oprocess and can include nsecurity relevant seises. NOTE 1: Not to be confused with
a specific mode of an approved setyuiunction, e.g. Cipher BldcChaining (CBC) mode. NOTE 2: Non
approved secus functions or processes are excluded.

Approved security function: security function (e.g. cryptogphic algorithm) that is referenced in Annex C
[which is superseded [P 80-140C. Also seeSP 800140Dwhich includes approved security functions in
relaion to SSP generation and establishment methods].

Cryptographic algorithm: well-defined computatical procedure that takes variable inputs, which may
include cryptographic kes, and produces autput.

Plaintext key: unencrypted cryptographic key or agiygraphic key obfuscated by napproved methods
which is considered unprotected.

Security function: cryptographic algorithms together with modes of operation, such asdipdacs, stream
ciphers, symmetric or asymmetric key algorithms, message aw#emticodes, hash functions, or other
security functions, random bit generators, entity autheritceand SSP generation and establishment all
approved either by ISO/IEC an approval authogit NOTE: See Annex C [which is supersededsBy800
140C. Also seeSP 8001400.

ISO/IEC 19790:2012 Section &unctional Security Objectives:

The security regeements specified in this International Standard relate to the secuye desi

implementatio of a cryptographic module. The security requirementssitirta baseline level of security
objectives withincreasing levels of security objectives. Theuisgments are derived from the following high
level functional security obgtives for a crypigraphic module to:

1 employ and correctly implement the apprdgecurity functions for the protection of senati
information;

CMVP 13 05/04/2021



Implementation Guidance for FIPS PUB 13@nd the Cryptogrédyic Module Validation Program
National Institute of Standards and Technology

91 protect a cryptographic module frounauthorized operation or use;
prevent the unauthorized disclosure of ¢batents of the cptographic module, including CSPs;

1 prevent the unauthorizeshéiundetected modification of the cryptographicdule and cryptographic
algorithms, including thenauthorized modification, substitution, insertion, and deletion of SSPs;

1 provide indications ofhe operational state of the cryptographic module;

ensure thtthe cryptographic module performs properly wioperating in an approved mode of
operation;

1 detet errors in the operation of the module and to prevent the compromis@sfr&silting from
these errors;

1 ensure the proper design, distribution and imglaation of the cryptographic module.
ISO/IEC 19790:2012 Section 7.9.1 Sensitive security parameteranagement general requirements:

Encrypted CSPs refer to CSPs that areygrted using an appved security function. CSPs encrypted or
obfuscated usingon-approved security functiorare considered unpiected plaintext within the scope of this
Internatonal Standard.

ISO/IEC 24759:2017AS02.21: (Specificatiord Levels 1, 2, 3and 4) Nonapproved cryptographic
algorithms, security functions, and processear other services not specified i{ISO/IEC 197902012}
7.4.3shall not be utilized by the operatorin an approved mode of operation unless the neapproved
cryptographic algorithm or security function is part of an approved process and is not security tevant
to the approved processes operation (e.gn@an-approved cryptographic algorithm or non-approved
generated key may be used to obfuscate data or CSPs but the resultassidered unprotected plaintext
and provides no security relevant functionality until protected with an approved cryptographic
algorithm).

Question/Roblem
The termnon-approved saarity functionis not defined in th&SO/IEC 19790:2012Terms and Definitins,

but is cited in multiple places in the standard, DTR and IG. Howrnsapproved security functiomefined,
and how is it intgureted in relatiorio thelSO/IEC 19790:2012Sectbn 7.2.4 Modes of operations?

Resolution
Definition of non-approved secuty function

FIPS 1403 is concerned specifically with approved and-approved saurity functions: the termmon
approved securitfunctionmust be defined relative to functionsttletaim security, rather than all
functionality outside the set afpprovedsecurity functions The termsecurityis not defined in the Terms and
Definitions, but, within the scope of FIPS 14) is determmed based on the Section 6 Functional Security
Obijectives, and the specific Section 7 Security Requirements derived froenohjestives

A nonapproved security functias any function within the scopd the module that relies on a nrapproved
cryptagraphic algorithm to support a claim of security.

Notes

Per the definition of a cryptographic algorithm (see Backgroundijtprée compuational and logical
operations (e.g. addition, subtraction, multgiion, division, AND, NOT, OR, and XOR) are usied
cryptographic algorithms but are not themselgptographic algorithms.

A non-approved cryptographic algorithm or pragéry cryptgraphic algorithm is not a security function if
processed data can tveated as plaintext without violating the Objees stated inSO/IEC 19790:2012
Section 6, thegplicable requirements ISO/IEC 19790:2012Section 7, or the security rd specifiedn the
modul eés Security Policy.

Relationship of nonapproved cryptographic algorithms and the modes of operation
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Non-approved security functiorshall not be used inthe approved mode of operation; however,-approved

cryptographic algoritms may be sed in the approved mode of operation if the-approved algorithmare

not a security function. If a nempproved crgtographic algorithm is used by the module indpproved mode

but is not a security function, the algorittsmall be included in the Ist of norapproved but allowed

algorithms in the Security Policywith e caveat fA(no sS®800k40BiSectionB.2a2). med) 0 ( s €
However, t he ataghaladtiecfude these algorithms &s they are not used to meet any

requirement of FIPS 148.

A nonrapproved cryptographic algorithsmall not sharethe same key or CSP that is used by an approved or
allowed algorithm for any cryptographic operatinreitherthe approved, or neapproved mode, as this
counters Section 6e8urity Objectives by potentially releasing sensitive data and/or CSP(s) -dpaved
cryptographic algorithm may still accessmodify a CSP in the approved mode (under staciditionslaid

out in this IG), as long as the CSP is not used as ptre afonapproved cryptographic operation, such
encryption/decryptionSSP estabdiment(inclusive of key generation), message autitation, message
digest generation or digitalghature g@neration/verification. The only exception to the rule explainegte

first sentence of this paragraph, is the use of aapmmoved cryptographalgorithm that utilizes aapproved
DRBGfor ary purpose such &SP establishmerdtandalone aendom numbr generation, hashing, data
obfuscation, etc. Despite access aratification of the state of the DRBG CSP(s) by a-approved

algorithm, this $ allowed in both the approved and rapproved mdes of operation. See the examples below
for moreinformation.

Possible example scenarios of nesgpproved cryptographic algorithms in various modes of operation

Example scenarios of neapproved cryptograph algorithmsallowed in the approved mode

1. Useofanorapproved cryptogr aptheioc aal@SoPr i t hm t o fAobfusc:
For purposes of storage or certificate formatting (e.g. PFXpduta might:
T XOR a CSP with a secret value
1 Encrypt or decrypt a CSP using a piiefary or norapproved cryptographic algorithm.
i Store authentication data using MD5 or using HM&EBA-1 with aweak HMAC key
1 Format certificate data using a rapproved PKC%12

As noted above, ACSPs e n eappyypet [elgorittustor pyoprietarg c at ed usi
algorithm or method are consiged unpr ot ected plaintext. o

All Section 7 requirentgs must b satisfied when considering the CSP in plaintext form:
1 The repat description of CSPs must correctly describe the form of the CSP.

1 The module mstsupport zeroization of any CSPs stored intdyrialthe forms described
above.

9 If the obfuscated€€SP is imported or exported, the module must meet the requirements for
plaintext CSP import or export.

This conclusion is consistent wit 9.6.A Acceptable Algorithmor Protecting Stored Keys and
CSPs

2. Use of an aproved, norapproved or proprietary algorithm for a purpose that is nairgcelevant
or is redundant to an approved cryptographic algorithm

a. Use of MD5inthe TLS 1.0/ 1.1 KDF

SP 800135ev1l Section 42.1 describes the use of MD5 iargunction with $A-1 in the
key derivation function, concluding that the TLS 1.0/1.1 KDFy ip@ used within the
context of the TLS protocol (with provisions for validatimithe companion approved
functions, SHAL1 and HMAC).

This use of MD5 does not cdict with the searity of the approved security functions.
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b. Storage device use of a PRF (X@S AES) for memory wear leveling (a technique for
prolonging the service lifef@some kinds of erasable computer storage mefém)best
results, a method withogd statistical pperties (i.e. a PRF) may be used for wear leveling,
redundant to any othencryption or decryption performed by the module. This use of an
algorithm is wt for a security purpose; it is to prolong membfsy.

c. A secure channel operateder an insecureommunications channel

Consider a module whose purpose is to providetemghd secure communications over an
insecure communications channel. That chamasl be plaintext or some method which
provides isufficient security, assumed toopide no greatesecurity than plaintext.

Specifically, assume the module communicates aveormal, unprotected Ethernet,
provides approved end to end encryption, daooypand message authentication, as well as
initial authentication of the peer ngdnd meets alllPS 1403 Section 7 requirements. This
module can be validated.

Consider he same scenario but with wireless communications over WEP, WPA, WPA2 or
similar,where the purpose of the module iemedyfor insecurecommunications media.

The module must commmicate with a WAP using the communications protocols the WAP
provides. Ifthe channel is treated as plaintext, and the module provides secure channel
services that meet alFIPS 1403 Section? requiremert, to dey validation to such a

module because tlwmmunications media uses napproved functions defeats the purpose
of the module, and is contrary to the intent of the CMVP as a program.

d. Nonapprovecryptographicalgorithm that uses an approved DRRBiB d¢rypbgraphic
purposes

The module uses a n@pprovedcryptographi@a | gor i t hm t o fAobfuscateodo a
storage. Theke used for fAobfuscati ono Bydsingdhessr i ved vi a
the DRBGchanges its state, and therefore the DRBG CSPmadified. Despite the

modification and use of iDRBG CSPs within a cryptographic operation, this is allowed

because the BBG is the exception to the rule laid out in this IG.

3. Use of a norapprovedcryptographicalgorithm as part of an approved algamitthat daims security
a. Use of GHASH within AES GCM

Although GHASH, alone, is a neapproved hashing function, it is used withn approved
AES GCM algorithm, and is therefore permitteglen if the vendaclaims security on this
algorithm However,if the vendorclaims security on this function, thershall not be used
in the approved moder any independent operation outsioftheapproved algorithm.

Example scenarios of neapprovedcryptographicalgorithmsnot allowed in any mode

1. Nonapprovectryptographicalgorithm thasharethe saméey or CSPas an approved algorithm

a. A DES algorithm is encrypting data using a DES K&y This key is a part of a TriplBES
key K = (K1, K2, K3) which is a CSP, asmay be used by an approved Tr{i}&S
algoiithm. The value E = DEG (data) is sent outside thetha | e 6 s Amatiackdra r y .
can easily break the singl#ES encryption andecover K1, which will lead to the disclosure
of the TripleDES key K.

b. Suppose module generates, in full compliance withPS 18&-4, a key pair for an approved
RSA signature algithm. However, the module also has a rapproved RSA signature
algorithmnot claiming any securityl'his norapproved RSA signature algorithm could use
thesame RSA key t o ¢ eThesenaraperoviedsignatiiresimgybat ur e s o .
broken by an att&er and the signing key may be recovered, allowing the attacker to use this
key to sign whatheywant.

The reason the above two examples are prohibiteet&use they do not follow the above
rule which st t eAsnon-agiiproveccryptographicalgorithmshal not sharethe same key or
CSP that is used by an approved or allowedrdlgao for any cryptographic operation in
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either the approved, or na@pproved moeb. Even if the vendor claims no security on thes

nonapproved algorithms, they are still not alked.

Additional Comments

The vendor must provide clear documentationraadoning as to why the napproveccryptographic
algorithms can be used am provedmode, i.e. not being used to meet the nements of FIPS 146

sectionst and?. Itis atthe discréon of the CMVP to determine if such usage of an algorithnwiitisin the

guidance laid out in this IG.

2.4B Tracking the Component Validah List

Applicable Levels:

All

Original Publishing Date:

September 21, 2020

Effective Date:

Septenber 21, 2020

Last Modified Date:

September 21, 2020

Relevant Assertions:

AS02.20

Relevant Test Requirements:

TE02.20.01

Relevant Vendor Requirements

VEQ02.20.01

Background

In response to vendor andensequirements, the CAVP has identified sevepatjgonents of the approved
algorithms that they can test. When these compiznare successfully tested the vendor is issued the CVL

(Component Validation ist) certificates.

The reasons for introducingé testing these algorithm components differcath be that the module performs
key agreement compliant 8° 80056Arev3, but the shared secret computation, key derivation and optional

key confirmation pocedures of the keygaeement scheme are testadividually rather than as one complete
test, aspprovedby |G D.F.

In another examp, the module may perform a cryptographic signature generation computationtwitho
computing the hasbf the message as this hdsds already been precomputed by another entignpgonent

testing allows one to verify the correctness of the remainingppast the signaturgenerating routine.

Question/Problem

How to find the avadbe testable compon&nof the approved algoritts® Which documents specify the

functions that edcof these components performs?

Resolution

The following componentscareb t est ed and

1.

An RSA PKCSZ1vl.5 and PSS) or ECDSA signature genergier=IPS 1864 without the computation

documented

of a hash \ich is presumed to have already been contpute

For RSA, the test verifgethe correctness of the RSA exponentiation when performed as part of the digital

as

CVLs

signature generation. The test uses the integedsandn, wheren is an RSA modulug] plays tte role

of the private RSA key amh stands fothe quantity based on the ssage to be signell, the selected

approved hash function and the chosen RSAaige scheme (PKCS11.5 or PSS). The primitive
computes & & € '@ and is described inKCS#1 v2.1: RSA Cryptography Standard, RSA

Laboratories, June 14, 2002, $iea 5.2.1, step 2a. If trevalue is successfully verified, the test passes.

There is also a test for a signature generationponenino hash computation) using the Chinese
Remainder TheorenORT). This method ofignature generation is describadhe same standard,

Section 5.2.1, step 2b.
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For the ECDSA signhature generation component, the test is the same as when @B 34l fgrature
generation algorithm is tested epté¢hat the supplied messages are vieagteing already hashed,
thereforeno further hashing is performed. A binary string representing the hash is supplied to the test.
The length of the supplied stgns nottested for being valid. For detailsepbke see the following CAVP
publication:https://csrc.nist.gov/CSRC/mediadiects/GyptographieAlgorithm-Validation
Progranidocuments/dss2/ecdsa2vs.p&ection &.1.

2. An RSA decryption operatiomsing an exponentiation for key encapsulation, as specified in the section
7.1.2.1 ofSP 800656Br2 published in March 2019.

As of Septenber 21, 2020there is no test for theedryption operation using the CRT, &®wn in
Section 7.1.2.3.

3. The keyderivation functions from the following protocols and standards documeng#l 800135evl:
IKEvl, IKEv2, TLS 1.0, 1.1 and 1.8SHv2, SRP, SNMPv3, TPMv1.2, ANSI X9.62001 KDFand
ANSI X9.42-2001 KDF.

4. The TLS 1.3 key derivation function documenteéeatction 7.1of RFC 8446. This is considered an
approved CV becauséhe underlying functions performed withihe TLS 1.3 KDF map tNIST
approved standards, name8P 800133rev2(Section 6.3 Option #35P 80656Crev2 andSP 800108

5. The key confirmation functionality described in the standards for the kegrmgntand key transport.
The key confirmationan be unilateral or ldteral. See Sections 5.9 and 6.3.3Bf80056Arev3 and
Sections 5.6, 8.2.3, 8.3.3 and 9.2.66f80056Brev2 Key confirmation may be tested as a staluhe
function or as pamf an emnl-to-end testing of &SP establishmestheme. In the formerase, a tested
key confirmation is documented as alCV

The Security Policghalli ndi vi dually | ist the tested components sh
may be called dung the peration of the module.

Additional Comments

1. The testing of compliance @®P 80056Arev3 will consist of testing beach of the shared secret
computation schemes defined in Section 6 of this standard and implemented by the modul&PWhile
800-56Arev3 further shows how to apply the key derigatifunctions defined irbP 80056Crevl, the
computation of a shared secietviewed as a core functionality definedSR 80056Arev3. Therefore,
testing of this comput atsito nif ghdmplementatiom suecessfudly as A c o mpc
passeshesetests, it will be awarded an algorithm certificate, KBSC, rathethan a CVL certificate.
This IG does not cover the KASSC testing.

2. At this time, no algorithm components are selected for verfionation. This might change, as the
CMVP may sart gving vendors an opportunity to affirm the correct implementaticm @mponent of a
cryptographic algorithm where the entire approved algorithm has not been implemented in the module.

3. The details bthe CAVP component testing are provided#ps://csrc.nist.gov/Projects/cryptographic
algorithmvalidationprogram/Componestesting

4. Refer b ]G 10.3.Afor the applicability of seltests to the tested components that haea Iesued the
CVL certificates.

5. SP 800135revland the TLS 1.3 KDF are considered approved CVLs only when performed in the
context d their respective protocols.

6. SP 800140Dwill be updated to include RFC 8446 Section BR,80056Crev2andSP 800133re\2 on
its next release.
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2.4C Approved Security Service Indicator

Applicable Levels: All

Original Publishing Date: May 4, 2021
Effective Date: May 4, 2021
Last Modified Date: May 4, 2021
Relevant Assertions: A2.24
Relevant Test Requirements: | TE02.24.0102

Relevant Vendor Requirements

VE02.24.01

Background

ISO/IEC 19790 section 7.2.2 states
All servicesshall [02.24]provide anindicator when the serviadilizesan aproved cryptographic algorithm,
security function or process in an approved manner and those services or processes specified in 7.4.3.

ISO/IEC 24759has the following requirement:
AS02.24: (Specificatiord Levels 1,2, 3, and 4)

All servicesshall provide an indicator when the service utilizes an approved cryptographic algorithm,
security function or process in an approved manner and those services or processes specified in

{ISO/IEC 19790:2012}7.4.3.

Required Vendor Information

VE02.24.01: The vator povided documentation shall specify the indicator for each service.

Required Test Procedures

TEO02.24.01: The tester shall verify that the vendor provided documentation contains a desctipdon of
indicabr when he service utilizes an approved ptygrahic algorithm, security function or process in an

approved manner.

TE02.24.02: The tester shall execute all services and verify that the indicator provides an unambiguous
indication of whether the servicgilizesan approved cryptographic algonithsearity function or process in

an approved manner or not.

Question/Problem

What services need an indicatér302.24mentions services or processes specifigtS@/IEC 19790:2012}

7.4.3 Nevertheless, TE(024.01 andlrE02.24.0o not includeservices or pycessespecified insection

7.4.3.Section 7.4.3 requirescryptographic module to provide servicessucthasw modul eds version
information show statusand preoperational selfests.Should there & an indtatorshowingamo d ul e 6 s

versioning infomationor show statuservice when these servicesn run in both approved and rapproved

modes of operatichHow can a preperational seifest be indicated by a cryptographiodue even before

the malulebecames functional?

Whatis the expected leVef granulaity for theindicator? Is ithata module shall indicate whenig using an
approved service? Or, istitateach service shall indicate when it is usamgapproved cryptograjgh

algorithm?Canadesr i pti on in the
indicator under FIPS 14D DTR AS01.04betheservice indicator under FIPS 182 When should the service

indicator be available to the user?

Resolution

becadanice itdeatos?eCanuthe apprgvedonmdiei ¢ y

Per thedefinition provided inSO/IEC 197902012 Section3.111 aservice isany externally operator

invoked operation and/or function that can be performed by a cryptographitemAdservice corresporsto

a specific task or callable function to be perforrhgdhe nodule.Services provided by a module magt

have oneo-one correspondence to the API functions implemented by the module. A servi€aegm
Number Generatiormhay invoke a group of API functions. On the other hand, an API function maylerovi
different services (e.g. symmetric encryptian &asymmetric encryption) depending on the different values of
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some or all of its input parameters. A vendor may choosedondent services in terms of API functioiis
appropriate. Nevertheless, API faionis arenot required to be the only way to spgaervices.

ISO/IEC 19790Sect i on 7. 2. Zppdvedaacensa pneg ma v @ ah bufiedoesn't deéing 0
them.lG 2.4.Adefinesanapproved security fugtion asa security function (e.g. cryptographitgarithm) that
is referenced in Annex C [which is supersede&By800140C. Also seeSP 800140Dwhich includes
approved security functions in relation to SSP geimrand establishment methods]. Thifimidon can
naturallybe extended to state thapsoved security services are those that utilize the approved security
functionsin an approved manner

Services provided by a cryptographic module canategorized into the following groups
1. services tht use aproved {ncludingallowed) security fundbns orprocessg in an approvethanney

2. services that do not use any security functions (i.e. approved @pmoaved), but are dedoed in
{ISO/IEC 1990:2012}7.4.3(e.gshow modul e 6 ssmationshevwstang ng i nf o

3. services that use nappoved algorithms budo not claimsecurityas specified inG 2.4.Aand are
allowed inan approved mode of operatjon

4. services that use naapprovedandnotallowedsecurity functions oprocessesand theréore not
available for use in an approved mod®pération,

5. services that may perfornon-securityactionsin either approve or norrappoved mode of
operation

Group 1 services represent approved security senaethey are not the only services rmrthe goproved
mode of operatiorServices in grups 2, 3 and Bay also run in that mod8ervices in all groups except for
group 4 are approved (including alled) in the sense that they are approved (or allowed) to run in an
approved mode afperation

Unlike FIPS 1462 that requiresin indication obpproved mode of operatioisO/IEC 19790is intendedo
indicatethe approved security services, whiclaisioregranularandsecurityrelevantindicationthanits
broadercounterpartthe indication of a approvel mode ofoperation

This IG clarifies AS02.24by interpreting the following:

I TEO02.24.01 and TE02.24.0@cusonly on services utilizing an approved cryptographic algorithm,
security function or process an approved mannbut does notliscussseavicesor processes
specifiedin {ISO/IEC 197902012} 7.4.3which arementioned inAS02.24

1 AS02.24 mentions services utilizing approved security functions twice: once where it is explicitly
stated and once wher e i icesiorgoocéssepdpecifiedin{ISO/IEECt at ed as
197902012 7. 4. 30 since APerifionmoapprdeédnsedcumi {y SOuU
19790:2012} 7.4.3.

9 AS02.24seems ta@equie an indicator for the servisavhentheyut i | i ze @At hose service:
specifid in{ISO/ | EC 19 7 9 0 : HbWele?, }his Anterpreds dhis atheservices specified
in {ISO/IEC 19790:2012} 7.4.8&hemselveslo notneed an indicator, but rather that the services
which utilize services specified in {ISO/IEC 19790:2012} 7.4.3 naadndiator.As an example,
considerthat selftests do not need an indicator, bugervice providingn-demand selfestsdo need
an indcator. If ondemand selfests argerformed through powaycling, resetting orebooting
without a purposefully esigned srvice utilizing the selfests then noindicatoris neededbesides
that required ilrAS10.08andAS10.11 For the services utilizing zeroisation functig)to zeroise the
parameters as specified{i®O/IEC 19790:2012}7.9.7, 1G 9.7.B addresses thequirement.

This IG makes an important distinction between appreeedrity services and services provided in the
approved mode of operatidne. approvedervices forconvenienck Based pon this distinctia, this I1G

provides clarity to AS02.24by requiring all approved security services to have an indicatdronly those
services need toave an indicatorFor example,he services in Group 2 above do not need a service indicator
unless used as part ofather appoved service that needs this indicag. a service that provides-on

demand selfests oma service that performs approved security functions)
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An indicator is a means obmmunicating a specific statuiso,a service indicator is a means of
communicaing a specific status to a User (e.g. lmmoperator, application or another module) asateslto
approved and neapproved security functions aprocess identified by the Vendor as performed by
acryptographianodule.

Whether a security fiction isapproved may be context sensitive togkevice in whichit is included For
exampleatOverall Security Rating, the SHA-1 function is an approvealgorithm if it is used for an
integrity check sevice, but it is not approved iifis used apart of a digitakignature generation service.
Thereforejt is notrequired to provide the indicator at th&Wevelof cryptographic functions

A service indicatoallowsthe operator of the module to unambiguously determine ifrdoesh arapproved
security services in use The indicator does not need tofiifeysical or human readable only. It can be any
indication that ieexternallyaccessible from thgtatusinterface provided by the module and verifiable by the
operatorof the module.

For allapprosed securityservces, aglobal moduldevel indicator including the approved mode indicator
under FIPS 14@ DTR AS01.04 is acceptable ithe module operator camambiguouly determine an
approvedsecurityservice is in usdf a module can provide approved and neapprovedsecurityservice
concurrentlyor a module does not require configuration of all possible approved services for an approved
mode,then aglobal moduldevel indicatorthat isnot able tounambiguouy indicate the approvsecurity
service does natheet the requirement.

The Security Policyshall provide a complete list of all approved and +approvedservices along with details
on each service and theespective indicatoréf applicablg. The security policy may be used to pei
interpretatiorfor the indicator(s) proded by the moda, but the description in the security policy alone does
not fulfill the requirement.

The Pllowing are somexamplescenarios showing howandicatormaybeprovidedby a moduleThese
serve agxample®nly. A vendormay design animplementan indicaor differently to meeAS02.24and
related VESsand TE.

1) A separate indicator for each of thgproved securitgervicesimplemented by the module. This can
be done through return codeg messgeetc. for eachexvice call When a erviceconsists ofnore
than one API function, the service indicator can be provided by the API function that, when invoked,
can determine whether the service is approved or not (e.g. in a Digital Signature Gegeraitien
the modie will be able to deermine whether thservice is approved only once the signature
generation algorithm, hashing algorithm, and key aieprovided).

2) A globalindicatorfor the modulghatonly supportsapprovedservicesn an approed mannemNon-
appovedservices are either not implementedthe moduldtself explicitly prevents (via
configuration defined in the Security Policy) @peratorfrom using any nompproved service or
service ina norapproved mannern thiscaseanexplicitindicaion viatheuse of a static codar an
implicit indicationvia the successful completion of a servisesufficient.

3) For those modulesmplementingboth approved and neappprovedsecurityservicesa shared
indicator common to multiplapproved securitysevicescan be useddowever,if the module
provides support for runningultiple securityservicessimultaneouslhfthat can alternate between
approved & norapprovedsecurityservice) then the module should clearly makdistinction
betweentherunning sevices and provide the indicator accoglin For example, anodule running
in a multithreaded environment careuwsdedicated statositputas a service indicator where
individual bits of thestatus output valueorrespond to individualinning threadand denote their
respective status. fothe example is for thenodulethatsupports two differerdatainput interfaces
(e.g.USB and Ethernethat processwo differentservicerequestsimultaneouslyThesecanuse
separate status outpaterfacedo distinguish their respective indicators.

4) To serve as thapproved securitgervice indicatgrthe approvednode indicatounder FIPS 14@
AS01.04shouldbe used together with other parameteush as status outpof the approved security
savice, to denoe successful completion of the servio® mode indicator implemented for FIPS 140
2 Level 3 or 4 modulesloneis not sufficientsince this indicator will always be ON as soon as the
module transitions tapprovednode, irrespective of ether any servicis performed or not
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The table belw denonstratesor the examplescenarios how the interpretation of the indicator provided by the

modul e

may

be

document ed Tharetdarrhcedeimtbedablée aedesam@ldmnc ur i t y

addition,securityconsiderations such as default versusise operation should taeldressed

Example
scenarios

Indicator provided by the module

Interpretation provided by the Security Policy

1) Separate
indicator per

Return cale from @ approvel security
servicecall

Return
service

Ceootesuse fG@provkdecurity

indicator for
modues having
approved
services only

A static code

approved Logging a message in the filehen an Status message in the log file denatss of
securityservice | gpprovedsecurityservice isused approvedsecurityservice
2) Global The staticcodéd 0 0 d e n oanapproveds e

service

A status code indicating the completion ol
service

The successful completion of a service is an
implicit indicatorfor theuse ofanapproved
service

3) Shared
indicatorfor
multiple
approved
securityservices

Use of a dedicated . Sy s o

. Bit iXo set to A10 de
status output valuer a statusegister
Use of adedicatedjueryfunctionfor the Ret urn val ugenfunétiondenotesn

operator tadetermhewhetherthe current
securityservice n use is approved

use of approved service

Use of a dedicated status output interfacg
such as LED

L ED fukinggreen denotes use gfaoved
savice

4) Re-purpcse
approvednode
indicatorunder
FIPS 1402
ASO01.04for
approved
securityservice
indicator

Approvedmode indicatofwhen
implemented, required bB9verall Security
Ratings 3 and 4AND servicestatus output

Successfutompletion of aseairity servicewhen
the modie isin approvednode denotes use of
appovedsecurityservice

Additional Comments

1. Themo d ul e 6 smplememtaticoh the approvedecurityservice indicator maimply different
levels of complexityin addressing future afyyithm transitionsSome mg have more overhead than
others As a result of such transitions, the module will need to be updated to change the service indicator
functionality to correctly reflect the new status of the disallowed algorithodules followirg
approaches listed iexanple scenario®), 3) and 4pre likely torequiremore overhead where the
indicator mechanism is implemented at the module level, as codrtpate modules following the
example scenarib) that have the indicator implementedtst individualapproved seurity service level.

2. ltis the responsility of the operator othemodule toretrieve recognize antke action on theervice
indicator.A FIPS 1463 compliant module has the build service indicatocapableof indicatingthe use
of approvedsecuriy services, but it may require the opergfe.g. human users, calling application, client
process) toequesfor this information

The service indicatashall be consistent with the amgvedimplementation osecurityalgorithms with FIPS
1403 requirements met, includindGs (e.g.C.H), self-tests etc For instance, mapproved algorithne.g.
PBKDFis an approved KDfshall notbe consideredisanapprovedmplementationn the modulef it does
not have a&CAVP cettificate or does not include itequiredselttests.Then the key derivation services using
this PBKDFshall not beindicated agpproved.
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Secti@my 8t ographic

3.4 A Trusted Channel

Applicable Levels:

All

Original Pullishing Date:

September 21, 2020

Effective Date:

September 21, 2020

Last Modified Date:

May 4, 2021

Relevant Assertions:

AS03.16, AS03.17, AS03.18
AS03.19, AS03.20, AS03.21,
AS03.22, AS06.27, AS09.20.
AS09.21, ASA.01, ASB.01

Relevant Test Requamerts:

TEG6s a

ssociate

Relevant Vendor Requirements

VEOds a

ssociate

Background
ISO/IEC 19790:2012 Terms and Definitions

Trusted channel:trusted and safe communication link established betweenyhsgraphic modulerzd a
sender or receiver to securely commutgaaprotected plaintext CSPs, key components and authentication

data.NOTE: A trusted channel protects against eavesdropping, as well as physical or logical tampering by
unwanted operatorsitties, processegoth e r
and along the communication link with the inteddendpoint.

devices,

modul e

I nt er

bet wenpuoroutpggponso dul eds d

Key component:parameter used in conjunction with other key components in an approved security function
to form a plaintext CSr perform a cryptographic function.

ISO/IEC 19790:2012

Table 1: Manually established SSPs may be entered ortanteither encrypted form, via a trusted channel or
using split knowledge procedures.

Section 7.3.4: A trustechannel is dink establishd beween the cryptographic module and a serat

receiver to securely communicate unprotected plaintext CSPspkgyonents and authentication data. A

trusted channel protects against eavesdropping, as well as physicatartiogpemg by unwanted

operaors/entities, processes or other devicesb et we e n

t he

comnunication link with the intended sender or receiver endpoint.

7.3.4 Trusted channel

o«

o«

CMVP

Security Levels 1 and 2

e

there are no regjrements for arused channel.

For Security Levels 3 and 4

g

modul edbs defi

ned

for the transmission of unprotected plaintext CSPs, key componenasidmahtication data

bet ween the

cryptographic

moduleshall [03.16] implement atrusted channel;

modul e and

the trusted channehdl [03.17] prevent unauthorised modification, substitution, and
disclosire along the communication link;

the physical ports used for the trusted chashall [03.18]be physically separated froali
other portor the logical interfaces used for the tedtthanneshall [03.19]be logically

separated from all other inters;
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3 identity-based authenticaticshall [03.20]be employed for all services utilising the trusted
channel; and

3 a status ingtatorshall [03.21] be provided when the trusted channehisse.
0 Security Level 4:

3 Multi-factor identitybased authenticatighall [03.22] be employed for all seices utilising
the trusted channel.

7.6.3 Operating system requirements for modifiable merational environments
0 Security Level 2 only

3 the audit mechdsm of the operatingystemshall [06.27]be capable of auditing the
following operating system related events:

Yy attempts to use the trusted channel function and whether the request was granted,
when trusted chanelis supported at this security level; and

Yy identification of the initiator and targef a trusted channel, whérusted channel is
supported at this security level.

7.9.5 Sensitive security parameter entry and output
0 For Security LeveB+

3 CSPs, key coponents and authentication dathall [09.20]be entered into or output from
the moduleeither encrypted or by a sted channel.

3 CSPs which are plaintext secret and private cryptographicskeyis[09.21]be entered into
or output from tle module usingmit knowledge procedures using a trustedncieh

A.2.3 Cryptographic module interfaces (minimum documentation whicshall [A.01] be requireyi
0 For Security Levels 3+
3 Specification of the trusted channel interface.
B.2.3 Cryptographic module interfaces fequirements thashall [B.01] be prowded in tie non
proprietarySecurity Policy
0 Specil (each) trusted channel.
Question/problem
1. Is atrusted channel permitted@terall Security Rating/1 and 2?
2. What are the Security Policy requirementsen using a Trusted Chael?
Resolution

The use of Trusted Channelasly applicable tgnanual SSP entry/output methods, per ISO 7.9.4 a8db
(seelG 9.5.Afor examples of manual and automated methdd®) securty mechanism is physicakotection
the operatohavingcontrol overthe physical path and is able to prevent any unauthorized tampEneg.
implementation of &rusted channel must consider the physical conneapdo eactportinterface and the
interface to the module. A dexhted port is not typically available forpocessobased system as the ports
areusuallymultiplexed.The interfice to the module, except in rare circumstances, is typically logical in
nature.

The vendoshall describe how thphysical connection eiéin protects communications or is protected by
trusted surrounding elements. The venstaall also demonstrate thdtd logical connection can adequately
gate the communications to deliver it to the module in a constrained maogerallcommunications thugh
the physical connections cannot dependtncryption to create the trusted channel.
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The use of a trusted chahigpermitted aDverall Security Ratirgj1 and Dutshall meet the Security
Level 3 requirements for paragraph8.4, A.2.3 and B.2.3. A modulsinga trusted channel in a
modifiable operatnal environmenshall also meet 7.6.3.

The Security Policghall speeify the following:

the physical characteristics of theusted Channelvith an explanation of how thirusted Channel
will protect the plantext CSPs,

the controls that are used tointain theTrusted Channelncluding the list of any physical tools
(wires, cables, etc.) needed to establishrttusted Channel

operator instructions for setup and operatibthe Trusted Channel

the spedic characteristics and specification of gwirce or target of thErusted Channeklative to
the cryptographic wdule.

how the operator stays in control over the physical path and is able tonprawe unathorized
tampering

Additional comments

1.

IG 9.5.Aprovides various scenarios that apply to both physical and craptig protection of CSPs
when they areeithe ent ered as i nput or out putalemamplesoff t he
physical devices that can be used in CSP entry or output.

It is possible for a module to get validated at diffe®etturity Levds in Sections 7.3 and 7.9 ISO/IEC
1970:2012 as these sections are addressing the different sets obmeguis. For example, a module

can meet the Security Level 3 requirements of Section 7.3 by inputting the plaintext cryptographic keys
usingthe Trusted Channel provided by a directljaahed cable. However, this module will only be

validated at SecusitLevels 1 or 2 in Section 7.9, as the imported keys are neither encrypted nor entered in
plaintext using the split knowledge procedures usitrgsted channel. This example is consisteith

the fact that the requirements of Section 7.9 are stricaithiose of Section 7.3.
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SectiRol s,

4.1.A Authorised Roles

ser vi

Applicable Levels:

2,3,and 4

Original Rublishing Date:

September 21, 2020

Effective Date:

September 21, 2020

Last Modified Date:

May 4, 2021

Relewant Assertions:

Relevant Test Requirements:

Relevant Vendor Requirements

Background
ISO/IEC 19790:2012Section7.4.1;

ces

and

aut her

An operato is not rejuired to assume an authorised role tdqren services where CSPs and PSPs are not
modified, disclosedyr sibstituted (e.g. show status, swkts, or other services that do not affect the security

of the module).

Authentication mechanisms mae requied within a cryptographic module to autitieate an operator
accessing the module, and to verify thatdpertor is authorised to assume the requested role and perform the

services within the role.

Question/Problem

What are the services that dot requie an operator, in the approved modeagsume an authsed role and,

therefore, not be authenticated, rguired if Security Level 2, 3, or 4 is claiméat Section 7.47?

Resolution

If a Security level 2 or above is claimed for Sectibd, a operatoin the approved mod#all be authenticaid
when assuming a role for all services utilizing approvedrggdunctions, with the following exceptions:

a. The hash algorithms which are specifiedtIiRS 1864 andFIPS202,
b. The deterministic random number generators which are specifitfel 80090Arev?;
c. Digital signature verification, as specified in "Digital Signature StandFI®S 1862 andFIPS 186

4;

d. Authentication procedures used for authenticating tleeatpr and/or initialization procedures to setup
the operator's authentication credentials; and

e. Show status, show versiamdself-tests

Exceptios for otherservices that do not affettte security of the moduleay be claimedhowever in this
case a jstification, subject to CMVP approvalhall demonstrate the rationale Additional Comment 1

below are metlt is recommended that requests édaception shuld be submitted to the CMR/via the
existing Request for Guidance process detailéblaéiManagement Manu&ection 2.4&Request for Guidance

from CMVP. Approvalobtained prior to report submission can be referenced therein.

Additional Comments
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1. Therationalefor the stated exceptionsegher:

a. that the referenced algorithraed serviceslo not create, disclosmodify, sulstitute, access, or
make use othe modut 6 s , @rBIPS®s are not modified or substityted

b. that the refegnced algorithmand serviceslo notaffect the security of the module or the security
of the information being protected by the module.

2. ISO/IEC 19790:2012Sect i on 7 . 4dthdi sslekdsd abod wets .idor the purposes

authorised role is anyefined role. Some of these defined rolesymequire an operator to get
authanticated before the operator is authorised to assume the role.

3. Perfaming any service requires an asstionpof a role. This IG clarifies under what conditions some of
the rolesmay remain unauthenticated. When k88/IEC 19790:201X5tandard states (see the
Background section above) that an operator is not required tenassn authorised role to perform
certain services, this means that while the module may be validated ait§péewel 2 or above in
Section 7.4, a defed role maynot require an authentication of an operator for the role to perform these
services.

4. Pleag note the following rationale for thecinsion of the DRBG in the resolution exceptions abéwe:
approved [RBG may be called from an unauthenticated role, or even from a role that includes-the non
approved services. Each executionofaDRBGmaytriese a modi fi cati on tef t he
parameters, whi ch selG®.L)tThieindirectanadifieatios of BeSTSRS iy
permissible because it does not result in the weakening of the CBRsloss of their secrecy.

5. The zeroizabn of all of the md u | e 6 s cted 83Ps perfoemed as requiredaction 7.9.7 of
ISO/IEC 19790:2012 s not vi ewed as a 0 mo @heréfore thetcorrespanding f
zeroisation service may lpalled from an unauthenticated role.

4.4 A Multi-OperatorAuthenticatiom

Applicable Levels: 2,3and 4

Original Publishing Date: September 21, 2020

Effective Date: September 21,20

Last Modified Date: September 21, 2020

Relevant Asertions: AS04.57, AS04.58, AS04.59
Relevant TesRequiremaets: TEOs associate
Relevant Vendor Requirement | VEG6 S associ at e

Background
ISO/IEC 19790:2012Section7.4.4 Authentication

Authentication mechanisms may bgu&ed within a cryptographic module tathenticate an opeia
accessing the module and to verify that the operator isrisgbddo assume the requested role and perform
serviceswithin that role. Te following types bmechanisms are used to controtess to the cryptographic
module:

a) RoleBased Authenticatiu If role-based authentication mechanisms are supported byptgrgphic
module, the modulshall [04.36]require that one or more roleiher be implicitlyor explicitly
selected by the opator andshall [04.37]authenticate thesgumption of the setted role (or set of
roles).The cryptographic module is not required to authenticate the individual identity of the
operator. The selectin of roles and theughentication of the assumptionsdlected roles may be
combined. If a cryfmgraphic module petits an operator to change roles, then the mashad
[04.38] authenticate the assumption of any role that was not previously authehfmatieat
operator.
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b) Identity-Based Authenticatiorif identity-based authentication mechangsare supported tgy
cryptographic module, the modwghall [04.39]require that theperator be individually and uniquely
identified,shall [04.40]require ttat one or more rolesither be implicitly or explicithselected by the
operator, anghall [0441] authenticate thi&lentity of the operator and the authorisation of the
operator & assume the selected role or set of roles. The authentication of tiky ioletite operator,
selection of roles, and the auttsation of the assumption of the seleatelés may be combéd. If a
cryptographic module permits an operator to change, rities the modulshall [04.42]verify the
authorisation of the identifiedperator to assumegrole that was not previously &orised.

AS04.57: (Operator authentication 8 Level 2) A cryptographic moduleshall at a minimum employrole-
basedauthentication to control access to the module.

AS04.58: (Operator authenticationd Levels 3 and 4) A cryptographic moduleshall employ identity-
basedauthentication mechanisms to cofmol access to the mdule.

AS04.59: (Operator authenticationd Level 4) A cryptographic module shall employ multi-factor
identity-basedauthentication mechanisns to control access to the module.

Question/Problem

A module may implement separately define@m@or roles whichdwe different authentication claims. For
example, the Crypto Offer (CO) role implemenidentity-based authenticatiowhile the User role
implementgole-based authenticatiofCase 1). In asther example, the CO role implementée-based
authenticatiorwhile the User role does not implement aoyhenticationCase 2 There is also a possibility

of the CO and User roles each supporting-balsed as well as the identityased authenticatiqiCase 3):

some of the operators who arewashg a given rolera authenticated using the rddased credentials, while
otherswho will also assume this role, pass an idefiitiged authenticatiom addition, the Crypto Officer

(CO) role may implemerntlentity-based authenticatiowhile the Userole implementsnulti-factor identity
based authenticatiofCase 4)Are these implenentations compliant with the requirements of Section 7.4.4 of
ISO/IEC 19790:2012 and, if so, at whabecurityLevel?

For theabore scenarios, it is assumed that appraselrity servicesra included in each assumed role.
Should there be an exceptionthe operator authentication requirement when the approved security fignctio
do not affect the security of the module?

Resoluion:
Following are the resolutions for theur scenarios fromhte Question/Problem section above.

1. The first case (Case 1) is cpliant tolSO/IEC 19790:2012Section 7.4.4 because for the purposes of the
FIPS 1403 validation,identity-based authenticatiois considered to be meeting tree-based
authenticatiorrequirement. Both the CO and the User operators get authenticateckegs dhe approved
security grvices. The section Security Level is 2 besgait is the lower of the two authentication methods
described.

The Security Policy shall identify all roles, and foeach role, the authentication method (i.e. eitbler
basedor identity-based).

2. Inthe secod case (Case 2) the module is complianS®/IEC 19790:2012Section 7.4.4 Security Level
2 only ifthe unauthenticated User role does raitany servicestha af f ect t he mi&dul eds
4.1.Afor the definiion of such services. Otherwid80O/IEC 19790:2012Section 7.4 is annotated at
Security Level 1 andnly the Security Level 1 assertions adelressed.

3. The Cas@ scenario is also compliant with FIPS 13l0The vendor can dla compliance with Section
7.4 only at Security Level 2. The test reportiesses each role at Security Level 2. $beurity Policy
shall explain how the authenticationay be performed fagach role.

4. The Case 4 scenario is compliant$®/IEC 19790:202 Section 7.4.4 because for the purposes of the
FIPS 1403 validation,multi-factor identitybased authenticatiois considered tbe meeting th&entity
based authentidan requirement. Bth the CO and the User operators get authenticated to access the
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approved security services, but the User uses ffadtor authentication athods. The section Security
Level is 3 because it ibe lower of the two authentication metkatescribed.

The Seaurity Policy shall identify all roles, and for each role, the laartication method (i.e. eith@nulti-
factor identitybasedor identity-based).

Additional Comments
1. 1G 4.1.Aaddresses authenticatedemFor approved seqty services and neauthenticated services.

2. In Case 3, the modlican only be validated at Security Level 2 in Section 7.4 because dteasad
authentication is also available to the moduémilarly, in Case 4, the module canybe validated at
Security Level 3 in Section 7.4 because the idefitdtged autheitiation is also available to the module.

3. Other mixed cases are also possililhere is sufficient information in this ImplemergatiGuidance to
determine how to treat daof these cases amdhat will be theSecurityLevelof t he modul ebs val
in Section 7.4. For example, the User role can have both éesdled ad an identitybased authentication,
while the Crypto Ofcer role always requires an identipsed authenticatios shown above, such a
module is validated at Security Level 2 iacBon7.4, unless the User role only calls the services that are
exceptons identified inG4.1.Aas not affect irtyglftiefattercrmacadyl ¢ e sodwl!l e d
Section 7.4 may be validated at Security Level 3

4. Whenthe module supports both the rdlased and the identityased altentication, either within the
same role (as in CaseaBove) or by the different roles (as iage 1), the testingboratory, when writing
the Test Reporghall select the identitypasedauthentication option on the website fourmder FlagsThis
will require the testing laboratory to address in the tpsttr®oth the Security Level 2 (relasel) and
the SecurityLevel 3 (identitybased) assertions. Similarly, mefigictor identityauhentication used at any
level will require the testing laboratory ddress in the test report Security Level 4 (nfattior identity
based) assertions.
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5.A Non-Reconfigurable Memory Integrity Test

Applicade Levels: All

Original Publishing Date: September 21, 2020
Effective Date: September 21, 2020
Last Modified Date: Sepember 21, 2020
Relevant Assertions: AS0505 to AS05.23

AS1017, AS10.18,
Relevant Test Requirements: | TE&6s associ atee
Relevant Vendor Requirement§ VE& s associ at e

Background
ISO/IEC 19790Section 7.10.2.2:

All softwareand firmware components within the crygtaphicboundaryshal [10.17] be verified using an
approved integrity technigum EDCsatidying the requirements defined in [Section] 7.5. If the verificatio
fails, the preoperationakoftware/firnware integriy testshall [10.18]fail. The preoperatonal
software/firmwvare integritytest is not required for any software or firmware excludeih the security
requirements of this Internationatandard or foany executable code stored in fregonfgurable memoy.

Question/Problem
What is the definit o n  o-fecorifigd @bl e memor yo?
Resolution

Non-reconfigurable memorghall be defined & a memory technology that stores data using a mechanical
means (g. masked ROM, CIROM) that will not change or degradace manufactured for a minimum 1tf
yeas.

The testeshall verify (in TE05.05.01 ofTE05.06.0) that vendor providedatumentatiordescribes how there
will be no change or degradation of data foniaimum of10 years.

The software or firmware integritgst is not required for executable catiered in nofrecorfigurable
memory. This code is considered hardware.

Addition al Comments

The reason for the above definition on what constitutesreconfigurable memory is that most common read
only memory techologies (e.g. OTP, PROM, WORM, @R) stae data using a chaoal change or electrical
charge that will likely degrade athigher ra¢ than data stored using mechanical means. ThisidGnot
applyto these cases and the memory would still be subjelcetmtegrity test.
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7.3 A Testing Tamper EvidenSeals

Applicable Levels: Levels 2,3 and 4
Original Publishing Da: September 21, 2020
Effective Date: September 21, 20
Last Modified Date: September 21, 202
Relevant Assertios: AS07.48

Relevant Test Requirements: | TE07.48.02
Relevant Vendor Rplirements: | VE07.48.02

Background
ISO/IEC 24759:2017
ASQ7.48: (Mdti-chip embedded cryptographic module$ Level 2,3, ard 4)

{If AS07.45 is not satisfied and theenclosure includesany doors or removable covers without matching
AS07.47, then they (i.e.lte doors or removable covers)hall be protected with tamper evidet seals
(e.g. evidence tape or holographic seals) {arlkde group (AS07.47 and AS07.49) shall beatisfied}.

TEO07.4802: Thetestershallverify that the cover or door cannot be openedauittbreaking or removing the
seal and that the seal cannot be reedoand later replaced.

Question/Problem
What level oftesting and scope of testing should bpliga when testingamper evident seals?
Resolution

If a module uses tamper evident labélshall not be possible to remove or reapply any of the labetsowi
tamper evidence. For example, iéttabel can beemoved without tamper evidence, andshee label can be
re-applied without tamper evidence, the assertion fiditde at level 3ad 4AS07.27requires tamper seals be
independently identifiable tmake it harder to replace without tampeidence; teing that is outside the
scope of this IG

Conversely, if anyattempt to remove the label leaves evidence, or removal aapplieaton leaves evidence,
or the label is destroyed during removal, theeation passes. If the label placematuinented inte
Security Policydoes not match the mlament of the tampeeals on the module under test, the removal or
destruction of a label wid be evident and considered evidence of tampering.

This means thahe CST laboratorghall use creative ays (e.g. cheially, mechanically, thermally) to
remo\we a label without édence and without destroying the origifethel andbe able to reapplythe removed
label in a manner that does not leave evidence.

Additi onal Comments

It is outof-scope for amttacker to itroduce new materials to cover up evidewot the attack.
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7.3B Hard Coating Test Methodkevel 3 and 4)

Applicable Levels:

Level3 and 4

Original Publishing Date:

September 21, 2020

Effective Date:

September 21, 2020

LastModified Date:

SeptembePl, 2020

Relevant Assertions:

AS07.26, 807.35, AS07.37,
AS(K .41, AS07.42

Relevant Test Requirements:

ISO/IEC 24759:2017

TEQ7.37.01TE07.37.02,
TEO07.37.03, TE07.37.04,
TEO07.41.01, TE07.41.02,
TEO07.2.01, TE07.42.02
SP800-140

TE07.26.01, TEQ7.26.02
Relevant Vendor Requirements| SP 806140

VE(07.26.01, VE07.26.02

Background
ISO/IEC 19790:2012Terms and Definitions

Hard / hardnessthe relative resistance of a metal or other material to dentirai¢ckrg, or bending;
physically toughened; rugged, addrable.

Note: The relative resistancekthe material to & penetrated by another object.
ISO/IEC 24759:2017

AS07.26: (Physical scurity 8 Levels 3 and 4) Strong or hard conformal or norconformal enclosures,
coatings, or potting materialsshall maintain strength and hardness characteristice ver t he
intended temperature range of operation, storage, andistribution.

modul eds

ASO07.3%: (Singlechip cryptographic modulesd Levels 3 and 4) {Either} the moduleshall be covered
with a hard opaque tamperevident coating (e.g. a hard opaque epoxy eering the passivaton) {or
AS07.38shall be satisfied}.

SP 800140

TE07.26.01: The testemhall verify from the vendor documentation and inspection testitigeofodule that
the strength or hardness of the, hemdformal or norconformal enclosure, ctiags or potting mairials is the
one designed implemented as specifidte tester shall vify the module hardness at the following
temperatures:

-thelowest e mper ature of the mod udfapérationistotagemardtie d

distribution;

temper a

-the highesttempart ur e of t he modul eds peratibrestochgeddn t e mper at ur

distribution.

TEOQ7.26.02: The tester shall verify that the venolmvidedSecurity Policyspecifies the high/low tempaure
range.

Question/Problem

What kindof testing is expded to be performed at Security Leveb8 Section 7.7Rhysical securif) to
verify that the hard coating or potting material that encapsulates the circilismdts

Resoluion

Test methodshall address anoderately aggressiwattackat Security Level 3or Section 7.7
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The test mihodsshall at a minmum address the hardss characteristics of the epoxy or potting material as
follows:

1. Attempts to penetrate the material by an instrumeigt @wl, pointed handheld tootcg using a
moderatty aggressivamount of force to the ddpbf the underlyingircuitry. The use oa drilling or
grinding motion is oubf-scope.

2. The use of an instrument withmaoderately aggressivamount of forceo pry or break the material away
from the underlyingiccuitry (e.g. insert a pry instrumenttae boundary of thepoxy or potting matial
and another material/component (e.g. PCB board)).

3. The use of anoderately aggressivamount of flexing or bendinforce to crack or break the miasd
away from or expse the underlying circuitry.

During tesing the module shdd be consistently agssed to determine if serious damage has occurred (i.e. the
module will either cease to function or the module is ienabfunction).

The epoxy or pting materiakhall be tested to determine if voids or pockeigy exist that codl create an
exposureor weakness.

Module hardness testirgnall be performed using calibrated equipmanthe module's intended temperatur
range of operation, storage adidtribution.

Additi onal Comments

While the above test methedhay be applicablat Physical Security.evel 3 for a module which is protected
by a strong enclosure or includes doors or removable covers, this IG dopsaifitally address those test
metods.
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9.3 A Entropy Caveats

Applicable Levels:

All

Original Publishing Date:

September 21, 2020

Effective Date:

September 21, 2020

LastModified Date:

September 21, 20

Relevant Assertions:

AS09.08

Relevan Test Requirements:

TE09.08.012

Relevant Vendor Requirements;

VE09.08.012

Background

Section 7.9.3 ofSO/IEC 19790:2012st at es t hat

which uses the outpwof an approved RBG (e.g., guessingdked value to initlsse the deterministiRBG)

manage

i Cusityngf theo SBP genenation ndthed s e ¢

shall [09.08]require at least as many operations as determining the valueeoftg e n e r JE08.08.05 S P . 0

furt her states

t hat

A T h ef arty eaSohade provideday the venddihe urgen ofh e

prod is on the vendorfithere is any uncertainty or ambiguity, the tester shall require the vendor togroduc
additional information as needle 0

There are some module designs where it may be sitgeso know how much entropy has beapgied for

key geneation. For examplea module designed as a software library with an API allowing the caller to supply

random buffer to use as a seed fard@mnumber generation, the module would be passivedgating the
entropy fi n frdiparty applsadosf. r d&m otmh is yerdpective, d ia dnky Possible to talk
about the number of bytes/bits size of the received random field, notarhthet entropy in it. Does it mean

that the requiremert AS09.08cannot be tested and therefdhe module cannbie validated?

In this example, the module is not necessarily-compliant withAS09.08 it is just impossible to determine
(within the scpe d the CST lab testing) that the module would be gltant in all possible deployments. This
IG weighs this andimilar issues and shs how to identify the cases when compliance with that entropy
requirements of FIPS 14®cannot be directly verifiedytthe testing labs and how to inform the user of

potental weakness or lack of assurance fortthie strengths ohe SSPs generated sych modules.

Question/Problem

When is it necessary for the module to provide the evidence of the amount of geeeram®

How to handle the case when the amount obgated entropy is sufficient to meet thasimum SSP strenit
requirement (112 Bibut not necessarily sufficient to account for a comparable strength of the generated

SSPs?

What informatiorshall thetesting laboratory provide in the test report sutedito the CMVP?

What informatiorshall be included intheno d u | e 6 s amd¢he $ecufity Rokicy (8P) to indicate the

various forms of compliance with ti#509.08requirement?

Resolution

Weident fy the mai

n

il ogi c a tafe whkether ths modute dan beovalidated whht

certificatecaveat, if anyshal be used.
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1. The module is either generating the entropy itself or it is making a call to request the entropy frbm a wel
defined source.

Examples include:
(a) A hardware modulaith an entropy generating ENT insideeth mo d u | e Ophic boundaryt ogr a

What is required: (i) the testing latshall corroborate the entropy strength estimate as provided by
the vendor, (ii) the SBhdl state the minimum number of bits of entropy gatex by the module for
use in SSP gendian.

If the amounof entropy usedtogeer at e t he modul ebs SSPs employed i
than 112 bits, then this modwannot be validated.

Iftheamount of entropy us e dsistatdeas) ¥l hits white éhe mddide modul e 6 ¢
generates SSPs withcamparable cryptogpdic strength greater than the amount of the available

entropy, the following caveahallb e i nc | ud e d cérificate: The moduedgankeratés s

SSPs whose strengthie modified by available entropVhe canparable cryptograph strength of

an SSHs addressed under the Additional Comments below.

(b) A software module that contains an approved DRBG, that is seedadieady from one or more
known entropy sources, locdtaithin the physical perimeter of theaational environmenFor
instance, a dtware library on a Linux platform making a call t&& 80090B entropy source within
the modul eds [ohsgeslingiteaDRBG.er i met er

What is required: (i) the testindab shall corroborate the entropy strehgestimate of theosirces as
provided bythe vendor, (ii) the SBhall state the minimum number of bits of entropy requested per
each GET function call.

Iftheamount of entropy used nployediranappravecemodehisdessmo d ul e 0 ¢
than112 bits, then thimmodule cannot be valated.

I f the amount of entropy used to generate the mod
generates SSRdth a comparable cryptographic strength greater thammount of available

entropy, the fobbwing caveashall be included in the mad|l e 6 s ¢ Ehe moduleigenerates :

SSPs whose strengths are modified by available entropy

(c) A software module thatontains an approved DRBG that issues a GET commauiatain the
entropy from a source locatedu t si d e tphysicahperidnatdr.e 6 s

What is required: (i) the testing lalshall corroboraté to the extent it is possible, given that the

entropysourcessi not subject to thisitmendropy ftréngth dstenattdasng and
provided by vendor, (ii) te SPshall state theminimum number of bits of entropy requespest each

GET function call, (iii) the following caveahallbe addedto#th mo dul e 6 Noassurarice f i cat e:
of the minimum séngth of generated SSPs

If the claimed enount of obtained @ropy usedtogenemat t he modul eds SSPs empl oy
approvednode is known to be less than 112 bits, then this module cannot be whlidate

2. The module is passively receiving the entropy wexercising no control over the amountloe quality
of the dbtained entropy.

Exanples include:
(@) A hardware module withanagpv ed DRBG i nside the modul eds cryp
approved DRBG igither seeded via a seed loader from outside the nfbdulec r y pt ogr aphi ¢

or the seed ipre-loaded at factagr.

t
b c

What is required: (i) the SPshall state the minimum numbef bits of entropy believed to have

been loaded and justify the stated aniqtnom the length of the entropy field and from anlyest

factors known to the vendor), (ii)éHollowing caveathall be addedtothmo dul eds Noer t i fi ca
assurance of the mimum strength of generated SSPs
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If the amount of claimed entropy usedgte ner at e t he modul eds SSePs empl o
is known to be less than 112 bits, thkis module canndie validated.

(b) A software module that contains an approved DRB4#& thceives a LOAD command (or its logical
equivalent) with entropy obtaiddrom either inside the physical perimeter of the apenal
environment of the module or, vé 1/O port, from a external sourcetha i s outsi de the mo
physical perimeter

What is required: (i) the SPshall state the minimum number of bits afteopy believed to have

been loaded and justify the &d amount (from the length of the entydjeld and from anyther

factors knowrto the vendor), (ii) the following cavesltall b e added t o t heNomodul eds
assurance of the minimum stggh of generated SSPs

If the amount of entropyusedt gener at e t he mo chodpmrdved m8ds Biewne mpl oy e ¢
to beless tharl12 bits, then this module cannot be vatda

3. The module useslaybrid approach to obtaining entropy for SSP gen@natSome entropy is passively
received while the modelis exercising no control over the ambanthe quality othe obtained entropy.
Another portion of the entropy is obtainetien the module is either generating the entropy by itself or is
making a &T call to request the entropy from a wadifinedsor e i nsi de the modul eds p
perimeter For instance, a ffwvare library on a inux platform may be making a call to /dearidom for
seeding its DRBG while it is also providing an API allowing thiirtg application to supply an
additional random buffeto use in seeding its DRBG.

What is required: The testindab shall examine thalesign of seeding the DRBG from multiple

saurces and corroborate an entropy strength estimate as provided by Vieadislo; will need to

understand the work of the ENT wiitithe operational environment and beeablt o ver i fy vendo
claim about the aman of entropy loaded into the software ciggitaphic module.

If the review of the design of seeding the DRBG revéwdsthe entropy data obtained passively can
only add tothe entropy obtained actively and thedule will block theseeding until a miniial
threshold amount of actively obtainedreply is reached, then

The SPshall state the minimum number of bits of exdy that can be guaranteed to be actively
obtained andn addition, itshall state the numbeif dits believed to ave been loaded and
justify the stated amounts (from the lengtfishe entropy fields and from any other factors
known to the vendor).

If between the active and passive entropy calls the ra@duinot possibly accumulate at least
112bits of entropy whe generating SSPs,eh this module cannot be validated.

If the amount of entropy obtained actively may be less than 112 bits, thetidhénfy caveat
shall be added tthe module’s certificate: No assurance of thinimum strength of generated
SSPs.

If the review of the dign of the DRBG seéth reveals that the entropy data obtained passively can
preempt the seeding of the DRBG in a way that causes the entoduthblock the seeding even when
the minimal threshaol amount of entropy obtained activélgisnot been reached ahy time when the
cdler uses the API for supplying the passive data, then

The SPshall state the minimum number of bits of entropy &edid to have been loaded and
justify the stated amoufftrom the length of the entropy fiekhdfrom any other facrs known
to the vendr).

If the module cannot possibly accumulate at least 112 bits of entropy when generating SSPs, then
this module camot be validated.

The following caveathallbeaddd t o t he mo dWHereehtspy isexterballyf i cat e:
loaded, no assurance tife minmum strength of generated SSPs

Additional Comments
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1.

Unless the design of the module falls under the casglizh a specific caveat is explicitly allowed under

ascenario described in this IG, the vendwmy not use the gaat. In particularthe vemor cannot use the

fiNo assurance of the minimum strength of generateddlSSRsave at and getdifthehei r modu
scenario that applies to this module requine€xplicit estimation of the generatetrepy.

Ifasoftwvae mo dul e dwresdnetsriogony reesgt i mat i o shalitcdn&in a statereentmo d u | e 0 ¢
that if porting to an untested platform is alled then when running a module on such an untested

plaf o r m No¢ dssararnite of the minimumesigth of generatedSP® ¢ a v e a ¢gardigs pflvhae s r

caveat, if any, is applicable to the original validation.

This implementation guidance only covers tpplicability of entropy estimation and the way to
document the amount of the available enyrophe actual methadogy for entropy eghationis
addressed in IGB.JandD.K.

PerSP 80057-part L revision5Sect i on 5. 6. 1, trengthseof sécarity sigpend anlthe e 0 s

algorithm and the key sizgsed and are based acceped estimates as of the publication of this Special

Publication using currently known methods. 88©.Bt o det er mi nedo tdrey fitognpap bt e
strength of different SSFbased on their lgth and known vulnemlities.

If the module generates random strings that are not SSPs and the security strength of a generated string is
less than the bit length of the string due to limitettapy, then the strength caveats showthis IG are
appliaable, but theghall refererte random strings rather than SSPs. For example, in scenario 1(b) above,
the caveat would say’he module genetes random strings whose strengths are modified byadolai

entropy

If the module generates thokeys and randontrings that have sedty strengths smaller that the
presumed strengths of the keys and strings, then the cidledddress the potentillss of strength in
both keys and the random strin@$te module generates SSPs and randomgstnivhose strengtlase
modified by avadble erropy.

T he mo d gHalkstate thesgBaranteed amount of entropy for both the SSPs and the random strings
gererated by the module using the available entropy s(s)rce

There exist situations where it cdlde reasonable tdgee two differentemopycaveat s i n t he modl
validation certificate. For example, a software module receives a LOAD command thest aarri

externally generated entropy (scenario 2(b) apoMee module uses this entropy to getethe 256bit

AES keys, yet the lengthfehe received entropy string is, say, 192 bits. As shown above, this module may

be validated. Since the entropy is geated externally, thido assurance of the minimum stg¢h of

generated SSR=veat is requiredn addition, the ser can be certaindahtheobtained entropy is

insufficient to generate an AES key withthe2b6 t st r engt h. Shotedlsbindludee modul e
another available cavedihe module geerates SSPs whose strengths are modifjeavailable entrog?

The approach takenthis | G i s that when more than one caveat mi
shall document only the strongecaveat. In the above example, iNi$ assurance dhe minimum

strength of generated SSH¥$ie scenarios of thi& are written follaving this singlecaveat approach.

T he mo d gHaldnfosn tHe Reader about the length of a random string loadedhe module and

explain, if applicable, the effect die random string length on the siyém® of the generatedeks.

Test Requiremens
The vendor and tester eviderstall be provided under TE09.08.01 and TE09.08.02.

9.5A SSP Establishment and SERtry and Output

Applicable Levels: All

Original Publshing Date:

September 21, 2020

Effective Date:

September 22020
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Last ModifiedDate: September 21, 2020
Relevant Assertions: AS03.16 AS03.22, AS09.10
AS09.24

Relevant Test Requirements: | TE6sss aci ated w
Relevant Vendor Requirementy VE 6 S as s o c i aove

Background
ISO/IEC 19790:2012 Glossary
Automated: without manual intervention or input (e.g. electronic means such as through a computer network).

Cryptographic boundary: explicitly defined perimeter that establishes tloeindary of alcomponents (i.e.
set ofhardware, softwarerdirmware componenjf the cryptographic module.

Direct entry: entry of a SSP or key component into a cryptographic module, using & deeit as a
keyboard.

Electronic entry: entry of SSPsiokey componentsito a cryptographic made using electronimethods.

Hardware module interface (HMI): total set of commands used to request the services of the hardware
module, including parametetsat ent er or | eave t he ampadafthedglestedcr ypt ogr
service.

Hybrid firmware module interface (HFMI): total ®t of commands used to request the services of the hybrid
firmware module, including parameters that enter or leaventhed ul e 6s crypt ographic bounf¢
requestd service.

Hybri d software module interface (HSMI): total sé of commands used tequest the services of the hybrid
softwaremoduléd, ncl udi ng parameters that eaobbuedaryasipartiofshev e t he
requested service.

Key comporent: parameter w=d in conjunction with ther key components an approved sectyifunction
to form a plaintext CSP or perform a cryptographic function.

Key loader: self-contained device that is cdpa of storing at least one plaintext or encrypted &Skey
componenthat can be transferredpon request, inta cryptographic modal NOTE The use of a key loader
requires human manipulation.

Manual: requiring human operator manipulation.

Operational environment (OE): refers to the management of thétware, firmware, and/or hardware
requiral for the module toperate. The operatial environment of a software, firmware, or hybrid module
includes, at a minimum, the module components, the compultitfigrm, and the aggrating system that
controls or albws the execution of the software or fimare on the computinplatform.

Plaintext key: unencrypted cryptographic key or a cryptographic key obfuscated bgpproved methods
which is considered unpiected.

Software: executable code of a cryptographic aode that is stored on erasable mediachtdan be
dynamicaly written and modifid during execution while operating in a modifiable operational environment.

Software module:module that is composedlsly of software.

Sditware/firmware module interface (SFMI): set of commands used to requestsbevices of the stfiare
or firmwaremod | e, including parameters that enter or | eave
the requested service.

Split knowledge: proces by which a cryptographic key ipla into multiple key components, inddually
sharing no knwledge of the origial key, that can be subsequently input into, or output from, a cryptographic
module by separate entities and combirtedktreate the origal cryptographic key.

SSP establiBment: process of making available a sbdiSSP to one or mnmentities. NOTE SSP
establishment includes SSP agreement, SSP transport and SSP entry or output.
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Trusted channel:trusted and safe commuai@®n link establised between the cryptographic modated a

sender or receiver to securely aoomicate unprotectgalaintext CSPs, kegomponents and authentication

data. NOTE A trusted channel protects against eavesdropping, as well as physicahbialogiering by

unwanted operators/entities, processes ot her devi c e s, finedenpuvar eutpupors e modul e 6
and along theommunication link with the intended endpoint.

ISO/IEC 19790:2012 Section 7.9.8ensitive security parameter establisbnt
SSP establishent may consist of
1 automatedSSP tansport or SSP agreement methods or
1 manuaSSP entry or outfiwia direct or elecbnic methods.

Automated SSP establishmestiall [09.10]use an approved method listed in Annex D. Manual SSP
establisimentshall [09.11]meet the requirements of 7.9.5.

ISO/IEC 19790:2012 Section 7.9.Sensitive seurity parameter enty and output

SSPs ray be manually entered into or output from a module eitinectly (e.g. entered via a keyboard or
number pad, or outjp via a visual display) alectronically(e.g. via amart card/tokens, PC card, other
electranic key loading dewie, or the module op&ting system). If SSPs are manually entered into or output
from a nodule, the entry or outpshall [09.12]be througtthe defined HMI, SFMI, HFMI or HSMI (7.3.2)
interfaces

To prevent the inadvertent output ohsiive informationtwo independent inteal actionsshall [09.16]be
required in order to output any plaént CSP.

For electronic entry or output via a wiesk connection; CSPs, key components and authentidatiashall
[09.18]be encrypted.

SECURITY LEVELS 1 AND 2

Plantext CSPs, key congments and authentication data may be entered and output via ppgsits and
logical interface(s) shared with othghysical ports and logical interfaces of the crypap@iic module.

For software modules or tlseftware components a hybrid softwarenodule, CSPs, key components and
authentication data may be entenatd or output in either encrypted or plaintextrfoprovided that the CSPs,
key components and authenmtiion datashall [09.19]be maintained wvtiin the operationanvironment and
meetthe requirements of 7.6.3.

SECURITY LEVEL 3

In addition to Securityevels 1 and 2, for Security Level 3, CSPs, keypponents and authentication data
shall [09.20]be enteed into or output from the module eithercrypted or by auisted channel.

CSPs which are plaintext secret and private cryptographic kbgd [09.21] be entered into or output from the
module usingsplit knowledge procedures using a trusted channel.

If the module employs split knowledge progess, the modulshdl [09.22] employ seprate identitybased
operator authentication for entering or outputting each key component, and at least two keyentsspalh
[09.23]be required to reconstruct the origi cryptographic key.

SECURITY LEVEL 4

In addition to Secuty Level 3,for Secuity Level 4 the modulshall [09.24]employ multifactor separate
identity-based operator authentication for enteringwputting each key component.

Question/Problem

Givendifferent configurations of cryptograghmodules, how canrao d u | S @stabiBment and SSP
entry and output states be easily mapped téSBIEC 19790:2012Section 7.3Xryptographic module
interfaces Section 7.9.&ensitive security parameter egtahmentand Section 7.9.5ensitive sagity
parameter entr and outpt? Are thee any special considerations fub-Chip Cryptographic Subsysterfi&
2.3.8?
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Reslution

Using the following guidelines, first determinew CSP keysand norkeys (key componés, authentication
data, secrelVs, andother norkey CSPs) are established to or from a module using Table 1. Once the
establishment method is determined, @&PEntry Format table will indicate the requiremeatshow key
and nonkey CSPshall be enteed or output. Thedllowing is based othe requirements found I8O/IEC
19790:2012n Sections 7.3 and 7.9.

CM: a FIPS 1468 validatedCryptographic Module
GPC: General Purpose Computer.

EXT: external/outsidef the cryptographic boundary and testgerational environent (whichmay be the
same for a hardware module).

INT: internal/inside of the cryptographic boundary.

TOEPP. external/outside of thecrypogr aphi ¢ boundary but wdndlhi n the
Environmend Bhysical PerimetgfT OEPP (may apply tasoftware firmware, hybrid, and sukchip
modules).

App: general purpose software application operating outside the cryptographic bourtdasyde of the
operational environment (e.g. withinet operating system).

CSP Establishment Table 1

MD: Manu al Distribution DE: Direct Entry (Input / Output)
AD: Automated Distribution EE: Electronic Entry (Input / Output)
WD: Wireless Distributi on
MD / DE - CM from Keyboard

CM Softwaré from GPCkeyboard or numbegad MD / DE
CM Hardwae fromnon-networkel GP® keyboard or omber pad MD / DE
CM Hardware from directly attached keyboard or number pad MD / DE
MD / DE i CM to Visual display

CM Softwaré to GPC visual display MD / DE
CM Hardwae to visual display ononrnetworkedGP G visual display MD / DE

MD / EE i CM to/from EXT Hardware (key loader)
CM Softwaré to/from GPC key loader (e.g., smart card, CD, diskette, USB token, etc.) | MD / EE
CM Hardware to/from directly attached key diea MD / EE
(a nonnetworked GPC could be consigd and used as akloader)
CM Softwaré running on a nometworked GPC to/from EXT CM Hardware (key loader) | MD / EE
CM Hardware to/from EXT CM Haware viadirectly connected EXT Path (e.g. CM bound MD / EE
to another CM)

MD / EE i CM to/fro m TOEPP Path

CM Softwaré? to/from CM Sofware via TOEPPPath (e.g. CM bound to another CM) MD / EE
CM Softwaré to/from App viaTOEPPPath MD / EE
AD / EE®i CM tol/from EXT Path via automated methods

CM Softwae? to/from GPC EXT using a network port AD / EE
CM Softwaré to/from CM Softwarévia EXT Path AD/EE

1 An intermediate computational parameter, such as a sharediseckaty agreenmé scheme, is coidered a

key for the purposes of this Implementation Guidance if an actual key can be derived from this intermediate
value without the knowledge of anyhet CSPs. Otherwise, this parameter is considered &epCSP.

2 Must meet reque@ments of AS.06.05AS.06.06 and AS.06.08These requirements cannot be enforced by
administrative documentation and procedures but must be enforced by the cryptogomjplécitself.

3 All AD / EE entries assume automated entry/outpuhiods (without ranual interventiomr input) and

therefore require an approved method listed in SP130DM. All other configurations assume manual entry
(requiring human operator maniptibn).
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CM Softwaré running on a networked GPC to/from EXT CM Hardware AD / EE
CM Softwaré to/from EXT CM Hardware or EXT CM Software via wireless cortimt AD / EE
CM Hardware to/from EXT CMHardware or EXT CM 8ftware via wirelessonnection AD/EE
CM Hardware to/fom App Software with no user intervention via GPC EXT Path AD / EE
CM Hardware téfrom networked GPC AD / EE
CM Hardware to/from EXT CMHardware via EXT network port Path AD/EE

CM Hardware (Sk-Chip CryptographiGSubsystem) to/frorifOEPPCM Hardware (Sub AD /EE
Chip Cryptographic Subsystem) via Sin@leip TOEPPPath at Levels 3 and 4
WD / EE i CM to/from CM via local Wireless* EXT Path

CM Softwaré to/from CM Hardware o€M Softwaré via local Wireless EXT Path WD / EE
CM Hardware to/from CM Hardware via local Wireless EXT Path WD / EE
N/AST CM to/from INT Path

CM Softwaré to/from CM Softwarévia INT Path (CM embedded withidM) N/A

CM Softwaré hybrid to/from INTdisjoint hardware amponent via INT Path N/A

CM Hardware (SuChip Cryptographic Subsystem) to/frofOEPPCM Hardware (Sub N/A
Chip Cryptographic Subsystem) vian§ie-Chip TOEPPPath at Levels 1 and 2
CM Hardwarego/from INT CM Hardware via INT Path (Cldmbedded within CM) N/A

4 Wireless: vireless electronic entry or output g8O/IEC 24759:2017AS0918is restrictedd local wireless
connections.These occuever short distansausing short wavelength and lower powery. Bluetooth,
Infrared,Induction, UltraWidebar and other nometworking wireless technoloyy

5 N/A because SSPavels internato the cryptograpb boundary and does not enter/exit through the defined
HMI, SFMI, HFMI or HSMI interfaces.
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The followingillustration provides reference to the above CSP Establishiiget t

CM OEGPC
=

AIVEE R
= Automated Distribution
Electronic Entry
Key Loader or
| MOEE Manual Distribution
GPC EXT Port _| Electronic Ent
(network, USB; el
serial, wireless,
[ = L1 ]

HiH 1l Manual Distribution
= Direct Entry
2~=f0 1
» IR
WOEE Wireless Distribution
" Electronic Entry
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CSPEntry Format i Table 2

Distribut ion (Establishment)
Manual Automated Manual Wirel ess
Direct Keybaard, Number pad,
Thumbwheel, Switch, Dialetc.
18 26 3 4
2 P/E/ | P/E/ | TCISK | TCISK
8 SE | SE | /E/SE | /E/SE
§_ . Smart Cards, Token, PC card, SSP Establishment Bluetooth, Induction,
= DiskettesKey Loaders, OS, etc| SSP Transportro Infrared (IR), Ultra
g SSP Agreement Wideband (UWB), etc.
L
18 26 3 4 1|12 3 4 1 2 3 4
P/E/ | PIE/ | TC/ISK | TC/SK | SE| SE| SE| SE | E/SE | E/SE | E/SE | E/SE
SE | SE | /E/SE | /EISE
Legend
P Plaintext

ES: Encrypted using an approved security functistetl inSP 800140C (sections 6.2.2 or.B.6)

SE: SSP Esthlishment that usesapproved or allowed method listed@ D.For IG D.G.

TC%  Trusted Channel p¢BO/IEC 19790:2012Secton 7.3.4 andG 3.4.A

SK: Plaintext Split Knoledge using a TC

/ I f i tems are separated b yanygoftlie/separated methodse qui r e ment
Additi onal Comments

This IG reaffirms that SSPs establishsthg manualdistributionmethods aneéledronically or directly input
or output toa cryptographic module may be input or outpyplaintextat Security Levels 1 andf@r Section
79.

Level 1 Softwarei General Purpose Operational Environment

AS06.05: (Level 1 and 2) Eeh instance of a cryptographic moduleshdl have control overits own SSPs.

5 PerISO/IEC 19790:2012Section 7.9.5 (Security Levels 1 aAd Foii software modules or the software
components of a hybrid gefare module, CBs, key componentndauthentication data may be entered into
or output in either encrypted or plaintext form provided thatiB8€s, key components aadthenticatiordat
shall [09.19]be maintained within the operational environment muegt the requaments of 7.6.8

" PerlSO/IEC 19790:2012Section 7.9.5tiTo prevent the inadvertent output of sensitive information, two
independent internal actioshall [09.16]be reaiired in order to output any plaintext C8P.

8 Note: The algorithmsused for optiorii Eshall be appreed encryption/decryption algorithms, amither
algorithms such as only using hash or keyed hash, are not permittecerggtion methods aretrequred
to be cryptographically authenticatft this option.

SCSPs that arekeysshall not use this ofn (but can use the SK option to sptietkey while using a TC).
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AS06.06: (Level 1 and 2) The operational environmerghall provide the capability to separate
individual application processes from each other in order to prevent uncontrolled acss to CSPs and
uncontrolled modifications of SSPs regardles$ this data is in the process memory or stored on
persistent storage within the operational environment.

AS06.08: (Level 1 and 2) Process that are spawned by the cryptographic modulghall be owned by
the module and are not owed by external processe®perators.

A Software Cryptographic Module (SCM) requires the use of an underlying Géhemise Computer (GPC)
and Operational Environemt (OE) to execute/operafehe OE of a softwargor firmwareor hybrid module
includes, aaminimum, the moduleompments(e.g. the SCM)the computing platforfCP), and the

operating systerfOS)that controls orllows the execution of the softwai@ firmware on the computing
platform. The CP and O8f the OE which the software execsiia are external to thdefined SCM
cryptographic boundary. The SCM executes/operates withifiastedO E @hysicalPerimete(TOEPP).

The SCMis the collectiorof executable code that, at a minimum, encompassaltiserelevan@algorithms,
security funtions, processes amtmponents of a cryptographic modylee . g. , dl I 6s, - exeds) .
purpose application software (App) (e.g., word processors, retaterfaces, etc.) may reside within the
TOEPP but odide of the SCMryptographic boundary.herefore, th& OEPPenconpasses the following
elements: GPC, OE, SChhd App. The SCMelies on the OE and GPC for memory management, access to
ports and intedces, and other services (which some of them are @ma@ecurity regirements such as
AS06.05 AS06.06 and AS068&). The SCMhas no operational control over other App elements within the
TOEPP. The noi3CM elements (GPC, OE and App) are external tempgtographic boundary of the SCM.

Example:lf the SCM generates key it must use an appray®RBG. That key mabe dored within the SCM
without needing to follow guidance in Table 1 and Table 2. However, if the key is exported from the SCM
cryptograghic boundary, refer to Table 1 and Table 2 forS3&&establishmenand key entry requirementk

a key is genetad aitside of the SCM, then the generation method isobgtope, but the key must be
imported per Table 1 and Table 2 requirements.

It is the burden of the operator of the SCM to understam@tivironment th SCM is running orif the
operating systemequirements 0fAS06.05 AS06.06andAS06.08cannot be met, then the SCM cannot be
validated (see additional requirements for Security L2\urlISO/IEC 19790:2012section 7.6.3).
Restrictionsd the configurabn of the operational eironmentshall be dcumented in theSecurity Policyof
the cryptographic moduléE§06.07). AS06.05 AS06.06,andAS06.08requirements cannot be enforced by
administrative documentation and procedures but must fuea@d by thecryptographic module itself

9.6 A Acceptabé Algorithms for Protecting Stored SSPs

Applicable Levels: All

Original Publishing Date: September 21, 2020
Effective Date: September 22020
Last Modified Date: September 21, 2020

RelevantAssertions:
Relevant Test Requirements:
Relevant Vendor Bguirements:

Background

Rules for SSP storage are described in general terl8OWEC 19790 The standard, however, does not list
the specific approved or allowed methods for encrypting S88®d within the cryptographic module.

Question/Problem

In Secton 7.9.6 ofiISO/IEC 19790:20120 t i s stated that ASSPsedeitherined wit hi
pl ai ntext or eandoes thiprmear? Thegrecading stadiment may appedicate that there
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are no requiremesiion SSP storageideth e modul e. However, the zeroization
unprotected SSPsandjke component s wi t hi negroteetedare notplaiatexbanda®Ps t hat
exempt from thisequirement. An SSP can beg/ptographicdly protected (e.gencrypted), or a Public

Security Parameter (PSP) canldgically protected if it cannot be mdikd or if its modification can be

determine by the module. Therefore, it is necessary to knoatwbanstitutes, in this context, an adedybe
cryptographicprotection of stored SSPs.

Further ISO/IEC 19790:2012Sect i on 7. 9. 1 s a ¢r40,CSHsEhatare gnentpteddusirg@rPs r e f
approwed security function. CSPs encrypted or obfuscatedusinapproved security functions are

corsidered unprotecteglait e xt wi t hin the scope of this Internation
consi damped ocayrrdi security fS8Pstotaged imparticutar, itshoeldbemade e xt o f
clear whether the encryption of a stored SSmgsi symmetridkey-encryption algorithm such as AES or the

Triple-DES needs to satisfy the same requirements gy ¢o the protection of the cryptographi&Rs that

are transported (via automated methods) incanaf the module. The latter requirentenare described i

9.5.Aand approved symmetric key transport methodslefieed inSP 80038F.

Resolution

SSPs maye stored within a module in any foiimencrypted or uencrypted. To make a claim that SSPs are
stored encrypted, pmore pr eci sely, crypt ogr aghbliprotectthem usinganeodf ect ed 0
thefollowing algorithms:

An AES or a TripleDES encryption using any approved mode of AES or thdé&FEYES as defined
in SP 800140C CMVP Appoved Security Funins

An RSA-based key encapsulation that may either comply with the requireme3PRs8if056Brev2
or be allowed byG D.G.

An approved hash algorithm for a CSlch as a passwotidatdoes not need to be recovered but is
used to check if it matches any other values. Apgaidwash algorithms are defined3R 800140C.

FIPS 1403 also allows SSPs to be stored within Aroembedded validated module. Excepeetl 4, PSPs
and C®s plysical or logically protected within such a FIPS 430alidated module are consideredtpoted
and are not required to be zeroizediig module.

The requirements &P 800131A for the encryption and key encapsulation key siapgly if a stored SP is
claimed to be protected.

Additional Comments

1. Even though this guidance does not mantaeaise of authenticated encryption algorgifinomSP 800
38F it is highlyrecommended vendors addbem because these algorithms are §ipatly designed to
protect the confidentiality and the authenticity/integrity of cryptographic keys.

The approved algorithm implementations used to proted®SPshall be tested by gnCAVP (or
vendor affirmel if allowed by an 1G).

2. It follows from this IG andG D.Gthat if the AES or the Trip®ES encryption is used then the
requirements for encrypting store®Bs are different from eise when keys are transported in andodut
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the module. It ishowever, strongly recommended that the ruleE=oD.G are followed in this case as
well.

If an RSAbasel key encryption (encapsulatipis used to protect SSRthe requirements are the same
regardlss of whetherorndghepr ot ect ed SSP | eaves the modul eds bour

3. If the AES or the TripleDES encryption is used to protect a stored SSP, the key encrigptionay be
established as sthm in SP 800132

4. TheSP800-131Anotation in this ImplementatiogBuidance refers tde ldest published revision of this
standard.

5. As explained in the Background, a PSP is considered protected if it cannot be modified or if
modification can be&letermined by the module. A whgle may use nenryptographic methods to
determine whether RSPhas been modified.

9.7 A Zeroization of One Time Programmable (OTP) Memory

Applicable Levels: All
Original Publishing Date: Septemer 21, 2020
Effective Date: September 21, 2020
Last Modified Date: September 21, 2020
Relevarn Assertions: A9.28, 0929,A3)9.30
Relevant Test Requirements: | TE09.28.0106
TE09.29.0102
Relevant Vendor Requirements VE09.28.0106
VE09.29.0102

Background

AS09.28: (Sensitive security parameter zeroisatioi Levels 1, 2, 3, and 4)

A module shall provide methods tozeroise all unprotected SSPs and key components within the module.
AS09.29: (Sensitive security parameter zeroisatiod Levels 1, 2, 3and 4)

A zeroised SSRshall not be retrievable or reusable.

AS09.30: (Sensitive security parametereroisationd Levels2, 3,and 4)

The cryptographic moduleshall perform the zeroisation of unprotected SSPs (e.g. overwriting with all
zeros or all ones omwith random data).

The One Time Programmable (OTP) memisra form of digital memory where the tieg of each bit is
locked by a fuse or antifuse. It provides a flexible, fiplwgrammable alternative to Read Only Memory
(ROM).

Question/Problem

If OTP menory is used within a module, how can the module mdeBRI403 zeroisation requiremertsre
there specific zeroigimn requirements for OTP memory implementations?

Resolution

OTP memory can be used for storing plaintext secret, private or pupiogiaphic keys and SSPs within the
module. However, the ndmlle shall be implemented in the followinway in order to met FIPS 1403
zeroisation requirements:

1. Given that th@© TP memory should beritable duringmodule operation, the moduéall provide the
operator with the ability to zerasall unprotected SSRtored in OTP memory by overwriting the
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memory with 0s or 4 orrandom data. This will likely decommission the module but will prevent
attackers from gining knowledge of unprotected secret or puthita stored within the OTP memory.

2. After theunprotectd SSPs have been zeroised from the OEeory, the modulehall recognize the
zeroised value as invalid and restrict the use to this value. This neiflytissing an additional bit that is
flipped, orelse code that knows the zeroisation value is ingi@h as an integrity value that is not

correct after zeroisain.

3. OTP memory is more likely than other types of data storage to have integrity valoeiatas with the
information. Therefore, any tiegrity value on the OTP memosyall besubject to zevisationunlessthe

vendor demonstrateldt it could not lelainformation about the original key.

Additional Comment

A PSP is considered protectedtitannot be modified or if its modification cha determined by the module.

A PSP stored with an ingeity valuesothatthe module can deteimn e

therefor, would not require zeroization

9.7 B Indicator of Zeroisation

Applicable Levels: Level 2, 3, 4
Original Publishing Date: May 4, 2021
Effective Date: May 4, 2021
Last Modified Date: May 4 2021
Relevant Assertions: AS0933

Relevant Test Requirements:

TE09.33.01, TE09.33.02

Relevant Vendor Requirements

VE09.33.01

Background
ISO/IEC 19790:2012
Terms and definitions

3.122status information

i f

i ified, $s prbteceegandmo d

information that is output from a cryptographic moddite the purposes afdicating certain operational
characteristicor states of the module

7.3.3 Definition of interfaces

Status output interfac@\ll output signals, indicators (e.g. error indicator), and si@as (including return
codes and physicaldicators such as visu@isplay, indicator lamps), audio (buzzer, tone, ring), and
mechanical (vibration)) used to indicate the status of pt@gyaphic modulshall [03.11]exit via the "status
output" interfae. Status output may be either implioit explicit

7.4.3.1 Sevices general requirements

A cryptographic modulehall [04.12]provide the following services to operators.

e) Perform zeoisation. The cryptographic modukehall [04.17]perform zeroisatio of the parameters as

specified in 7.9.7

7.9.7 Sensitive secunt parameter zeroisation

SECURITY LEVELS 2 AND 3°

A moduleshall [09.28]provide methods to zeroise all unprotected SSPs and key components within the

module.

10 security level 4 incorporates this requirement without adding any additional requiremengsdisation

status
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Temporary SSPshall [09.32]bezeroised when they are no longer needed.
The moduleshall [09.33]providean output status indication when the zeroisation is complete.

7.6.3 Operating system requirements for modifiable operational environments
SECURITY LEVEL 2

U the cryptographic modukhall [06.26] provide the following event® be recorded by the aitid
mechanism of the operating system:

U0 modifications, accessedeletiors, and additions of cryptographic data and SSPs;
U attempts trovide invalid input for Crypto Officer functions;

U addition or deletion of an operator to and franCrypto Officer role {ithose roles are managed by
thecryptographic module);

the use of aecurityrelevant Crypto Officer function;

requests to access authentication data associated with the cryptographi; modul

c: c: c:

the use of an authentication mechan{engy. login) associatedith the cryptographic modulend

U explicit requests to assume a Cxypfficer role.

ISO/IEC 24759:2017

AS04.17: (Service® Levels 1, 2, 3, and 4)

The cryptographic moduleshall perform zeroisation of the parameters as specifieith {ISO/IEC
19790:2012}7.9.7.

NOTE This assertion is not separately tested.

AS09.33: (Sengive security parameter zeroisationd Levels 2, 3, and 4)
The moduleshall provide an output status indication when thezeroisation is complete.

VE09.33.01: Thevendor documentation shapecify that the module provides an output status indication
when the zeroisation is complg#S03.11}

TE09.33.01: The tester shall verify that the vendor provides documentationdbifiesgghat thenodule
provides an outfduwstatus indication whetie zeroisation is complete.

TE09.33.02: The tester shall perform zeroisation and verify the status output indicator.

AS04.35: (Software/Firmware loadingd Levels 1, 2, 3, and 4)
All SSPsshall be zeroised pior to execution of thenew image.

VEO04.35.01: 1 a complete image replacement is supported, the vendor provided documentation shall
specify that SSP zeroisation takes place prior to execution of the new image.

VEO04.35.02: If a completeriage replacemeig supported, the venddocumentation shall spiécthe
following SSPs zeroisation information:

a) zeroisation techniques;

b) rationale explaining how the zeroisation technique is performed in a time that is not sufficient to
compromise SPs.

AS06.26: (Oerational environmentd Level 2)
The cryptographic moduleshall provide the following events to be recorded by the audit mechanism of
the operating system:

0 modifications, accesses, deletions, and additions of cryptographic data and SSPs;

0 attempts to provide invalid input for Crypto Officer functions;

0 addition or deletion of an operator to and from a Crypto Officer role (if those roles are managed by
the cryptographic module);

0 the use of a securityrelevant Crypto Officer function;
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0 requests to acces authentication data asociated with the cryptgraphic module;
0 the use of an authentication mechanism (e.g. login) associated with the cryptographic module;

0 explicit requests to assume a Crypto Officer role.
Question/Problem

Modulesare required toeroise an SSP for a vaty of reasondSO/IEC 19790:2012requires that modules
shall zeroise unprotected SSPs in the following scenarios:

1 Automatic tamper response (levelar&d/or4). [AS07.23 AS07.30, AS07.57, AS07.Y0
1 Environmental &ilure protection (levels 3 & 4)AS07.81]

1 Maintenance; when eniag or exiting maintenance mode (all leve[$)S04.07 and when
performing physical maintenance (all leve[$)S07.19

1 As aresult of the zeroisation servied (evelg. [AS04.17
In addition, the zeroisation of protected andprotected SSRPshall beperformed in the following scenarios:
1 When loading a new software or firmware as a complete image replacef\&ov.35
1 As aresult of the level 4 zeroisation serviées(9.37
1 Fortempoary SSPs when they are no longer neetiaels 2, 3 & 4)[AS09.2]
)l

For temporary value(s) generated during the integ
completion of the integrity tegtAS05.1Q

Which purposes require the statugigation fromAS09.33and what may that indidan be?
Resolution

1. Zeroisation of temporary values from the integrity test is a routine module operation and does not require
a status output indication of zeroisation pA&05.10

2. Atlevel 1, zeroisation of unprateed SSPs may be performed proceduraflyhie module operator, dn
i ndependent of the modul eds control (e.g., reformat
module duringree nt r y, et c . ) oisationphoeeduwekal slate hdwihe opeeator will
determine that zeroisan has completed. Foevel 1, the successful completion of the procedural
zeroisation suffices as the implicit indicator that zeroisation has completed. The SecuritgiRglicy
document these procedures to maainprotected SSPs and how the opemilbdetermine whetherhie
procedures were successful.

3. Atlevels 2i 4, temporary SSPshall be zeroised when they are no longer needed. This zeroishtitn
have either an implicit or explicit status output gating the zeroisation has completed.iduplicit
indicator, for nstance, is an indicator from the status output interface thairibBdn or service
responsible for creating and zeroising the temporary SSPs has completed.

4. All other zeroisation perfornteby the module (e.g., for physical puses, as tamper response,
environmental failure protection, maintenance, or as a result aétbesation servicejhall have either
an implicit or explicit status output indicating the zeroisation has completed.

5. The zeroisation indicator may be a physicdicator (e.g., an LED)r a logical one (e.g., a return value,
displayed message, etc.) the status output interface. The zeroisation indicator may be a single unified
indicator for the zeroisation of all affed SSPs or may be multiple indicatorsdooups of, or even
individual, SSPs. The zeroisation indicator may be implicit as the hamoraerror, status output of the
function performing zeroisation.

6. Modules that meeSecurityLevel 2for OperationaEnvironmentmust record deletion/zeroisatioh SSPs
totheoperating y st e mé s a u A$06.2mared ¢this enay ialsorbeorisidered their zeroisation
indicator. This resolution is not applicable to deletion/zeroization of temporary SSPs.
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7. The vendor doamentationshall specify that the modulergvides an output statirsdication when the
zeroisation is complete, astialldoc u ment al |l the modul eds implicit or
indicatos.

8 The fASensitive security pha$eaunteRokcphsllindicate angwvide nt 0 s ect
details onwhethera SSP is zeroised implicitly or explicitly.

Additional Comments

1. Different methods of zeroisation within a module, or zeroisation for different purposes, may all use the
same indicator fazeroisation or may have different zeroisatindicators.

2. Aside fran modules that me&ecurity Level 2for OperationaEnvironment zeroisation indicators are
not required to be persistent or logged.

3. Return codes, or other indicators that are not output the cryptographic boundary via theidetl
status output intesice do not meet the requirement faesoisation indicator.

4. PerlSO/IEC 19790:2012section?7.9.7, mrameters used solely for sé&dft purposes iA.10 need not
meet zeroisation requiremenand so zeroisation indicators wouldt apply.
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Sect ii0Sre-t 0

10.3A Cryptographic Algorithm Selrest Requirements

Applicable Levels: All

Original Publishing Date: September 21, 2020

Effective Date: September 21, 20

Last ModifiedDate: May 4, 2021

Transition End Dates December 31, 2020 for sdect
algorithms

Relevant Assertions: ASL0.0106,AS10.2535

Relevant Test Requirements: | TE&6s associ at e

Relevant Vendor Requirements VE & s a ®slo aii & h

Background
ISO/IEC 197902012 Section7.10.1:

All self-testsshall [10.01] be performed, and determination of passadirshall [10.02]be made by the
module, without external controls, externally provided input text vectors, expmaiaad results, or opeia
intervention or whether the rdale will operate in an approvest norrapproved mode.

Conditional seHtestsshdl [10.04] be performed when an applicable security function or process is invoked
(i.e. security functions for whitselftests are requirgd

All self-tests identified in uterlyingalgorithmic standard#\ginexes C through Ehall [10.05]be implemented

as applicable within the cryptographic module. All geffts identified in addition or in lieu of those specified

in the underlying algofiitmic standards (Annexes C throughshall [10.06] be implementeas referenced in
Annexes C through E for each apped security function, SSP establishment method and authentication
mechanism.

ISO/IEC 197902012 Section 7.10.3.1:

Conditionalself-testsshall [10.25] be performed by a cpgyograplic module when the contibns specified for
the following tests occur: @ptographic Algorithm Selfrest, Pa#Wise Consistency Test, Software/Firmware
Load Test, Manual Entry Test, Conditial Bypass Test and Catidnal Critical Functions Test.

ISO/IEC 197902012 Section 7.10.2:

Cryptographic Algorithm Selfest A cryptogaphic algorithm testhall [10.26]be conducted for all
cryptographic functions (e.g. security functions, SSP dshabént methods and auttieeation) of each
approved cryptgraphicalgorithm implemented ithe cryptographic module as referencedSR BM-140C
throughSP 800140E]. The conditional testhall [10.27]be performedbrior to the first operational use the
cryptographic algoritm.

A cryptographic algorithm setestmay be &nownanswertest acomparisortest or &ault-detectiontest.

A knowrranswer testonsists of a set of known input vectors (e.g. data, keying material, or constants in lieu of
rancdbm bits) which are operad on by the cryptographadgorithm to generate a result. Theukss compared

to the knowrexpected output relulf the calculated output does not equal the known answer, the
cryptographic algorithm known answer sedétshdl [10.28] fail.

An algoiithm selftestshall [10.29 at aminimum use the smallest approMeey length, modulus size, DSA
prime, or curvess appropriate that is supported by the module.
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If an algorithm specifies multiple modes (e.g. ECB, CBC, etc)nsihamum, one modshall [10.30]be
selected for theelf-test that is supported by the mdelor as specified by the validation authority.

A comparison testompares the output of two or more independent cryptographic algorithm implementations,
if the outputs are not equal, theygtographic algorithm compaon ®lIf-testshall [10.33]fail.

A fault-detection tesinvolves the implementatiorf fault detection mechanisms integrated within the
cryptographic algorithm implementation, if a fault is detectieel cryptographic algorith faultdetection self
testshall [10.34]fall.

ISO/IEC 197902012 Section 7.10.3.3:

If a cryptographic module geraes public or private key pairs, a paiise consistency teshall [10.35]be
performed for every generated puldind private key pair asferenced iiSP 800140Cthrouch SP 800140F]
for the applical@ cryptographic algorithm.

Questions/Problems

What Cryptographic Algorithm SelTests (CASTSs) are required for approved:
1 symmetrickey algorithmsEIPS 197 SP 80038 series SP 80067rev2)?

hashalgorithms that are not iked FIPS 18G4)?

SHA-3 permuttion-based and extendabdaitput functiongFIPS 202)?

SHA-3 derived functions3P 8061857

hash algorithms that are keydd RS 1981)?

deterministic random numbgeneratorsgP 80090A)?

entropy sources used for randbihgeneration$P 80090B)?

key derivation functions, such as: KBKIXEP 800108, PBKDF P 800132)and KDA SP 800
56Crevl orrev2)?

algorithms that are tested as a Component Validation Ciét @nd 1G 2.4.8?
RSA, ECDBA, or DSA signature gbrithms FIPS 1864)?
key agreement scheme3R 80056Arev3 or SP 80056Brev2)?

=A =4 =4 =4 =4 -4 =4

= =4 =4 =4

asymmetric key transport schem&#®(80056Brev2)?

1 vendor affirmed algorithm@vanagement Manug?

Please note that the requirenteot this IG applyprior to the first operational use ofetleryptographic
algorithm

Resolution

ThelSO/IEC 19790 standardequires a CASDe conducted for all cryptographic fuimns of each approved
cryptographic algoritin using, at a minimum, the smest approved key length, modulus size, DSA prime, or
curvesas appropriate that is supported by the module;faard algorithm specifies nitiple modes (e.g. ECB,
CBC, etc), at aninimum, one mode must be stdkted thatd supported by the module orsgsecified by the
validation authority. As the validatiowthority, this IG uses similar requirements as thegarakes some
changes as spified below:

1 for symmetrickey algorthms, such as SKIPJACK, Trip[BES or AES

1. If the module implements an encryption function, this funcitoml be separately setésted. If a
known answer test (KAT) is used (rather tlla@omparism test or dault-detectiontest), the module
shall hawe an encrypted value poemputed, perform the encryption using known data and key, and
then compare the result to the qwamputed value;

CMVP 54 05/04/2021


https://csrc.nist.gov/Projects/cryptographic-module-validation-program/cmvp-fips-140-3-management-manual

Implementation Guidance for FIPS PUB 13@nd the Cryptogrédyic Module Validation Program
National Institute of Standards and Technology

2. If the module implements a decryption functioris fanctionshall be separately setésted. If a
KAT is used (r¢her than a&omparisortest or &ault-detectiontest), the modulehall have a
decrypted value preomputed, perform the decryption using kmogiata and key (the data could be
the encryptedralue computed during the encryption test), and then comparesthieto a value that
was precomputed value.

3. In addition, and applying only to the AES algorithifthe module implements the forward cipher
function, then this forward cipher functiehall be selftested at least once by either performing a
CAST on al encryption mode that supports the forward cipher function (typically all encryption
modes support the forward cipher), or by selecting aygéon mode that supports the forward cipher
function (e.g. CFB, OFB, CTR, CMAC, CCM, GCMFJ). Similarly, if the inverse cipher function
is implemented, then &hall be selftested at least once by performing a CAST on any mode that
supports the inveesfunction. Typically, the following modes syort the inverse function within the
decryption mode: ECB, CBC, >4, KW, KWP.

The Encrypt CAST and Decrypt CAST do not need to be performed for each mode(s) that is selected
to meet this cipher function requirement, as long the forward and inverse feiptions (if
implemented) are setésted at least one time wiithany implemated mode(s). For example, if the
module only implements AES GCM (Encrypt/Decrypt) and AES ECB (Encrypt/Decrypt), then the
following CASTs would suffice: AES GCM Encrypt (tower the forward cipher function), AES

ECB Decrypt (to cover theverse ciphefunction). CASTs on AES GCM Decrypt and AES ECB
Encrypt would not be necessary. Or, in this example, the following CASTs would also suffice: AES
ECB Encrypt (to cover the farard cipher function), AES ECB Decrypt (to cover the inverse ciphe
function). CASTs on AES GCM would not be necessary to meet this cipher function requirement.
These examples only highlight tfewardand inverseipher functiorrequirements; additional
requirements as specified in #1 and #2 (above), and #4 (belavid wtidl apply (e.g. selfesting

AES GCM Encrypt and Decrypt).

The reason the above two paragraphs only apply to AES and notDEfas because every
approved Tiple-DES mode involvesunning both a forward and an inverse application of the
underlyingDES algorithm.

4. Furthermore,igce symmetric modes that provide authentication (i.e. AES KW, KWP, GCM, CCM,
CMAC, GMAC or TripleDES CMAC and KW) are significantly one complex than thoseah
perform only encryption/decryption (i.e. AES and TriplES ECB CBC, OFB, CFB, CTR, and
AES-XTS), a moduleshall perform a CAST on at least one authenticated encryption mode for each
underlyingalgorithmimplementatior(i.e. AES and TripleDES)that iscontained irthe module.

Moreover, some authenticated encryptinodes are more complex than others (e.g. AES GCM
requires a hash while AES KW only appends a known block to the plaintext to be encrypted as the
authentication mébd). Therefore, belovs ithe hierarchy to determine which mode(s) require a
CAST, and whih are covered by the highlewel selftest. If item (a) is selfested, then this covers

the requirements for items (b) and (c); if item (b) is-sedted, it cgers items (c), and so on

(a) A CAST for one of the following AES authenticated encryptimodes is required if implemented:
GCM, CCM, CMACor GMAC. A CAST for TripleDES CMAC is required if this mode is
implemented;

(b) A CAST for AESKW or KWP is regiired if no other AES abenticated encryption modes are
implemented and setésted; and &AST for TripleDES KW is required if no other Triple
DES authenticated encryption modes are implemented artdsttl;

(c) A CAST forone of thenon-authenticatd encryption mode (ECEBC, OFB, CFB, CTRor
AESFF1 orXTS) is required if no other mod®f the corresponding encryption algorithm (AES
or the TripleDES) are implemented and s#dted.

Please note that this hierarchy does not overrule the rearterhoveifem #3) to test at least one of
each of the forward and inverse cipher funai¢ihimplemented by the module), as that rule still
applies regardless of which mode is selected to meet the authenticated encryption requirement.
However, it is pssible to use these rala conjunction with each other (e.g. an encryption and
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decryption CAST on AES KW would cover the CAST requirements for all otheranghenticated
AES modes implemented in a module, since AES KW is higher on the hierarchyllasan
implements both #forward and inverse cipher functions).

Please also note thdiet above requirements to skt a mode using separate encryption and
decryption CASTsilems#1 and #2) apply only to modes that are required by this authemticati
encryption mode hierahy. The encrypt/decrypt requirement does not apply to CASTarthated
to meet the cipher function requiremeiterf #3).

Notel: The SKIPJACK algorithm is an approved algorithm only for decryption so only-tesefor
decryption is required.

T if themodule implements a SHS functi@@PS 1804), the followingshal be the minimal requirements
for SHS algorithms

0 a CAST for SHA1 is required,;

a CAST for SHA256 is required;

a CAST for SHA224 is required if SHAR24 is impemented wihout SHA256;

a CAST for SHA512 is required;

a CAST for SHA512/224 or SHA512/256is required if the SHA12 CASTIs not performed;
0 a CAST for SHA384 is required if SHA384 is implemented withut SHA512.

o O o o

1 if the module implements SHA permutatiorbased and/or extendakdetput functions (seks C.Cand
FIPS 202:

o At the minimum, the cryptographic modwkall perform a CAST for one of the functions defined in
FIPS 202 SHA3-224, SHA3256, SHA3384, SHA3512, SHAKE128 and SHAKE256, no matter
how many of these functions the module may be designed to use.

o If a SHA-3 hash function is used as part of a higlegel approved algorithm that is tested by the
CAVP, then the modulshall eitherperform a CAST for this highdevel algorithnmthat uses SHA,
or perform a selfest for this highetevel algorithm umg a different hash function (if this
configuration is imgemented in the module) and have the SBifnplementation selfested
separately (either as a staaldne algorithm or as part of the another highex v el al g-ori t hmés
test) No additional CASS for any of thé=IPS 202compliant functions implemented Ibhis module
are required.

o If the modulecontainsseveral Keccalp permutatioimplementationsa selftestshall be performed
for more than one implementation of #R>S 202defined functions sthat each permutation
implementation iself-testedseparately

Note2: The reason for requiring a sédfst for only one of thEIPS 202compliant hash functions is that
all of these functions, including SHAKE128 and SHAKE256, rely on the same undéfaugkp
permutation. Note that this isfigrent from the SHAL and SHA2 selftest requirements where separate
self-tests are needed for SHIA SHA256 and SHA512, if the module is designed to use these hash
functions.

Note3 Higherlevel algorithms, irthis context, are the algorithms suchdagtal signatures and the key
establishment, but not tI&P 800185algorithms.

1 if the module implements SHA derived functions3P 806185):

0 One CAST for one of the functions definedSR 800185 cSHAKE-128, SHAKE-256, KMAC128,
KMAC256, TupleHash and ParallelHagh sufficient to meet the sefést requirements for P
800-185functions implemented in the module, as long as all use the same underlying implementation
of the Keccalp permutation
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o If FIPS 202SHA-3 functions are in the same module and they share the same SHAKE
implementation, then one CAST for either @@ 800185function or ond=IPS 202function is
sufficientto meet the CAST requirement 8P 800185functions

o If the modulecontainssevaal Keccakp permutationmplementationsa selftestshall be performed
for more than one implementation of theS 202or SP 800185-defined functions so that each
permutation implementation is sefstedseparately

o If a module supports bofliPS 202andSP 800185functions and they share the same SHAKE
implementation (either SHAKE128 or SHAKE256), then @#ST on a function defined in either
SP 8001850r FIPS 202is sufficient to meet th€AST requirement foSP 806185 functions.

Noted: Thereason for allowing &AST for either theSP 8001850r SHAKE-based-IPS 202hash
functions is because all of these functions rely on the same SHAKE128 or SHAKE256 function, and the
SP 800185functions danot add significant complexity to this underlyifumction.

1 if the module implements a HMAC functigRIPS 1981), a CAST for HMAC is required arghall be
performed with the HMAC function using at least one of the implemented underlyiRglSEHA-2 or
SHA-3 algorithms.

1 if the module implemets an approsd DRBG (SP 80090A), then CASTSs are required asdall be
performed as specified BP 80090A Section 11.3. This requires separate KATs for each implemented
DRBG algorithm (e.g. separate tests for HMAC_DRBG, CTR_DRBG and HASH_DRBG) for the
instantiatg11.3.2), generate (11.3.3), and reseed (11.3.4) functions of the DRBG.

o The module may be dptized by combining the testing of Instantiat&@nerate() instead of testing
each function separately. Similarly, the testing of Instantiate(), Reseed() amatég@meay be
optimized in one sweep, since the new working state created by Reseed(ograpiuically chained
to the state created by Instantiate() krownanswerCAST of a DRBG may be performed by:
Instantiate with known data, Reseed with othenvkmdata, Generate and then compare the result to a
precomputed value.

1 if the module implemds an approved ENTSP 80090B), thenself-testsare required andhall be
performed as specified BP 80090B Section 4 No CASTSs are required.

1 if the moduleinplements an approved KBKDER 8060108), the moduleshall perform a CAST for this
algorithm covering at least one KDF option, even if the module supports multiple KBKDF options. That
is, at least one mode (Counter, Feedback, or Double Pipeline) watlisabhe PREhall be tested to
cover a single KDF option.

1 if the module implements an approved PBKIHP (800132, the moduleshall perform a CAST, at
minimum, on the derivation of the Master Key (MK) as specified in Section 558 800132 In
addition to performing a CAST on the MK derivation, the modilld| self-test all underlying
prerequisite algorithm@he key derivation functions and the authenticated encryption/decryptions, as
applicabl@ implemented in the module that are used in the désivat the protectiomf the Data
Protection Key (DPK), ithe same implementations of the underlying algorithms are not already self
tested either on their own or as part of higher level algorithrest.

In addition, the lengths and the propertiéshe PasswordndSaltparametersas well as the desired
length of the Master Key used irCAST shall be among those supped by the modle in the approved
mode. The Iteration Count parametgoes not need to be angthose supported by the moduldha
approvednode bushall be at least twoThe reason ithelterationCount is only used to repeat the same
pseudorandorfunctioncalculation anda large Iteration Courttan greatly atctthe performance of the
self-test There isenoughassurancghatthe IterationCountwill perform correctly for any number if
runssuccessfullyfor at least twaterations

Please note, all new module submissions &femrember 31, 202@hall comply with this requirement.

1 if the modulemplements an approved KD{EP 80056C revl or rev2), the moduleshall perform at
least one CAST coveringgP 80056Crev1 Section 4 onestep KDF (if implemented) and another CAST
covering aSP 80056Crevl Section 5 twestep KDF (if implemented), including at least one auxiliary
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function for each. For example, if a module implements both ste@KDF using either the HMAGr
AES-CMAC auxiliary function, and onstep KDF using either the hash or HMAC auxiliary function,
then at least two CASTSs are required: one for thesigp KOF (with either HMAC or AESCMAC), and
the other for the onstep KDF (with either the hash or HML). The implementations of the auxiliary
functions used in thKDA CASTs do not require separate gelfts.

In addition, the modulshall self-test all unddying prerequisite algorithms used in the remairiiy800
56C revl or rev2 schemes implementeaa the module, if the same implementations of the underlying
algorithms are not already s¢dfsted either on their own or as part of other higgnezl algorihm self
tests.

Please note, all new module submissions &femrember 31, 2028hall comply with this requirement.

T if the modul e i mplements an approved CVL, this func
therefore part of a larger crypto fuiwet), and no CAST is required for the approved CVL. Thisis a
general rule. Howevethis Implementation Guidance documemty specifically requireself-testing
CVLs (suchasin IGsD.F andD.G).

91 for each public key digital signature algorithm (RSA, DSA and ECDSA), a GASITbe performed
using at least one of the schemes approved for use in the approved mode. For example, if an RSA
signature algorithm is selésted using an X9.3dompliant schme, it is not necessary to perform any
additional CASTs for the implementations of the digital signature compliant with RSRSSAor
RSASSAPKCSZvl 5, even if these schemes are also supported by the module.

9 for the RSA algorithm,

1. if the modile implemenrt digital signature generation, the modehell have an RSA digital signature
CAST. If a KAT is used (rather tharcamparisortest or gault-detectiortest), the RSA digital
signatureshall be precomputed, generate an RSA digital signatusing knowrdata and key, and
then compare the result to the qw@mputed value;

2. if the module implements digital signature verification, the modidd have an RSA digital
signature CAST. Similarly, if a KAT is used, the RSA digital signastiel be precompued
(which could be the output of the RSA digital signature generate test), and using a known key, verify
the signature by comparing the recovered message with its target value.

3. if the module does not implement RSA signature generation or RiBAtsre veffication, but only
implements RSA key encapsulation andamtapsulation schemes for key transport describ&& in
800-56Br2 andlG D.G, the module is required to perform BB 80056Br2 CASTs as described in
IGD.G

Note5: an RSA CASTshall be performed using both the public and private exponetsdd) and the
two exponentshall correspond [that ig]* e= 1 (mod (LCM ¢-1, g-1)))]. The public exponergused in
this RSACAST shall be chosen from the public exponent values supported by the module.

Note6: an RSA CASTshall be performed at a minimum on any one approved modulus size and hash size
(if applicable) that is supported by the module.

Note7: The CMVP will not validte RSA digital signature algorithms as approved in modules that
implement a paiwise consistency test in lieu of a CAST.

1 for algorithms whose output vary for a given set of inputs such as DSA, ECDSA, and RSA PSS, they
shall be selftested as a CAST foignature generation or verification. For a KAT, this requires the
randomization parameter be fixeBor acomparisortest, this requires the randomization parameter be
shared across all compared implementations.

Note8: a CASTshall be performed at a mimum on any one approved modulus or curve size that is
supported by the module.

Note9: an ECDSA CASTshall be performed at a minimum, on any one of the implemented curves in
each of the implemented two types of fields (i.e., prime fihereGF(p), and birary field where
GF(2m).
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1 key agreement schemes ($8eD.F, SP 80056Arev3 andSP 80056Brev2):

0 selftest requirements for approved key agreeraadtshared secret computatgmhemes are shown
inIG D.F.

o all new module submissions affeecember 31, 2028hall comply with these selfest requirements.
1 key transport schemes (962D.G andSP800-56Brev?):

0 selftest requirements for approved Kegnspot schemes are shownlié D.G.

o all new module submissions afteecember 31, 2028hall comply with these selfest requirements.

If the module contains different implementations of a single algorithm, each implementatienatgorithm
within a specified approved mode of operatitiall be selftested separately.

All other approved algorithms that have been issued a CAVP cateificall be selftested unless an IG
specifically reduces the requirement.

Ifanalgorithnd s i mp|l ement at i o n -affirmed;tierethens dschaiskHst reiqusremerg n d o r
unless an IG specifically requires it.

Prior to an algorithms first op&tional use, at least the minimum CAST that is required by this 1G for that
algorithmshall be performed, even if the CAST does not use the same key size, mode, modulus, etc. of the
algorithm that is being used. For example, if a module implements 8hHGCM and AES ECB, and a

CAST for AES GCM is implemented to cover both the AES GCM and AEB &elftest requirements, the

AES GCM CASTshall be performed prior to the first useaitherof these algorithms, not just before the

AES GCM is used. In anathexample, if a module implements both RSA 2048 and 3072 Signature
Verification functions, lten, at minimum, either an RSA 2048, or RSA 3072 Signature Verification CAST
shall be performed prior to the use of either of these functions.

Furthermore, it is ot necessary to setést all cryptographic functionality of an algorithm before it is used f

only one purpose. For example, if a module implements both RSA 2048 Signature Generation and Signature
Verification functions, then only an RSA 2048 Signatuegification CAST is required prior to the use of the
Signature Verification functions. TheSR 2048 Signature Generation CAST must be performed prior to the
use of the RSA Signature Generation function, but this can be done at a later time than theeSignat
Verification CAST.

Additional Comments

1. Though not a CAST, a pairwise consistency (@€&tT)shall be conducted for every generated public and
private key pair for the applicable approved algorithm (€/IEC 19790:2012Section 7.10.3.3)To
further clarify, at minimum, the PCT thigtrequired by the underlying algorithm standard (BR800
56Arev3or SP 80056Brev?) shall be performed.f the underlying standard does not require a PCT on a
key-pair (e.g.SP 80056Arev3 Section 5.6.2.1.4ption a), then theappropriatePCT as secified in
TE10.35.01 (for key transporf)E10.35.02 (foisignhatues, or TE10.35.03 (for key agreemerst)all be
performed. The PCTshall be performed prior to thirst operationaluse ofeither (private or public) key
within analgorithmor scheme The moduleshall know the purpose of the key paffor keytransport,
signatures or key agreemeat)her when genatedimported prior to the first exportatigror prior © the
first usageif not exported before the first usage), gedform the corrgponding PCS.

2. Unless otherwise stated, all of the selftsas mentioned in the Resolution in this IG can be met hgrreit
aknown answetest acomparison tesbr afault-detection test

10.3B Self-test for Embedded Cryptographic Algorithms

Applicable Levels: All
Original Publishing Date: September 21,20
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Effective Date: September 21, 2020
Last Modified Date: September 21, 2020
Relevant Assertions: ASL0.04, AS10.05

Relevant Test Requirensn TE10.25.01-02
Relevant Vendor Requirements VE10.25.01

Background

Core cryptographic algorithms are oftembelded into other higher cryptographic algorithmstfaair
operation in an apprved mode (e.g. SHR&56algorithm embedded into HMAGHA-256and ECDSA).
However, when the cryptographic module performselateston the higher cryptographic algorithmeth
embedded core cryptographic algorithm may also betestéd

ISO/IEC 24759:2017

AS10.04: (SeHtestsd Levels 1, 2, 3, and 4) Conditional $ietestsshall be performed when an applicable
security function or process is invoked (i.e. security functionfor which selftests are required).

AS10.05: (SeHtestsd Levels 1, 2, 3, and 4All self-tests identified in underlying algorithmic standards
({ISO/IEC 19790:2012} Annex C to Annex Exhall be implemented as applicable within the
cryptographic module.

Question/Problem

If an embedded core cryptographic altfum isselftested duringhe higher cryptographic algorithself-test
is it necessarfor the cryptographic module to implemergedf-testfor the already selfested core
cryptographic algorithnmiplementation?

Resolution

It is acceptable for the cryptographinodule not to péorm aselfteston the embedded core cryptographic
algorithmimplementation if

1. the higher cryptographic algorithm uses that implementainoh

2. the higher cryptographidgorithm performs a selfest prior to first operational use thle embedded
algoithm (ISO/IEC section 7.10.3.1) and,

3. the higher cryptographiglgorithm performs a setest of the embedded algorithm as part of the on
demand initiation of periodic selésts(ISO/IEC section 7.13.8) and,

4. all cryptographic functiomwithin the embedst core cryptographic algorithm are seifted (e.g.
encrypton and decryption for AES).

Additional Comments

1. If the cryptographic module contains several core cryptogragdpicithm implementationge.g., several
different implementatins of SHA256 algeithm) and some are not used by other higher approved
cryptoglaphic algorithms (and are therefore not-¢edted), then the cryptographic module must perform
a separate setéd for each of those iplementations.

2. Symmetric algorithm maes vary in complety. |G 10.3.Arequiresthat at least the most complex mode
be selftested. Selesting of embedded encryption and decryption of garéthm (e.g. AES) may not
satisfy the entire setest requirenent for that algathm.

10.3C ConditionalManualEntry SeltTest Requirements

| Applicable Levels: | Al |
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Original Publishing Date: May 4, 2021

Effective Date: May 4, 2021

Last Modified Dae: May 4, 2021

Relevant Assertions: AS09.15AS1043- AS1046
Relevant Test Rpiiremeits: TEOs associate
Relevant Vendor Requirement§ VE& s associ at e

Background
ISO/IEC 197902012 Section 7.10.3.&onditional manual entry test

If SSPs or key components are manually enteredtljiieto a cryptogaphic module or if error on the part of
thehuman operator could result in the incorrect entry of the intended value, then the following manual entry
testsshall [10.42]be performed:

1 the SSP or key componerstisall [10.43]have an errodetection code (ED) applied, oshall [10.44]
be entered using duplicate entries.

If an EDC is used, the ED§hall [10.45]be at least 16 bits in length. If the EDC cannot be verified, or the
duplicateentries do not match, the testall [10.46]fail.

ISO/IEC 197902012 Section 7.9.5Sensitive security parameter entry and output

Directly entered (plaintext or encrypted) SSRall [09.15]be verified during entry into a module for
accuracy usg the caditional manual entry test specified in 7.10.3.5.

Question/Problem

Whenis theconditionalmanualentry (self) test required

Resolution

The conditional manual entry test (specified\i®10.42- AS10.46 applies to:
1 SSPwr key componentthat ae manuallyentereddirectly.

1 Manually entered SSRs key compnentsthatestablshauthentication dta, i.e. modifying SSPs
within the module. The manual entry test is not applicable for operator authent{eagidlogging
into the module using estadltied data)

No conditional manal entry test applies f{@SPshat are establishada automate@r manual electronic
entry.

Additional Comments

Please seks 9.5.Afor examples of SSPs that are either manwaltgreddirectly or electronically, or
automaticallyentered
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Sectiidnetlylcl e assurance

11.A CVE Management

Applicable Levels: All

Original Publishing Date: May 4, 2021

Effective Date: May 4, 2021

Last Modified Date: May 4, 2021

Relevan Assertions: A4.13, AS1.38
Relevant Test Requiremisn TE(4.13.02, TE11.38.03
Relevant Vendor Requirements VE04.13.02, TE11.38.03

Background

It is important for users, such as government agencies, and vendors be able to mitigate or eliminate
vulnemabilities from their systems. It is also important that ventleraware of knowmulnerabilities within

their systems and be supportive of uséhe goal of CMVRs to provide secure communications and storage.
In order to support both users and vend@idyVP is requiring vendors to use tNational Vulnerability
Database VD) to beter assurel s eacduisition and use of secure validated equipn@¥tVP will support
vendor management @ommon Vulnerabilities and Exposures (CVE®Iiligationduring andafter

validation.

CMVP is not requiringhatthe module and asciated equipmetiefree fromCVES butis requiring that
vendors use thigsone oftheir tools to provide a more secure product to the endIS$@HEC 2475%equires
thevendor reportiseof functional andautomated security diagnostic taols

AS11.29:(Vendor testingd Levels 1, 2, 3, and 4)
Documentationshall specify thefunctional testing performed on the cryptographic module.
AS11.30: (Vendor testingd Levels 1, 2, 3, and 4)

For software or firmware cryptographic modules and the software or firmware component of a hirid
module, the vendorshall use current automated searity diagnostic tools (e.g. detect buffer overflow).

AS11.38: (Guidancedocumentsd Levels1,2,3,and 4)
Administrator guidanceshall specify:

2  the administrative functions, security events,security parameters (and parametervalues,as
appropriate), physical ports, and logical interfacesof the cryptographic module available to
the Crypto Officer and/or other administrative roles;

?  proceduresrequired to keep operatorauthentication data and mechanisns
functionally independent;

2  procedureson how to administer the cryptographic module in an approved mode
of operation; and

? assumptions regarding User behavior that are releva to the secure operation of
the cryptographic module.

The Natonal VulnerabilityDatabaséncludes databases of security checklist references, sereletgd
software flaws, misconfigurations, product names, and impact metrics. The NVD supportsfanG\RE
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and CPE searching capabiliti@he CPE permita way br CVE platforms tde delineatedThese resources
are available to module operatbosaid in the security awareness and operation of the module.

The CommorVulnerabilities and Exposures (CVE® a dictionary of publicly disclosed cybersecurity
vulnerablities and exposugewnhich can be found dittps://cve.mitre.org/index.htmCVE defines a
vulnerability as:

"A weakness in the computationaglo (e.g., code) found in software and hardware componenisiihern
exploited, esults in a negative ipact to confidentiality, integrity, or availability. Mitigation of the
vulnerabilities in this context typically involves codioganges butould alsanclude specification changes or
even specification deprecati® (e.g., removalf@ffected protocols diunctionality in their entirety)."

The vendors work with CVE Naming Authorities (CNA) to address vulnerabilities identified by the vendor,
users, supy chain members, or secure community researchers. This iarfied to the CVE Ist. The CVE

List feedsNVD (https://nvd.nist.goy/ which then builds upon the information included in Cafifies to
provide enhancedhformation for each entry such as fix information, severityessaand impact rigigs. As

part of its enhanced information, NVD also providdsanced searching features such as by OS; by vendor
name, product name, and/or version number; and by vulrigraie, severity, related exploit range, and
impact.All vulnerabilities in theNVD have been assigned a CVE identifier and thus, abideibgefinition.

The Common Platform Enumeration (CPE) Dictionary is a structured naming scheme for information
technology systems, software, and packages. Based upon the ggnésicfor UniformResource ldentifiers
(URI), CPE includes a formal name fortna method for checking names against a system, and a description
format for binding text and tests to a natBBEs can be used by the supply chain to further identify module
instances that maye subject to a particular vulnerability.

SP800-140supplementthelSO 24759vendor andest requirements fgkS11.38to include vendorsf all
cryptographic modules @s®ss known vulnerabilities within the module and identifying iaayes that users
should be aware of, along with mitigationaségies if available

VE11.38.03: The vendor shall list any CVEs associated with the module, and either
1 provide assurance thdigly are not security relevant;

T or, for any Cdétedsscurityhedent, tlhervendocsbati describe how tiheye been
mitigated.

TE11.38.03: The tester shall verify that any CVEs associated with the module:

9 are not security relevant, or,

1 if they are security relevant, mitigations provided by the veadoappropriate.
Question/Problem

What are the responsibié of the cryptographic module vendor and CST Laboratory regarding how to
address CVEs during and affdPS 1403 validations?

Resdution

During IUT
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1. A vendor6s responsibilities are:

a. Tracking andoroviding a list @ all security relevant and nesecurity relevan€VEs associated
with the moduleor module components

b. Addressinghe applicabilityof each CVEo the module
C. Addressing theemediationif necessaryincluding working with NVD to defin€PEs as needed

2. ACSTlaboratory s responsibilities are:

a. review the CVE related evidence produced by the vendor and make an independent
determination as to whether all applicable CVE(s) asgjadte and reasonable.

b. workwith the vendor to addresssuediscoveredThe simission should also includay
unresolved issues.

The burden of proof is on the vendor; if there is any uncertainty or ambiguity, thestesteequire the
vendor to prduce additional information as needed.

During Review Pending, h Review, Coordinaion, Finalization

If new security relevan€VEs associated to the module are published after the module report is submitted,
the vendoshall document each applicable CVEtkiat minimum, the following information:

a. CVE identifier.
b. CPEidentifiers if avaliable.

c. Detailed description of the impadtthe CVE to the cryptographic services provided by the
module.

d. A mitigation plan of when and how to addressh CVE.
e. A rationak to justify the CVE mitigation plan.

The vendoshall notify theCST laboratoryandprovide the updated informationThe CST laboratory
will provide this information to the CMVP through an update to the Test RépgriTE11.38.03)

The labshall facilitatecommunications between the CMVP and vendors about ap@iCAlESs
throughaut the validation proces# the event of a@isagreement of resolutidretween CST lab and
vendor theCMVP shall be notified.

The final decision on whether a certain CVE muesatdressed before the FIPS -BA€ertificate issuance
remainswith the CMVP.

Postvalidation

If a CVE is discovered after FIPS t&0validation,it may require module design and/or implementation
modifications, updates to procedural guidance, or bolte VvEndoshall take actions as deemed
necessary for the moduie reman on the it of FIPS 1468 validated modulesNotification by the
vendor preferably through the point of contadirectly to CMVP may be helpful; however, the vendor
must work witha CSTlab for anyupdated submissions

If a vendor independdiy discovers or isnade aware of aulnerabilityrequiring changes tone or more
of its validatedmodules, the vendahall notify CMVP and work with NVD to identify and post a new
CVE and CMV/P to address any necessary changes

Additional Comments

1. Vendas should submit anupdated CVE information with any scenario that affects the module. Scenarios
that only affect the vendor information do not require update CVE information.

2. Inthe event o& security relevant CVHiscoveredafter validation only 5FS3MC, 1MU, and 3CVE
scenarios will be accepted by the CM¥dP any revalidationsPlease see thdanagement Manual
Annex C.2 for moraetail.
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12.A Mitigation of Other Attacks

gat i

o

Applicable Levels: All

Original Publishing Date: May 4, 2021
Effective Date: May 4, 2021
Last ModifiedDate: May 4, 2021
Relevant Assertions: ASD.02
Relevant TesRequiremets: TE12.02.01

Relevant Vendor Requirements

VE12.02.01

Background
ISO/IEC 19790 Section 7.2

n

of

ot her

If a cryptographic module is designed to mitigate one or more specific attack(gfineticelsewhere in

{1 SO/ 1 EC 19790: 20 1 2Qpgortingdderienentshat [22.0) endnoetate thes attack(s) the

module is designed to mitigate.
Question/Problem
When is this section applicable?

Resolution

If a cryptographic module has begarposelydesigned, built and publicly documented to mitigate onmaane

specific attaks, this setion is applicable an4S12.01throughAS12.04(as applicable3hall be addressed

regardless if the vendor of the module wishes to address the claim or ngatigtitimechanisms may address
both invasive (physical) or nenvasive mechanism$he testindaboratory, upon inspection of the modules
design and documentation (both proprietary and pulsiig)l| verify the implemented mitigation mechanisms

and/or mitgations claimed by the vendor as specifieA81201throughAS12.04(as applicale).

attac

Exampe: FIPS 1463 Section?7.7 Level 2 is claimed. However, the vendor states that module design includes a

switch that will cause zeroization ohprotected SSHEsome part of the module is opened or penetrated.

Since this iqot required at Lex 2, for the vendor to claim this feature siball be addressed in FIPS 130
Section7.12 as an additional mitigation mechanism.

Additional Comments

Until requirements o8P 800140F are defined, an-invasive mechanisms fall und&O 19790:2012Section

7.12 Mitigation of other attacks
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AnnekDAcumentation requirement s
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Ann€xApproved

C.A Use of norApproved Elliptic Curves

Applicable Levels:

All

Original PublishingDate:

September 21, 2020

Effective Date:

September 21, 2020

Last Modified Date:

September 21, 2020

RelevantAssations:

AS02.20

Relevant Test Requirements:

TE02.20.01

Relevant Vendor Requirements

VE02.20.01

Background

security

funct

The NISTFIPS 1864 standard Bows (in Section 6.1.1) the use of rbliST-Recommended (neapproved)
curves in the ECDSA algorithm in the apprdveode However,FIPS 1865, in its companion publication,
SP 800186, specifies the approved elliptic curfies ECDSA (including Determiistic ECDSA)and ECC
KAS and does not include any provision for generatingaqmproved elliptic curve domain paratars. SP

80056Arev3st ates fAThe

E C Cforkey establishmentfor b.81é5overnngent applications

shall besekcted only fronthe ellipticcurve domain parameters &P 800186that are listed in Appendix D,
along with the security strengthsh at can be
nonapprovednethods (that is, not compliant wiP 80056A rev3 and using nosNIST recommended
curves in the key agreement schemes in an approved mode @tioper

Question/Problem

S U p pl@ D.ESeeharilBplloves the useaf ur v e .

Are there allowed elliptic curves fose in the ECDSA sitature algorithm and the E@6ased key agreement
schemes in an approved mode of operation? If so, what are tlremsents for their use?

Resolution

Elliptic curvesapprovel for use in ECDSA are sgified inSP 800186, as implementedh FIPS 1865.

Elliptic curves approved for use HCCG-based key agreement scheraes specifiedn Appendix D ofSP 806

56A rev3.

Allowed elliptic curves for use in ECDSA and EG&sed key agement schemes (covelteyl|G D.F,

scenaridd), fall into one of two categories:

1. Well-known named elliptic curves listed in this IG. The allowed elliptic cuirvélsis category are:

a. (FromSP 800186Appendix H.1) Theurves specified in Elliptic Curve Cryptography (ECC)
BrainpoolStandard Curves drCurve Generation [RFC 5639], which support a security strength

of 112 bits or higher. In particular, this includgginpoolP224r1, brainpoolP256r1,
brainpoolP320r1, braimwIP384r1, and brainpoolP512r1

2. During the transition periotsee Additional Commets) betweerFIPS 1864 andFIPS 1865, i.e., until
FIPS 1864 is withdrawn, elliptic curve domain parameters thatgenerated according FdPS 186-4

Section 6.1.1.

The CMVP allows the use of thes#lowedelliptic curves in an appr@d mode of operatioprovided the

following requirements are met:
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1. the algorithm implementatioshall use approved underlying algorithpssich as the message digest
2. theSecurity Policyshall list all approved and nespproved curves that are implemented,

3. theSecurity Policyshall indicate the associated security strength for allaymoroved curves that are
implemented.

4. [Category 2 only]The vendoshall check thathe curve is not singular; gride to the CMVP the
i nformati on aboutfield (wkichghail beveghérof aprimeé erdet oy af thegord&r 2
where m is prime) and about the number of points on the curve; ptiesdactorization of theumber of
points on the curvento a large prime n and a-¢actor h as shown iRIPS 1864; verify that h is wihin
the limits established in Table 1 of Section 6.1.EI®fS 1864; check that the curve is n@amomalous
(the nunber of points on the curve not equal to the size of tfield), and that the MOV condition is met

for all BNSX9.620r@he ECS ®xtbooks for details, and

5. if ECDSAor KAS (using elliptic curve cryptography)s | i st ed on the certificatebo
algorithm implementatiorshall have beelCAVP tested and validated for at least one approved elliptic
curve.

Additional Comments

1. This IG is written under the assumption that the domain parameter generation sections (that correspond to
sections 6.1.1 iRIPS 1864) will be removed in the publishedarsion ofSP 800186.

EdDSA inFIPS 1865 shall only be usedith the specifiecturves inFIPS 1865 (Ed25519 and Ed448).

3. After FIPS 1865 s released, guidance will be issued describing this transition period that wilkadde
status of these curvadter the completion of the transition period and any imipexttmay have on
validated module status.

C.B Validation Testing of Hash gbrithms and Higher Cryptographic
Algorithm Using Hash Algorithms

Applicable Levels: All

Original Publishing Date: September 21, 2020
Effective Date: September 21, 2020
Last Modified Date: Septenber 21, 2020
Relevant Assertions: A2.20

Relevant Test Requirements: | TE02.20.01
Relevant Vendor Requirementg VE02.20.01

Background

The Cyptographic Algorithm Validatio Program (CAVP) validates every approved hash algorithm
implementation. Exampfeare: SHAL and SHA2 (FIPS 18G4), and SHA3 (FIPS 202. Several higher
cryptographic algorithms use these hashing algorithms in their mperat

Question/Problem

What arevalidation testing requirements for the hash algorithms agttehicryptographialgorithms
implementing hash algorithms fdretir use in an approved mode of operation?

Resolution
To be used in an approved mode of operation:

every approved hash algoritimplementatiorshall be CAVP tested and validated on all loé t
mo d ul e 6ryg envip@merdst i
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for higher level cryptographic algorithms that use these approved hash algorithms (e.g. RSA,

ECDSA, KBKDF, HMAC,SP 800135KDFs,SP 80056C KDFs, etc.), evey implemented
combinaion for which CAVP testing existshall, upon the expirédn of a transitional period defined
and validated or

when such CAVP testing becomes availablee CAV P

operating envonments.

tested

where CAVP testingdr an approved hash algorithm within a higlearel algorithmis NOT yet

availabk or the transitional period has not yet expired, then for those combinations thesrexidor
claim the vendor affirmation under relevant |@g(IG C.Q

The algorithmic validation certificate annaatall the testedriplementations that may be used in an approved
mode of operation.

Any algorithm implementation incorporated within a FIPS-B4fyyptographic mdule that $ not either

CAVP tested or vendor affirmed (if permitted by an I€)all not be wed in an approvetiode of operation,
unless provisions 0AS02.21andIG 2.4.Aare met. If there is an untested algorithmudrset of arapproved
algorithm,it would be listed as neapproved and neoompliant within he FIPS 148 validat i on 8 s

Policy.

C.C The Use and the Testing Requirements for the Family of Functions

defined in FIPS 202

Applicable Levels:

All

Original Publshing Date:

Septemhbe21, 2020

Effective Date:

September 21, 2020

Last ModifiedDate:

September 22020

Relevant Assertions:

AS2.20

Relevant Test Requirements:

TEO02.20.01

Relevant Vendor Requirements

VE02.20.01

Background

FIPS 202was pblished in August 2015 and asttitoSP 800140Cin March 2020. This standard includes
the gecifications fortie SHA3 family of hash functions: SHA324, SHA3256, SHA3384 and SHA®12,
as well as for the two extendakdatput functions, SHAKE128nd SHAKE256. CAVP testing for all fothese

functions became available on January 29, 2016.

Question/Problem

Are thee any limitations on the use of hash functions defindd % 202in the CMVRvalidated

What are the validation testimgquirements for thEIPS 202compliant algorithms and the higHewvel
cryptographic algothms that are usinte functions defined iRIPS 2022 In particular, how to address
the case when CAVP testing is available for a higéeel cryptographic algg@hm when this algorithm

uses e hash functions defined FIPS 1804 but there is still ndesting when the sae higherlevel

1.

cryptographic modules?
2.

algorithm uses thEIPS 202functions?
Resolution

1. To be used in an approved mode of operation, the-SHAsh functions may beaplemented either as
part of an approved highelevel algorithm, for example, a digital safare algorithm, oas the standalone
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functions. The SHAKE128 and SHAKE256 extendatlgput functions may only be used as the
standalone algorithms.

2. The validaton, testing and the certificaiocumentation requirements are as follows.

a.

Every implementatin of each SHA3 ard SHAKE functionshall be tested and validated on all of the
modue 6s operating environments.

If any of the SHA3 hash functions are used astpdra highedevel algorithm ad the CAVP testing

that supports SH/B is available for thiigherlevel algorthm, then, upon the expiration of a

transitional period defined veim such CAVP testing becomes available, to use the highelr

algorithm in he approved mode the venddrdl obtain a CAVP certificate for this algorithm. If the

vendordoes not obtain s a certificate, then the highlewvel algorithm that uses the 3B

functions may not be used in an approved modesbalinot be listedonte modul edés vali dat
certificate.

If any of the SHA3 hash functions are used as part biggnerlevel appreed algorithm and the

CAVP testing that supports SHAis NOT yetavailable for this highelevel algorithm or the

transitional period has notyexpired, then to use thighierlevel algorithm in the approved mode

the vendoshall claim the vendor affimation for this algorithm. Thishall be accompanied by

obtainingthe CAVP certificates for the SHA functions used in the hightavel algorihm. If the

module implementedhe same highdevel algorithm with &IPS 1804 hash functiorand there is a
comesponding entry on t he ap perifcate thenlthe veedorof t he mo
affirmation of the same algorithm using SkEsAdoesot need to be shown separgteh the

certificat e 6 shaldbpgocumentdii t hee mbuthyPokich.s Secu

Until CAVP testing for a highelevel algorithm with the SHA hash functions is availablie
Managenent ManualSection7.1- Addition of cryptographic security methods to SP-8d0C and
SP 800140Dis applicable.

Additional Comments

1. Examples for how to annotathe use of thEIPS 202algoi t hms i n the modul eds valic
a. SHA-3 (Cert. #A%). This demonstrat that one or more of the following functions: SHA31,
SHA3-256, SHA3384, SHA3512is implemented in the module and tested by the CAVP.
b. SHAKE (Cert. #A55). This demastraes that one or more of the following functions: SHAKE128,
SHAKE256 is implementeih the module and tested by the CAVP.
c. RSA (SHA-3 Cert. #A55, vendor affirmed) This is the case when the implementation of the RSA
signature lyorithm supported by theoduk uses only the SH& hash functions, and no CAVP
testing is &ailable for the cofiguration of the RSA algorithm that uses the SBIAash functions (or
if such testing is available but the transitional period announcedtbpantroduction of thisestirg
has not yet expired.)
d. ECDSA (Cert. #A200) [No change fronthe existingnotatin . ] The modul eds ECDSA ¢

implementation(s) may use both thES 1804 and theFIPS 202hash functions. One entry in the
mo d u | e étien certificate i suiient The Security Policghall indicate that the use of the
ECDSAwith the SHA3 has functions is vendor affirmed if the CAVP testing for the ECDSA that
uses the SHA hash functions is not yet available.

2. The future updates tfiis Implementation Guahce vill keep track of the testing availability status for
the appoved higheilevel dgorithms that might use the SH&\hash functions.

C.D Use of a Truncated HMAC

| Applicable Levels: | Al |
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Original Publishing Date: September® 2020
Effective Date: Septerher 21, 2020
Last Modified Date: September 21, 2020
RelevantAssertions: AS02.D

Relevant Test Requirements: | TE02.20.01, TE02.20.02
Relevant Vendor Requirements VE02.20.01, TE02.20.02

Background

The KeyedHash Message #thentication Code (HMAC) funicin is used by the message sender to produce a
value, calledhe MAC, which is fomed by condensing the secret key and the message input. The HMAC
function may use any approved hash algorithm. HMA@sumented iffIPS 1981.

Some interneprotocols such a®sec and SSH use HMABHA-1 and truncate the MAC to 96 (leftmost) bits.
Other implementations use HMASHA-384 truncatd to 192 bits. Some ahtruncations may also be
consdered by implementers.

Question/Problem
Can a truncated HMAG®Ge used in the appved mode?
Resolution

According toSP 800107rev], published August 201#e truncated forms of an approved HMAC are the

approved algothms ifan HMACod put i s truncated to its & |l eftmost bi
SHA-1-96 and HMAGSHA-384-192 are approved algthms and can be usédthe approved mode of

operaton. This includes their use as an approved integrity technéguered in Sectin7.5 of FIPS 1468 and

as an approved authentication technique when performing the software/firmware load testdiesgebton

7.10.3.4 ofFIPS 1463.

Additional Comments

1. In compliance with the transition requirements specificdRB8008131A, any key for a fullengthoutput
HMAC or a truncated HMAC thagiossesses less than Hi of strengttshall not be wsed in approved
mode.

2. To be used in approved mode, the trueddHMAC shall recave a CAVP algorithm validation with the
applicable truncated HMAC tested. The use of the truncated HM&Cb e shown in the modul
SecurityPolicy.

3. The security of thertincated HMAC values is addressedsih 800107revl The permssion to useni the
approved mode an HMAC output truncated to (the minimum of) 32 bits does not contradict the
requirement o5P 806131A of providing at least 11Bits of equivalent encryptiostrength. The
cryptographic strength of HMAC depends primadtythe strenty of the HMAC key. Se&P 800
107revlfor details.

4. While SP 800107revial | ows t he truncation of HMAC o its & |e
Publication discourages thMAC truncations to less than 64 bits. For the purposesedfiiAS 1463
validations, it is the 3zbit requirement that will be enforced.

5. HMAC-SHA-3 is subject to the same truncation rules as the other HMACs that Utdizpproved hash
functions.

6. The SP 800131Areferences in this Implementation Guidance seferthe latespulished revision of
this standard.
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C.E Key Generation for RSA Signature Algorithm

Applicable Levels:

All

Original Publishing Date:

SeptembePl, 2020

Effective Date:

Sepember 21, 2020

Last Modified Date:

September 21, 2020

Relevant Assertions:

AS0716

Relevant Test Requirements:

TEOQ7.16.0102

Relevant Vendor Requirements

VE07.16.0102

Background

SP 800140Clists the approved securitynctions for FIPS 143. For aymmetric key digital signature
standards, references addrBS$A signature genation, verification and key generation. Some of these
referenced RSA standards include the specification of theke@$A4eneration procedure Mdothers, such as
RSASSAPKCS1vl 5 and RSASSASS only define the requirements for signatyeneration and

verification. These latter references do not address the generation of keys used in signature generation and
verification.

Question/Problem

What methods for RSA key generatiorasnbe used when the module claims compliance with the RSA
sigmature standards thdo not explicitly address an RSA key generation method?

Resolution

If the module performs signature verificationly, then the module doestn@eed to possess a private RSA
key and therefore does not need to generate it. The RSA felyliparameters igint be entered into the
module or loaded at the time of manufacturing.

If the module performs an RSA Signature gatien then the RSA privatend public keys may either be

loaded into the module (externally or poaded at the time thmodule is manufaated) or generated by the
module. If the module generates RSA signature keys then this key generation precdtibeean approved
method. Theapproved methods are descriliedrIPS 1865.
cerificate shall indicate that the RSA key generating algorithm has been tested and validated for conformance
to the methods iRFIPS 1865.

Additional Comments

1.

The

modul eds

RSA Signature

This Implementation Guidance will u§8PS 1865 andFIPS 1864 interchangeably during the outlined
transition periodor FIPS 1864. WhenFIPS 1864 is no longer approved, this guidance will only refer to

FIPS 1865.

This Implementtion Guidance does not addsedRSA key generation for usethme approve &SP
establishmenprotocols. The user should liwlv the requiremestof SP 80056B.

C.F Approved Modulus Sizes for RSA Digital Signature for FIPS-486

Applicable Levels:

All

Original Publishing Date:

Septerher 21, 2020

Effective Date:

September 21, 2020

Last Modified Date:

September 21, 2020

Relevant Assertions:

AS02.20

Relevant Test Requirements:

TEO02.20.01

Relevant Vendor Requirements

VE02.20.01
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Background

TheFIPS 1864 digital signature standardas published in July 2013. Thitandard specifies three possible
RSA modulus sizes for sighae generation aneerification: 1024, 2048 and 3072 bits. Because of the
transition to the stronger algorithms and kegsjas documented 8P 800131Arev2, the 1024bit RSA
modulus mayeused, for legacy purposes, in the approved mode for signegrifieation, butnot for
signature generation.

Question/Problem

SP 800131Arev2 provides only the lower bound, 2048 bifisr the RSA modulus size used in sitpre
generation. Does this iypthat the RSA modulus sizes other than 2048 and 3072 maselokto generateeh
RSA signatures in the approved mode? In particular, is the use of thdl@®&dulus approved, andsb,
what are the testing requiremefds the RSA key generation ifi¢ key pair used in the RSA signature
algorithm is generatedylihe module?

Rewlution

When performing an RSA signature generation, a module may use any modulus size greater tiahtoor eq
2048 bits. At least one of theSIR modulus lengths supported the module for RSA signature generation
shall be 2048, 3072r 4096 bits. The BA signature algorithm implementatiosisall be tested by a CST lab
for all implemented RSA modulus lefgtwhere CAVP testing is availablethiere is no CAVP testing foreh
generation of RSA keys of a particular size, then the reaugint oG C.Eto obtain a CAVP validation for
the RSA keygeneration algorithm does raypply to this key size.

Some of the RSAey generation methods des&tbin Appendix B.3 oFIPS 1864 rely on the use of the

auxiliary primes p p, th and g that must be generated before the module generates the RSA primes p and g.
Table B.1 inFIPS 1864 specifies, for RSA modulus lengtb62048 and 3072 bits only, tineinimum bit

lengths and the maximum total length of the aawjl primes. Whenmplementng the RSA signature

generation algorithm with other approved RSA modulus sizes, the veimalbuse the limitations from Table

B.1 that apply to the longest RSA mads shown in Table B.1 ¢flPS 1864 whose length does noteeed

that of the inplementat on 6 s RSA modul us. The -Rabiniestswsedinprimditg r of t h
testingshall be consistent (based on the entrieSables C.2 and C.3 iRIPS 1864) with the bit sizes of p, q,

P1, P2, b and g taken from Thle B.1, as descrddl aboveHence, for the 4096it RSA modulus, the bit size

of each auxiliary primepp, th and @ is greater than 170, and if the targetmitesting error probability is

2' 19 &hen the minimum number of the Mill&abin tests when generating and testindpeddhese primes is

27.

For example, when generating primes for the 46@&SA modulus, the p and q prim&sall be of 2048 bits

each and the auxiliary primegal be longer than 170 bits. The required minimum numbers of the Miller
Rabin tests are ohined from the bottom lines (those showing the 3072 modulus) of either Table C.2 or Table
C.3 (for the target primalityesting error probability of 2 26t 2 1 ¢ fegectively) of FIPS 1864.

The use of the approved hash functions in digital signatsigscumented i&P 800131Arev2, Table 8. The
choice of a hash function may affect the security strength of the RSA signature algorithm.

PerlG 10.3.A an RSACAST for signature generation may be implemented forapproved RSA modulus
size supported by the cryptographic module; that is, any implemented RSA modulus size of at least 2048 bits.

When performing an RSA signaturerification, a module may use a 10B# modulus, in addition to each
RSA modulus size ggoved for use in signature generation.

Additional Comments

1. This Implementation Guidance is concerned with a description of the approved modulus sizes (and,
therefoe, the approved key sizes) for the RSA digital signature algorithm only. For completeness, here is
the status of the approved and allowed key sizethier asymmetri&ey-based algorithms and schemes.

This information is largely based &P 800131Arev2.

a. RSA-based key transport (encapsulation) schemes. The modulus sizes of 2048 bits and larger are
approved peSP 80056Brev2. All modulus sizes of 2048 bits and higher are allowed. It is strongly
recommended that if an allowed scheme uses the auxiliangpn, p2, th and @, the limits on the
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minimum sizes of these primes and on their maximum total size are the same as those stated in the
main body of this IG for the auxiliary primes used in the RSA digital signature algorithm. The
required numbers oheMiller-Rabin tests when testing the candidate primes are also the same as
what is stated in the RSA digital signature case.

b. DSA signatures. The approved bit sizes of the primes p and g used in the DSA algorithm are given in
Section 4.2 ofIPS 1864. Of these sizes, only the following pairs (2048, 224), (2048, 256) and
(3072, 256) can be used in the approved mode for signature generation. For signature verification,
these primesd sizes and the (1024, 160) pair are

c. FFGbased key agreement schemihe original publication 08P 80056A showed the following
three sets of the sizes of the p and q primes used in thé&&$ed key agreement and shared secret
computation schemes: FA: (1024, 160), FB: (2048, 224) and FC: (2048, 256). Of the thr&8, only
and FC are currently approved (see IG-E22 and IG D.4&rev3 for details), each resulting in the
112-bit strength in the established symmetric keys. In addition, anytfals€d scheme with the bit
size of p no smaller than 2048 and the bit size af snmaller than 224 is allowed in the approved
mode.

d. ECDSA signatures. Digital signature generation and verification algorithms sh&\PSnL864 are
approved as long as the chosen elliptic curves are acceptable for their specific use. That is; all NIST
remmmended curves are approved for signature verification. All but the following three NIST
recommended curves that provide less than 112 bits of encryption stred@®,: 163 and K163,
are also approved for signature generation. In addition, thef ass elliptic curve satisfying the
requirements ofG C.A is allowedfor signature verification. The use of these curves isallswed
for signature generation, if the bit length of n, as shown in Tablé-IPi& 1864, is least 224. It is
vendor 6s r esponsi Bhehonapproveadorvesimeest thess requikements.t h a t

e. ECGhbased key agreement and shared secret computation schemes are approved, if they are compliant
with one of the schemes specifiedSR 80056A (seelG D.FandSP 800140Dfor approvedsP
800-56A revisions) and the ellift curve used would meet the requirements for the ECDSA signature
generation as shown above. The elliptic curve used in-ad¢@ement schenaad the associated
domain parametershall provide at least 112 bits eécurity. Sed¢G D.F for details.

f. RSA-based key agreement and Db@sed key transport schemes. These schemes are rarely used.
There existonlythagppr oved ver saippono,vemo bainoml | owedd ones. S
revisionsof SP 80656B andSP 80056A in Annex D for the detail explanations of these schemes
and the security strength considerations.

2. When implementing a key agreement sobéor a shared secret computation as part of a key agreement
scheme), the vendshallin di cate in the modul ebs Security Policy
Hellman or the MQV variety. If a key agreement scheme (FFC orB43€d) is documented dret
modul ebs c eapprovédiline,ahe eeddor isrecouraged to state thdris ikta DiffieHellman
or an MQV scheme.

3. Addraft of FIPS 1865 was published in October 2019. It proposes several changes that may be addressed
in a future 1G.

C.G SP 80067rev2 Limit on the Number of Encryptions with the Same T+iple
DES Key

Applicable Levels: All

Original Publishing Date: September 21, 2020
Effective Date: September 21, 2020
Last Modified Date: September 21, 2020
Relevant Assertions: A2.20
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Relevant Test Requirements: | TE02.20.01
Relevant VendoRequirements: | VE02.20.01

Background

SP 80067revlwas published in January 208P 80067revladded aequirement prohibiting users from

performing more than®264-bit data block encryptions under the same theeTriple DES key. In an earlier

version ofSP 80667, t hi's requirement wagshallaotofi sshoaulednmemat.d |rna tchoent
with SP 80067rev], NI'ST on July 11, 2017, placed on the Compu
that explained the rationale for this restriction on the number of the -Dp&encryptions using the same

key.

Then, in November 2017, NIST publish8P 806867rev2 which further tightened the restriction on the
number of the TripldES encryptions with the same key. B& 80067rev2 one keyshall not be usedo
encrypt moe than 2° 64-bit data blocks. This version of t&® 80067 standard was included in the
publication ofSP 800140Cin March 2020.

Question/Problem

How shall the aforementioned evolving requirement on the limit of the number of the-Difffleencryptios

with the same key be enforced? In particular, how can a user of a validated cryptographic module be confident
that other modules are not performing the THRIES encryptions with the same key thus, possibly, exceeding

the overall limit e the number bsuch encryptions?

Resolution

Each validated modukehall have a limit of either 2 or 2'6 64-bit data blockencryptions with the same
Triple-DES key.

The limit of 2° encryptions with the same Tripl2ES key applies when keys are genedais part of one of

the recognized IETF protocols. To use this provision, the Security Roladysay which of the IETF

protocols governs the generation of the THPEES keys and dit the IETF RFC(s) where the details of this

protocol, relevant to thgeneration of the TriplDES encryption keys, are documented. A proof of the

i mpl ementationds compliance with the referenced prot

The limit of 2° encryptions witlthe same TriplDES key also applies when the vendor can demonstete th
keys cannot be input, derived from inputs or shared secrets, or output, but may only be created within the
module using its approved DRBG and used exclusively within the moduleseTthia provision, the Security
Policy shall show how the key cannot lseared with any other instance of the module.

If a key is not generated as part of a recognized IETF protocol (or, at least, no such claim is made by the

vendor)or not generated fomty internal use within one modulien a further restriction on thember of
encryptions with the same TripRES key i s necessw@rgeotvi avatidoma dbyshe
on the number of encryptions with the same key. This limitSigr&cryptions by each validated module.

The module itsel§hall enforcethis requirement rather than enforcement by policy. See an Additional
Comment #3 below for an example of how timiaybe done. The Security Poliejpall explain how the
module performs the enforcement.

Additional Comments

1. If an encryption key igeneratdas part of an IETF protocol implementation, there is a strong reason to
believe (even though the modul eds compthésamece t o t he
key will not be used bgny entity except for the twgarties that arenivolvedin theencryptionsession
that required the generation of this k&herefore, if each module performs no more thd®&cryptions
with the same key, then systemide the number of the TriplBES encryptions with that key will usually
be limited b 2°or, in the worst possiblecase i f t he modul edés partner in thi
encryptions with the same key, t8.2While 2! exceeds that stated limit, for the purposes of compliance
with this IG, this solution is acceptable.

2. If an encryptbn key is not generated as part of a known protamaspecific evidence of its limited use
provided,then it is impossible to tell, in trgeneral case, how many modules may use this encryption key.
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The limit on the number of sarkey Triple DES encrypbns is set at®. If the number of modules using
this key for encryption is no greater than 16 then the overall lim&°afiR not be ex<ceeded. In the highly
unusual scenario when more than 16 modules share the same key, it is likely that at kastresa
modules will not perform the number of encryptions that is close to the allocated maxitAuiEyen if
they did and the totalumber of samdtey encryptions exceeded’2it would be difficult for the attacker
to increase the chances of sussgBen the encryptions are performed by the unrelated modules.

3. Here is an example of how the module may enforce this requirement. Theemaltibhave a counter
associated with each Trip[2ES encryption key. When the counter reaches a certain valueytban
only be used for the decryption operations.

An easier solution would be for the module to have only one counter that will besgdtit®aone every
time the module performs a Trip2ES encryption. When the counter reading reaches the prescribed
threshold, the module blocks all Tripl2ES keys stored in the module at that time from being used to
perform encryption. Of course, in thiase the new Tripl®ES encryption keys would need to be
generated more often.

If the encryption countersareused an i mpl ement ati on, then, in the
lost, the module malyave a mechanism to restore the counters, or itastplishall new TripleDES

keys upon the restoration of pow&he test reporshall state which option, countegstoration or

establishment of new TriplBES keys the module uses for each THPIES key. If counter restoration is

used, the test repghall explain how this mechanism guarantees that the counter value is restored to one
no lower than the last vallefore loss of power.

4. The provisions of this IG apply to the TripRES key wrapping the same way as to the data encryption.

The provision®f this IG apply only to the threkey Triple DES encryption.The use of the twiey
Triple-DES encryption for therotection of sensitive data is not allowed.

6. As stated earlier in this IG, the module itself must enforce the lindtanblock encryptios with the
same TripleDES key In addition AS02.24requires that the module services provide an indicator when
utilizing an approved cryptographic algorithm in an approved mariier.module can meet this AS for
Triple-DES usage by completely disalgithe usage of a TriplBES key once the limit is reached.
Continuing to use the key while changing the serviceatidr from approved to neapproved violates
AS022D s r equi r e malhbe extlusigetbetwe&nRysproved anmh-approved services. If the
module will permit a TripleDES key to be used beyond the limit, then sendtedl not be marked
approvedvhile using that key, even prior to the limit being reached.

C.H Key/IV Pair Unigueness Requirements from SP-880D

Applicable Levels: All

Original Publishing Date: September 21, 2020
Effective Date: September 21, 2020
Last Modified Date: May 4, 2021
Relevant Assertions: A2.20

Relevant Test Requirements: | TE02.20.01
Relevant VendoRequirements: | VE02.20.01

Background

SP 80038D was included in the publication 8 800140Cin March 2020SP 80038Drequires thafi t h e
probability that he auttenticated encryption function ever will be invoked with the same IV and the same key
on two(or more) distinct sets of input dathall be no greater than® .
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One difficulty of testing the modul efattdhateachmmtiuieance wi |
is tested independently whi&P 80038D demands that the probability of tfi€ey, 1V) pair collision between
all modules at all times should be sufficiently low to ensure cryptographic strength.

Question/Problem

How shall a cryptograhic module satisfy these requirements?

Resolution

An AES-GCM key may either be generated intelynal entered into the cryptographic module.

Five techniques for generating an IV that are acceptable for the purposes of FiBSdligiation are listed
below.

1. Corstruct the IV in compliance with the provisions of a peepeer industry standard protdaehose
mechanism for generating the IVs for AIB&ZM has been reviewed and deemed acceptable by the
appropriate validation authorities and subject to thetiahdil requirements established in this guidance.
The current list of acceptable protocols is shdelow:

a. TLS 1.2 GCM Cipher Suites for TLS, as described in RETCIS 5246 5288 and5289
provisions;

b. IPseev3 protocol, as described in RFEH06 5282 and7296

c. MACsec with GCMAES-128, GCMAES-256, GCMAES-XPN-128 and GCMAES-XPN-256
Cipher Suites, as describedlEEE 8021AE (MACsec) and its amendments.

d. SSHv2 protocol defined in RFC&251, 4252, 4253 4254and5647.

The following are additional specific requirements for each acceptable protocol for the purposes of
FIPS 1403 validation.

TLS 1.2 protocol IV generation

If an IV is constructed according to the TLS 1.2 protocol, then this IV may only denuthe context
of the AESGCM mode encryption within the TLS 1.2 protocol.

If the vendor claims that the IV generation is in compliance with the TLSped@fication and only

for use within the TLS 1.2 pr ot ovalal#ign TestReport t he mod
shallexpl icitly state the modul eds compatibility wi:t
acceptable AESCM ciphersuites frometion 3.3.1 oSP 80052 revl or SP 80052rev2.

For the purposes of this Guidance, the module mayds&mnat its compliance with the rules for TLS
1.2 compliance in one of the following two ways.

i) The operations of one of the two parties involved @ThS 1.2SSP establishmestheme

shall be performedckntirely withinthe cryptographic boundary ofeimoduk being validated.

The testing laboratorghall check the module implementation and verify that the keys for the
client and server negotiated irethandshake process (client_write_key and server_write_key)
are compared and the module aborts thsige# the key values are identical; or

i) The laboratoryshall check the TLS 1.2 protocol implementation that relies on the module
being validated agast an independently developed instance of TLS 1.2, such as the many TLS
1.2 client test sites on theternd, verify that a session is successfully established, which implies
that the client_write_key and server_write_key values are derived correctifheafollowing
conditionshall be met:

The modul eds i mpGCMisased tagethepowitmapplicathol tBat runs either

inside or outside the modulebs cryptographic bo
sessi onds koitnorsce valnedf the Ve Th&rdnce is positioned where there is the

Anamedo field BGudBaeenari o 3 of thi
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Whether an implementation is using the i) or the ii) path to meet the compliance requirements, the
counter portion of the I\éhall be set bylie modulewithin its cryptographic boundary and the
requirements of Scenario 3 of this Guidance fercthuner field (including the IV restoration
conditions) are satisfied.

The implementation of the nonce_explicit management logic inside the nebdiilensure that

when the nonce_explicit part of the IV exhausts the maximum number of possible vakugivéar
session key (e.g., a @it counter starting from 0 and increasing, when it reaches the maximum value
of 284-1), either party (the client or tlserver) that encounters this condition triggers a handshake to
establish a new encryption kéysee 8dions7.4.1.1 and 7.4.1.2 in RF&246 A satement to that
effectshall be included in the Security Policy and Validation Test Report.

IPsecv3 protocol 1V generation

If an IV is constructed in compliance with the IRs&cprotocol, then this IV may only be used in the
context of theAES-GCM mode encryption within the IPs&8 protocol.

If the vendor claims that the IV generation is in compliamitk the IPsees3 specification and only

for use withintheIPsee 3 pr ot ocol then the modul eds Stecurity

shallexpl icitly state the 4i0®ahd/dr RRAEER82@epangdihgiomthec e wi t h

protocols supporting GCM). The Security Policy andi ¥a&ion Test Reporshall also state that the
module uses RFZ296compliant IKEv2 to establish the shared secret SKEYSEED from which the
AES-GCM encryption keys are derived.

Similar to the allowances shown above for the TLS 1.2 implementations, the module may
demonstrate its compliangéth the rules for IPsee3 compliance in one of the following two ways.

i) The operations of one of the tworfias nvolved in the IKEVZSSP establishmesthemeshall
be performed entirely within the cryptographic boundary of the module being edliddte
testing laboratorghall check the module implementation and verify that the two keys
established by IKEvPor ore security association (one key for encryption in each direction
between the parties) are not identical and abort the session iffthey a

i) The laboratoryshall check the IPsee3 protocol implementation that relies on the module being
validated aginst an independently developed instance of He8eawith IKEV2, verify that a
session is successfully established, which impliestiieatwo keys established by IKEv2 are
derived correctly, and the following conditishall be met:

The mo chpemeréation of AESGCM is used together with an application that runs either
inside or outside the modulicaidnsegatiates pheé majocoa p hi ¢

sessionbdbs keys and the value in the first 32

Notethat inRFC5282the term for what is called an IV®BP 80638Dand i n this | G is
whil e the t &288r eiflevros ionIRFC o t he | ast 64 bits
IPseev3 requires four octets of salt followed by eight octets of deterministic nonce. Whether an
implementation is using the i) or the ii) path to meet the complimeqairements, the construction of

the |l ast 64 bits of528)forthe purposescoeFdPS (0/Mlidatidndhalli n RF C

bedeterministic (e.g., using a counter) and satisfy one of the IV restoration conditions defined in
Scenario 3 of this Implementation Guidance.

F

The implementation of the management logic foréd#ed4b i t s of the Ané2Feo (the

inside the modulehall ensure that when the IV in RFE282exhausts the maximum number of
possible values for a given security association (e.g;tat@&bunter starting from 0 and increasing,
when it reaches the maximum value &f-1), ether paty to the security association that encounters
this candition triggers a rekeying with IKEv2 to establish a new encryption key for the security
association see RF(7296 A statement to that effesball be included in the Security Policy and
Validation Test Report.
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MACsec protocol IV generation

A typical implementation of the MACsec protocol includes the components shown in Figure 1 below
Theggeneration and managemen ttesmthe MACSes prdtocalist he GCM c i
distributed among the three components. For the purposes of a FH3S/dddation, the

cryptographic functionality relevant for MACsec in each compogkal bevalidated as a separate

module. The requirement in Section hlSP 80038Dt o contain the |V figenerat|
module boundary is satisfied by the composition ofRtber, Authenticator and optional

Authentication Server modules. All module$ Pee, Authenticator, and, if applicable,

Authentication Server, should be validated (or nalidated) after this Implementation Guidance

takes effect, so that they all comply with the applicable requirements of this IG. While all modules are
validated sepatelyby t he CMVP, each mehdliuellwhdas ©Shcar mbguPebsc
in the MACsec protocol, explain what the module does in support of the IV generation for the

MACs ec 6s uGCH, andfstatdtEaSwhen supporting the MACsec proiadbke approved

mode, the module should only be used togetlitr the CMVRvalidated modules providing the

remaining Peer, Authenticator, ¢é > f unct i on adhalsatisfyoneofthElve modul e
restoration conditions defined in Scenario 3 of thislamentdion Guidance

RADIUS Authentication

Peer Authenticator over IPsec Server
8021AE or TLS
Encrypted Encrypted
Link Link
1 Key Exchange 1 Key Exchange I Master Key
1 Encryption 1 Encryption Distribution

Figure 1. MACsec protocol components

The link between thAuthenticator and the optionahuthentication Server is typically

implemented by the RADIUS ptocol, which is a déacto industry standard for communication to
authenticatin seners. All references to RADIUS in this Guidance are applicable only to the use of
this protocol in the MACsec context. To provide security the RADIUS traffic should helathover
an IPsec (cf. RFG162 or TLS channel (cf. RF6614). All configuration instructions for the link
betweenthe Authenticator and theAuthentication Server shall be provided in the Security Policy

of the module.

The Peerand theAuthenticator Modules Security Policieshall state hat the link between theeer
and theAuthenticator should be secured to pretehe mssibility for an attacker to introduce
foreign equipment into the local area netwbidee Section 7.3 in IEEE Std 802-2810.

SSHv2 protocol IV generation
A. Properties of the SSHv2 protocol

The current version of the SSH protocol is SSHv2sphotacol is defined in the IETF RFCGER51,

4252 4253and4254 The rues forusing AESGCM are documented in RFEB47. One of the

advantages of the SSHv2 protocol, for the purpose of meeting the (key, 1V) prglzatilgion

requirements o8P 80038D, is that the encryption and the message authenticattampters are

negotiated separately for each direction, with independent keys. This can be seen in Figure 1 in RFC
5647showing the derivationmathd s f or sessions6 keys. A shared se
Section 8 of RF@253 employing a DiffieHellman or an EC DiffieHellman schme, and this

shared secret is used to negotiate the independent encryption keys. This construction guarantees that a

key collision between the encryption keysnfi sefarate sessions may occur only if there is a shared
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secret collision or a hash collisiofhe probability of this happening is negligibly small in
comparison witt8P 80638D bound of 22 for the tolerable probability of the (key, 1V) pair
collisions Henceone should only be concerned with the probability of the IV collisions among the
separat encryptions within the same SSHv2 session.

B. IV generation method

A new IV parameter is generated by the module for each@EBI encryption. As shown in S&on
7.1 of RFC5647, the IV consists of a-Byte fixed field and an-8yte invocation counter. The initial
IV value is generated as shown intig 1 d RFC5647and the fixed field of this IV remains the
same for the duration of the session. Therefore, the method for minimizing th&/(kegllision
probability within the same session depends entirefhemanagement of the invocation field of the
IV. The invocation counter is treated as alb#dinteger and is incremented by one when performing
an AESGCM encryption of a new binary pket. The formation of binary packets is explained in
Section 7.2 of RC5647.

C. A Method of Compliance

If an IV is constructed in compliancetiv theSSHv2 protocol, then this I¥hall only be used in the
contextof the AESGCM mode encryptions within the SSHv2 protocol.

If the vendor claims that the IV generation is in compliance with the SSHv2 specification and only for

use within the SSHv2 ptocol,t hen t he modul eds Securityt Policy an
shallexpl icitly state the #A2624053and6647 The tegieshalance wi t h |
verify thattemodue 6 s management of t he -GCGWI\bsatefiesithen count er
following conditions:

If the invocation counter reaches its maximum vafifé 4, the next AESSCM encryption
is performed with the invocation counter set to either O or 1.

No morethan 264 1 AES GCM encryptions may be performed in the same session. (This
requirement may be met by either implementing an encryption counterevibwing the
maximum number of encryptions that the module can produce.)

When a session is terngied fa any reason, a new key and a new initiashall be derived.
(The session_id parameter in Figure 1 of FEB@7may remain unchanged.)

Meeting al of the requirements in this section will ensure that3Re80038D probability bound for
the (key, 1V) collisions will not be exceeded. The modtiell satisfy one of the IV restoration
conditions defined in Scenario 3 of this Implementatiord&uce.

2. The IV may be generated internally at its entiretiydomly In thiscase,

The generatioshalluse an Approved DRBGhat i s internal ando the modul

The IV lengthshall be at least 96 bits (p&P 80038D). See Additional Comments for the
discussion of why an IV of less than 9&bmay not be generated randomly and concatenated to
the remaining part of an V.

A statement to that effeshall be included in the Security Policy and Validation Test Report.

3. Ifan AESGCM Key is generated eitharternally or externally anthe IV is constructedt its entirety
internally deterministicallythen the requirement &P 80038D quoted in the Background section above
will be modified.

CMVP

Instead of requiring that the probability of any (key, IV) collisanywhere in the Universe alt
times did not exeed2%, it will only be required that for a given key distributed to one or more
cryptographic modules, the (key, IV) collision probability would not ex@®dThis is equivalent to
the requirement #t for any key distributed tane or more module$i¢ probability of a collision
between the deterministicallyenerated IVs is no greater tha#t.2

The moduleshall use at least 32 bits of the 1V field as a name and use at least 32 bits as a
deterministt nonrepetitive counter foacombined IV length étween 64 bits and 128 bits. The name
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field shall include an encoding of the module name and the name constrsictiballow for atleast

2% different names. For example, if the module name is suclit traisists of at least 8 hexaitmal
characters thethis condition is satisfied, since i€ no smaller than (indeed, equa) 26
Alternatively, if the name consists of at least 6 alphanumeric characters, each having at least 62
values, then this ialso sufficient. Even though nat possible names arequally likely to be used,
the fact that the modules can possibly have at |€agifferent names will be sufficient to meet this
requirement.

The implementation of the deterministic A@petitivecounter management logic insithe module

shall ensue that when the counter part of the IV exhausts the maximum number of possible values

for a given session key (e.g., al3i2 counter starting from 0 and increasing, when it reaches the
maximum value £232-1) the encryptoshall abat the session.

Furthe, at least one of the |V restoration conditiehsi be satisfied for the deterministic non
repetitive counter.

The IV restoration conditions are as follows (for additional details, see SectiohSP1890638D):

The modulysltakbe seeimsoah a way that it will reset to the last IV value used in
case the modul eds power is | ost and then res

andshall be tested by a testing lab.)

There will bea human operator who will reséietlV to the last one used in case the

modul eébs power is | ost and t henshallbesstated ed. (T
fi

in the modulebs Security Policy, wunder
I n case t h erisnostandthentrestoredpawkey for use with the AESSCM

t he

encryption/decryptioshall be established. (This condition may or may not be enforced but

shallbe stated in the modulebs Security Policy,

A statement explaing how the deterministic IV gerationis performed and how the IV restoration
conditions are methall be included in the Security Policy and Validation Test Report.

NOTE. The module does not need to comply with any particular Scendrig)(¢hown irthis
section of the IG. Meetindnérulesof any one of these Scenarios, whether protdeplendent or not,
when generating the 1Vs for AESCM is sufficient. The Security Polighall explain the rules
under which the module must operate in complianck this Implementation Guidance.

If an imgementation does not meet the requirements of any of the Scenarios 1 through 3 explained above

in this Implementation Guidance, the vendor may present their own proof of the compliance &ih the
800-38D requiremehstated in th@ackground sectia of this IG. The burden of proof is on the vendor.
The testing laboratorghall review the proof and verify its correctness. Each proof will be examined by
the CMVP reviewers who will make the final determination of tteg@rf 6 s val i di ty.

If an implementadbn is generating an IV in compliance with the provisions of an indtsprptocol
supporting AESGCM encryption, that is not included among the acceptable protocols in Scenario 1
above, the vendor Oeforthasgcuriywithe dv gérdion methodusing the a s
following guidelines:

The generated I'¢hall only be used in the context of the AIEECM encryption executing the
provisions of the protocol within which the IV was generated.

The modul e disyshalesct uartiet yt hRemepandeetsioncnanhbér eind nonfirm
that the |V is generated and used within

The Security Policghall list the documents (such as the IETF RFCs) where the protocol and,
specifically, the usef the AESGCM encryption withirthe prdocol are defined.

this

t

h
U

p

“An fAindustry protocol 0 is ei tjyoeeoftieavéliequgnided o r
standards bodies, such as the IEEE, IETF, ANSIOr$&27 (the lisis not exclusive).
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I't is often the case that whil e aSP®B0083Diisol 6s i mpl
implementation is distributed across several different modules and apps. Testing one cryptographic

module at a time may not guaramt®mpiance withSP 80038D; in particular, with the provision of

this standard requiring that the (key, IV) pair collision probability does not excedz vendor

shall identify the features of the protocol and of #pecific implementation, as wek tte selected

testing mechanisms and use this information to prove that the system that includes the module under

test meets th8P 80038D collision probability requirement, even if not all relevant operations are

performed within one cryptographic rdde. The proof will be reviewed by the CMVP who will have

the final word as for the correctness of the vendor's analysis.

Some of the following considerations may be used, when applicable, while constructing a proof. This
list is not exclusive; dependiram the protocol, the vendor and the testing lab may identify some

other properties of the protocol or of the specific implementation that could be used to make a claim
of the implementationds security.

The pr ot onemadtiah s contaiped vethin theunday of the module under test.

The protocol implementation may be split between several other modules and applications, but
the AES GCM IVs are generated within the boundary of the module under test.

The protocol imfementation may be split betweseveralmodules and applications, each of
them validated by the CMVP, thus providing the assurances of the overall compliance with the
protocol 6s method for generating the AES GCM 1|V

The vendor is running a protocol lementation that includes the chie urder test against an
independently developed instance of the same protocol.

The protocol properties might include the guarantesih a very high probability of the
systemwide unigueness of the key, which waelduce the (key, 1V) collision® the ollisions

of the IVs. The latter can be estimated, under the reasonable assumptions acceptable to the
CMVP reviewers, by examining the IV construction process under the rules of the protocol.

If portions of the IWalue are generated withindifmt modul es/ enti ties, the
shall state which party generates which bits of the IV and explain why this method keeps the
(key, 1V) collision probability below th&P 80638D bound.

Additional Comments

1. This Implementation Guidance does natdoduce any new requirements. On the contriugy purpose of
this Implementation Guidance is to relax some ofSReB0B38D requirements. This relaxation is needed
becaus&P 80038D imposes some systewide requirementsncluding those that concerreth
probabilities of the (key, 1V) pair collision§he compliance with such systemide requirements cannot
be tested within the scope of the CMVP program where each module is validated separately.

In some Scenarios allowdy this IG, the (key, V) colligin probability is calculated as it applies toeon
module. To reconcile this interpretation of thié 80038D requirement with the security goals stated in

SP 80038D, the module needs to operate within the certain limtebéished by this Implementation
Guidance. One possibility is for the module tomply with the specific confines of the known industry
protocols. If this is the case, the reliance on the properties of the protocol allows the CMVP to modify the
rules ofSP800-38D without introducing angecurity risks or exposures.

Scenarios 2 andiB theResolutionsection are protocol independent. Scenario 4 is the general case

which permits the vendor to show tSPB80038D Geethasod s i mp |l e
5 allows the vendor textend the protocespecific cases of Scenarialgéveloped by the CMVP to the

protocols that are not examined in this Implementation Guidance.

2. When the module uses a (nprotocotspecific) deterministic IV constructiorheé name field provides an
assuranethat the IVs are not repeated even when #reygenerated independently by different modules,
possibly manufacturey different vendors. If this name field is only 32 bits long, then it is barely
sufficient to providdor the 232different values. Opetors of the modules that use thel@2long rames
need to ensure that there is no possibiftpame collisions in the systems they operate. When it is not
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possible to control the name assignment (as in the case vgessian that uses an AES GCM gpton
runs over a network managed without atcarcontrol over the names of the modules) then-biB&eld
may be insufficient. In such cases, it is highly recommended to switchtib 64even 9&bit long names
andlimit the number of encrypted liks under the same key 2&.

3. As stated in tls Implementation Guidance, if the entire IV is generated randomly, the length of the
random fieldshall be at least 96 bits. The reason for it is that ®iftpossible AES G® encryptions
under the same kethe probability of having at least one (key) Bbllision (i.e., an IV collision, as the
key stays the same) can be estimated to be of the or#ét. efowever, to maintain the same probability
of collisions in the casef a 64bit random field, one wad have to reduce the maximum number of AES
GCM encryptions with the same key to o2fif.

4. In Scenario 2 it isecommended butot required thatthe entropy source producing the DRBG sised
| ocat ed i ns ibaualant The reasom bunbtenéking this a firm requirement is that even if
little or no entropy is supplied to the DRBtis SP 80090A-compliant random bit genator will be
generang the nonrepeatingoutputs. The probability of producing the matchDRBG outputs depends
on thedetails of the design of the DRBG, as showS8mh80090A, but in all cases this probability
muchlower than 22 Therefore, the probability afenerating the matchir(gey, IV) pairs, which is no
greater than the probdiby of generatinghe matchindV parameterds less than 22, if the Vs are
generated by the same module.

Are there any potential vulnerabilities in a scheme that does notreqiiret er nal (t o modul e 6 s
boundary) generation of the DRBG seed by 83®P90B-compliant entropy source¥es. For example,

ifthenrodul ebs DRBG is seeded with the s aomestagiatddr opy e a (
andthesame sequence of generating keys anddVepeateduring separate restafisstantiatons after

the moduleeceives the initial DRBG seggndthe DRBG does not retain its state betweerredarts

the module may generateeidentical(key, 1V) pairs that will be used in separate AES GCM encryptions.

In adifferent scenado, if two madules using the same AES GCM encryption iegeive an identical
DRBG seedrom a third partyandeach modulés using theDRBG outputsin the same ordeas the other
moduleuntil each module generatem 1V, thentwo separate AES GChMncryptions may be piermed
with the same (key, IV) pair.

The CMVP considers these scenatm$gefar-fetched andignificantly less likely to occur than receiving

a poorly generated key f rHentegenetating ehteopytsilethe modul eds b
moduleéd s unbavy while recommended, is not required. Emropy caveats shown i@ 9.3.Amustbe
documented in the modul ebés certificate, as applicat

5. Note thatwhile the entropy may be generated externdligrequirenent that an approved and tested
DRBGl ocat ed wit hi n tisused tmgedesate¢hd AES IGCM Iniststebe rjein
Scenario 2

6. Including the modul ebs name i n t-BasedHlewderivatianlTdeld oes no
is not a keyTheir cryptographic properties are different.

7. The methods presented in this IG applytothedul e6s generation of an |V par
encryption. When an IV is used for decryption, the responsibility for the IV generation lies with the party
that performs the AES GCM encryption therefoone of theSP 80038D requirements and noné the
Scenarios presented in this Guidance are applicable to the module performing the decryption.

8. Some proprietary implementations of MACsec allow the statifigunmation of a preshared key for the
Securty Association Key (SAK) used by the protocohéTlstatic configuration of a phared SAKshall
not be used in the approved mode of operation.

9. If any of the IETF or IEEE documents referenced in ScenaridHioofG become obsolete or get updated
by andher IETF RFC or an IEEE standard, then the deaument numbeghall be considered the
replacement of the number listed in this Guidance. However, aersionof a protocol (say, TLS 1.3) is
not automaticajl covered by this Guidance. Until this neersion of a protocol is included in Scenario 1
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by the CMVP vendors may use Scenario 5 to demonstrate the required security properties of their
modul esé6 protocol i mpl ementati ons.

C.I| XTS-AES Key GeneratioRRequirements

Applicable Levels: All

Original Publishing Date: September 21, 2020
Effective Date: September 21, 2020
Last Modified Date: September 21, 2020
Relevant Assertions: A2.20

Relevant Test Requirements: | TE02.20.01
Relevant Vendor Requiremant | VE02.20.01

Background

XTS-AES is approvdin SP 80G38E by reference té¢EEE Std. 16192007 The IEEE standard specifies a
key, denoted b¥ey, that is 256 [or 512] bits londfeyis then parsed as the concatenation of two AES keys,
denoted byKey landKey 2 that are 128 [or 256] bits long. &®.4.3 (pp. 3-32) explains that XTAES
differs from the generic XEX construction (due to Rogaway) inKlegt 1 = Key_Zor XEX but not for XTS
AES. Annex D of the IEEE standard is labeled as informativienoonative and there are no other
requiremets on the genation of Key otherwise in that standard.

Question/Problem

Misuse of XTSAES with a class of improper keys results in a securitgerability. An implementation of
XTS-AES that improperly geneedKeyso thatKey 1 = Key_2s vulnerable t@chosen ciphagext attack

that would defeat the main security assurances thatASwas designed to provide. In particular, by

obtaining the decryption of only one chosen ciphertext block in a given date, secadversary who does not
know the key ray be able to ranipulate the ciphertext in that sector so that one or more plaintext blocks
change to any desired value. Rogaway illustrates the attack for disallowed parameterizations of XEX (without
fully exploring its consequences) in Sec. 6 of his 20&der Efficien Instantiations of Tweakable Block

ciphers and Refinements to Modes OCB and PMAC, available at
http://web.cs.ucdavis.edubgaway/papers/offsets.pdf

Resolution

Keyshall be generated to comply with tapproved key generation guidelines of NISF 800133%ev2, Sec.

6.3, ASymmetric Keys Produced by ComiKeynlandkey Rbeihgt i pl e Ke
componehsymmetric keys for that purpose. Key 1 & 2 shall be generated and/or established

independently according to the rules for component symmetric keys from3R8D0133ev2, Sec. 6.

The moduleshall check explicitly thak e y _ 1 | regiirdigs of hgwKey landKey 2are obtainedSee

section Additional Comments below for further implementation considerations. In addition, the CST testing

lab shall document in TE02.20.01 of the Test Report how the module meets the above requirement.

Additional Comments

1. This interpretation of theHEE saidard is consistent with the requirements on the generation of secret
keys for other NIST approved cryptographic algorithn@snely, from a cryptographically strong
pseudorandom source or approved KDF and suitiport from a good entropy source.

2. ThechekforKey 1 Ishakbe doneat any place BEFORE using the keys in the XES
algorithm to process data with them. This allows for choosing an appropriate place for implementing the
check, anywhere from wiin the algorithm boundary to the chde boundary.
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C.JRequirements for Testing to SP 888G

Applicable Levels: All

Original Publishing Date: September 21, 2020
Effective Date: September 21, 2020
Last Modified Date: September 21, 2020
Relevant Assrtions: A2.20

Relevant TesRequirements: TE02.20.01
Relevant Vendor Requirements VE02.20.01

Background

SP 80038G was published March 2016 and was included in the publicati&®P &00140Cin March 2020.
SP 80038G contains the description of twoethods, FF1 and FF3, for formateservingercryption (FPE).

Since the release of this publication, researchers have identified vulnerabilities when the number of possible
inputs, i.e., thelomain size, is sufficiently safl. In response to thenalysis of Durak and Vaudenay on FF3
NIST announcedn April of 2017 the intention to revidhe FF3 specification by reding the size of its tweak
parameter from 64its to 56 bits (in collaboration with the researchers) or to withdraw FF3. It was decided to
update FF3 (called FFB) to address the vulnerability in a new versiosBf80038Grevl (which is still in

draft atthe time this IG was last revised). Thisiamncement also noted that FF3 is no longer suitable as a
generalpurpose FPE method.

Question/Problem

Considering the information presented in the Background section of thighe® are the requirements for
claiming compliance to the original version®® 80038G? Are any portions d6P 80038G available for
CAVP testing?

Resolution

CAVP testing is available for the FF1 mode but not the FF3 mode. Therefore, if FF1 is suppataodule
in an approved nde of operation, ithallbe CAVP tested. Meorsshall not claim any compliance to FF3 in
an approved mode of operation.

In addition, the vendshalld o cument , i n the modul eds Security Policy
parameters frorSP 80038G: radix, radix™"e" minlen maxlen andmaxTlen While SP 80638G requires

that the value ofadix™"e"must be greater than or equal to 100, gtiengly recommendetiat this value be

at least one million in order to mitigaguessing attacks and analyditacks (this aligns with the requirements

in the draftSP 80038Grevl).

Additional Comments

1. No speci al acronym is required in the valSPdati on ce
800-38G. Us e diwitlEaByoother approved modeAES.

2. This IG applies to the original véos of SP 80038G (March 2016). Onc&P 80038Grev1lis published,
CAVP will have testing available for both the FF1 and-BRBodes. Therefore, this IG will be
withdrawn followirg the publication 0SP 80638Grevl.
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Ann®kxkApproved sengi pavamekteu gener at
establi shment met hods

D.A Acceptable SSP Establishment Protocols

Applicable Levels: All

Original Publishing Date: September 21, 2020
Effective Date: September 21, 2020
Last Mdified Date: September 21, 2020
Relevant Assttions: AS09.09

Relevant Test Requirements: | TE09.09.0302
Relevant Vendor Requirements VE(09.09.0102

Background

Cryptographic modules may use various methods for sensitive security parameter (SSP)restahiighin a
cryptographic module. These rhetls include the use of symmetric and asymm&8e establishment
schemes within protocols to establish and mairdaoure communication links between modu®#2.800
140D provides a list of approved SSP esigbment techniques for establishing keyingtenial that are
applicable to FIPS 148.

Question/Problem

What are all the types of SSP establishment within a@gyaphic module, and what are the approved and
allowed methods for each type that may be us¢kle approved mode of operation?

Resolution

SSP establishment is the process by which critical security parameters (CSP) or public security parameters
(PSP) ae securely shared either within the module or between two or more entities. This |G tgtesatf
methods for SSP establishment thatyre performed in an approved mode of operation. The specifics of each
type of SSP establishment are addresseckicdiresponding IGs that this IG references. Therefore, this I1G
serves as an umbrella IG féretapproved and allowed SSP establishmertiadst

The following are the six types of methods that may be used in the approved mode for SSP establishment
within a cryptographic module.

Key agreementis a method of automated SSP establishment whereshiéimg keying material is a function
of information contributed by two or more participants, so that no party can predetermine the value of the
secret keying matial independently from the contribution of any other party. Key agreement is performed
usingkey agreement schemes. This procedure thdudiscussed itG D.F.

Key transport is a method of automated SSP establishment whereby one party (the sender) selects a value for
the secret keying material and then sebyudistributes that value to another pdttye receiver). Key transport

is performed using key transport schemes. Hpmaved schemes for key transport that may be implemented
within a cryptographic module are referenceh800140D and further disassed inG D.G, which also

lists the allowed key transport schemes.

SSP generatioris the process for generating cryptographic SSPs within a cryptographic module. The
approved methods for SSP generation are list&Pig®0-140D.

SSP entryis a method for SSP estabiment where the SSP is entered manually into the module either
directly (eg. keyboard) or electronically (e.g. smart card or local wireless). It does not include the key
transport schemes described earlighin IG. 1G 9.5.Aprovides further information about mapping SSP entry
and outpustates to the FIPS 14requirements.
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Key derivation is a method for deriving keys from the certain parameters using the apprgweerivation
functions. One possibility is terive a key from an already existing related key as descrilfed 800108
Another is to derive a key for storage applicationly,an compliance wittfSP 806132

Pre-loading of a keyis a method by which manufacturer of the module can establigbyawithin the
module. A key prdoaded by the manufacturer is available when the module is first powered

Additional Comments

1. The term sensitive security parameter is defind@@/IEC 19790as the set afritical security
parameters (CSP) and puldaxcurity parameters (PSP). Examples of CSPs include secret (and private)
cryptographic keys as well as authentication data (esgwmads, PINs, etc.); examples of PSPs include
public cryptographic keys, publkey certificates, seligned certificates.

2. This IG does not addreSSP establishmefdr use in authentication techniques.

3. TheSSP establishmentethod(s) that involve keygeeement or key transport used by the cryptographic
moduleshall be listed undeAS09.09.

4. While some IGs referenced fromshé list various Key Agreement and Key Transport methods as either
approved or allowed, it is important to keep in mind that the strength of these methods may be weaker
than the strength of the transported gregduponkey. In this case, the resultinfyength of the key
should be properly documented. $&eD.B for ways to calculate the strength of the established key, and
Management ManualAnnex Af or t he proper way to caveat the poss|
cryptographic strength in the modulebds certificate.

D.B Strength of SSP Establishmavethods

Applicable Levels: All

Original Pubishing Date: September 21, 2020

Effective Date: September 21, 2020

Last Modified Date: September 21, 2020

Relevant Assertions: AS09.10, AS09.11

Relevant Test Requirements: | TE&6s associ at e
Rdevant Vendor Requirementsf VE &6 s as sSthocA8d e

Background

ISO/IEC 19790:2012Section 7.9.4pecifies thaBSP establishment may consist of
1 automated SSP transport or SSP agreement methods or
1 manual SSP entry or output via direct or eledgtromethods.

Automated SSIestablishmenghall [AS09.10]use an approved method listed in [SP-8@0D]. Manual SSP
establishmenghall [AS09.11]meetthe requirements of [Sectipi.9.5.

The SSPs discussed herein include both CSPs and PIB. Begefor more informatia related to approved
SSP establishment methods

SP 80057, Recommendation for Key Management: Part@eneral (Revision 5)Section 5, SuSection
5.6.1.1, Security Strengths of Symmetric Block Cipher andmsgtricKey Algorithms, contains Table 1,
which provides comparable security strengths for the approved algorithms.

Table 1: Comparable Security Strengths
. FFC
. Symmetric key IFC
Security Strength algorithms Slzg\./;)SA, DH, (e.g. RSA) ECC
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(e.g. ECDSA,
EdDSA, DH,
MQV)
L =2048 _ _
112 3TDEA N = 224 k=2048 f=224255
L =3072 _ _
128 AES-128 N = 256 k= 3072 f=256383
L =7680 _ _
192 AES-192 N = 384 k= 7680 f=384511
L = 15,360 _ _
256 AES-256 N =512 k=15,360 f=512+
Note. Reproduced from SP 880, Recommendation for Key Management: Part@General (Revision 5),
Section 5, SuBection 5.6.1.1, Table 2.

1. Column 1 indicates the number of bitssetcurity provided by the algorithms and key sizes in a particular
row. Note that the bits of security aret necessarily the same as the key sizeth&algorithms in the
other columns, due to attacks on those algorithms that provide computationahgdsan

2. Column 2 identifies the symmetric key algorithms that provide the indicated level of security (at a
minimum), where 3TDEA is specified BP 80067, and AES is specified iRIPS 197 The use of
3TDEA encryptionis deprecated through 2023, after whitwill be disallowed.

3. Column 3 indicates the minimum size of the parameters associated with thedstdhdiause finite field
cryptography (FFC)Examples of such algorithms include DSA as definedlfS 1864 for digital
signatures, and Diffi#iellman (DH) and MQV key agreement as defineh80056A, where L is the
size of the public key, and N isetlsize of the private key.

4. Column 4 indicatethe value for k (the size of the modulus n) for algorithms based on integer
factorization cryptographyiFC). The predominant algorithm of this type is the RSA algorithm. RSA is
specified in ANSI X9.31 and tHeKCS#1 document. These specifications arereated inFIPS 1864
for digital signatureandSP 80056B for SSP establishmenthe value of k is comanly considered to
be the key size.

5. Column 5 indicates the range of f (the size of n, where n is theafrthes base point G) for algorithms
based omlliptic curve cryptography (ECC) that are specified for digital signatures in ANSI X9.62 and
adopted irFIPS 1864, and forSSP establishmeas specified in ANSI X9.63 arfsP 80056A. Edwards
curve Digital Sgnature Algorithm (EdDSA) is specified FIPS 186-5. The value of f is commonly
considered to be the key size.

For example, if a 256it AES secret &y is to be transported utilizing RSA, then k=15360 for the RSA key
pair. A 256bit AES key transport kegould be used to wrap a 2b& AES key.

For key strengths not listed in Table 1 aboyehe correspondence between the length of an RSA or a-Diffie
Hellman key and the length of a symmetric key of an identical strength can be computed as:

If the length ofan RSA key L (this is the value of k in tfeurth column of Table 1 above), then the
length x of a symmetric key of approximately the same strezagtibe computed as:

. 8 8
0V

1)

If the lengths of the DiffiHellman pubic and private keys are L and N, correspondingly, then
length y of a symmetric key of approximately the same strength caonfyauted as:

w & Q&d I )

where x is computed as in formula @hove.
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Question/Problem

In the context o5P 800-57, what should be done to mitigate the risk of compromising the security of SSP
establishment methods?

Resolution
The requiremet applies to the SSP establishment methods foulROAEC 19790:2012section7.9.4

If an SSP is established via an SgReament or SSP transport method, the transport SSP or SSP agreement
methodshall be of equal or greater strength than the SSP being transported or established. For example, it is
acceptable to have a 2088 RSA key (L12-bit strength) transported using AES key.

If the comparablestrength of the largest SSP (taken at face value) that can be established by a cryptographic
module is greater than the largest comparable strength of the implemented SSP estalfistimak then the
module certificate an8ecurity Policy will be annotated with, in addition to the other required caveats, the
caveat "(SSP establishment methodology provides xx bits of encryption strength)" for that SSP establishment
method.For exampt, a 256-bit AES secret keys to be transpoed utilizing SP 806056Brev26 RSAkey
transportwith a value of k=2048 for the RSA key pair, the caveat would EfaB®2RSA (key wrapping, SSP
establishmentethodology provides 112 bits of encryption strepgth

Furthermore, if the module supports, foparticular SSP establishment method, several SSP strengths, then

the caveat will state either the choice of strengths provided by the SSPs while operated in an approved mode, if
there are only two possible effese stengths, or a range of strengthshiére are more than two possible

strengths.

For example, if a module implements 2048 and 30i7public key DiffieHellmanKAS compliant toSP 800
56Arev3, with the private keys d?24 and 256 bitghen the ceeat woll d  sKAS (Cert. #M\.72,SSP
estallishmentmethodology provides 11& 128 bits of encryption strength)

In addition, f a module implements, in support ohan-approved but allowekley wrappingprotocol, the

RSA encryption/decryption with ¢hRSA keys of 2048, 4096 and 15360 hitslthis scheme can be used to

transport keys greater than 112 bits in strength (e.gbit2&ES),thenthecaveatoul d say ARSA (key
wrapping; SSP establishment madblogy provides between 112 and 256 biterafr y pt i on st rengt h) ¢
caveats provide alification to Federal users on the actual strength the modptev&ling even though Table

2 below states that the strength is sufficient.

Additional Comments

As of the publishing of this docume®P 80057 Part 1, is not addressed BP 800131Arev2, but a future
revision is expected to address considerations towards transitioning the minimum security strength up to 128
bits in 2030. The proceeding guidance rbayused as forward planning.

SP 80057, Recomrandation for Key Management: Pari IGeneral(Revision 5)(May 2020) also provides
the following information in Section 5.6.3:

Table 2 provides a projected time frame for applying cryptographic protectomiaimum security strength.
Between 2011 ang030, a minimum of 112 bits of securitijall be provided. Thereafter, at least 128 bits of
securityshall be provided.

1. Column 1 is divided into two sutolumns. The first subolumn indicates the security stigth to be
provided; the second stimlumn indcates whether cryptographic protection isngeapplied to data (e.qg.,
encrypted) or whether cryptographically protected data is being processed (e.g., decrypted).

2. Columns 2 and 3 indicate the tiframes during which the security strength is either aatdg, OK for
legacy use, or disallowed.

ifAepcabl ed indicates that the algorithm or key | en
AflLegacy used0 means that an echugeofitsusdimlegacy key | engt
applications (i.e., the algitiim or key length can be used to procesgtographically protected

data).
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ADi sall owedo means t hahallnathe usel fgrapplyinglcmyptographik ey | engt
protection (e.g.encrypting) and cannot be used in an approved service.

Table 2: Security strength time frames
. 2031 and
Security Strength Through 2030 Beyond
Applying protection Disallowed
<112 pplying p .
Processing Legacy Use
Applying protection Disallowed
112 - Acceptable
Processing Legacy Use
128 Applying protection Acceptable Acceptable
192 . and processing Acceptable Acceptable
information that is
256 already protected | acceptable Acceptable
Note Reproduced from SP 8@Y, Recommendation for Key Managemen
Part 17 General (Revision 5), Section 5, Sséction 5.6.3, Table 4.

The dgorithms and key sizes in the table are ader®ed appropriate for the protection of data during the given
time perods. Algorithms or key sizes not indicated for a given range of geafisnotbe used to protect
information during that time period. tifie security life of information extends beytone time period

specified in the table into the next time period (#ter time period), the algorithms and key sizes specified for
the later timeshall be used.

D.C References to the Support of Induddnptocols

Applicable Levels: All

Original Piblishing Date: September 21, 2020
Effective Date: September 22020
Last Modified Date: September 21, 2020

Relevant Assertions:
Relevant Test Requirements:
Relevant Vendor Requirements

Background

The cryptographic modules may implement varioust@cols known in the security industry. The examples of
such protocols are IKE, TLS, SSH, SRTP, SNMP and TPM, with their KDFs list&f 800135revl These
protocols usually include a complete or parB&Pestablishmenscheme and, sometimes, an eptzy

session that uses the newly established key to protect sensitive data.

The Security Policy may make r e fole.Thasn@peosides guidamoe tbul es & s
how and under what conditis the protocol references should be docueden

Question/Problem

What are the module documentation requirements to show support for the protocols which have their key
derivation functions listed iBP 800135rev1?
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Resolution

FIPS 1403 and its SP 86240 series do not address protocols. Onlyctiyptographicalgorithms (such as, for
example, AES or ECDSA) arsthemesgsuch as the key agreement schemes BE80056A or the RSA
based key encapsulation schemes fBPnB0056B) that are approved and alled may be used in the
approved mode of opdrans. These algorithmand schemes are reference®m 800140CandSP 800
140D.

The protocol s 6SPBDEISrevdaeswelidéfibed ahd arenviewed as algorithms, not
protocols within the scope afFIPS 1468 validation. The CAVP testing feuch KDFs is availabl The
testing laboratorieshall determine if any of the KDFs implemented in the module are the same as those
described ir5P 800135revl

There are four possible implementation and doentation cases as follows:
1. If the module inplements a KDF fron$P 800-135revl1and this KDF has not been validated by the

CAVP, then t he gshaldall iets tcteirgd i ffu rcattieon . shhlhmakemodul e 6 s

it clear that the correspdimg protocolkshall not be used in an approgenode of operation. Iparticular,
none of the keys derived using this key derivation function can be used in the appoalesd

2. If the module implements a KDF fro8P 800135revland this KDF has been valiga by the CAVP,
t hen t he moddhdlligstie KRFerrtheiadpriovedalgorithm line a€&L entry. If the
modul eds Security Policy claims that the modul e
Security Policyshall state that a parts of this protocol, other than the agyeid cryptographic gbrithms
and the KDFs, have been tested by the CAVP and CMVP.

3. If the module does not implement any KDFs fr8 800135revib ut t he modul eds Secur i f

claims that the module suppodsuses parts of the corresponding protogah@n no entry on the
certificateb6s approved or all owed algorithms 1
Security Policyshall state that this protocol has not been reviewed or testdtel@AVP and CMVP.

This situation may ocewhen a module implements a portion of a protocol, e.g. not including the KDF,

and it is the calling amptheleitepétdacands responsibility
4. If the module does not implement a KDF fr@R800-135revland t he modul enfdes Secur ity

no claims that the module supports or uses any of the protocols na8ie@09135revithen the rules
explained in this IG do not ply. The module may implement a (r&P 800135rev]) SSP establishment
scheme if it meets the applicable requiremenfits D.FandIG D.G.

Additi onal Comments

1. The use of KDFs described MiST SP 800108andNIST SP 80-56C are out scope for the purposes of
this|G.

D.D Elliptic Curves and the FFC SaRrime Groups in Support of Industry
Protocols

Applicable Levels: All

Original Publishing Date: September 21, 2020
Effective Date: September 21, 2020
Last ModifiedDate: September 21, 2020
RelevantAssertiors: AS9.10

Relevant Test Requirements: | TE09.10.0102
Relevant Vendor Requirementg VE09.10.01
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Background

Various industry protocols empl@&SP establishmergchniques. These techniques commonly use theabiffi

Hellman schemes, utilizing eithtire Finite Field (FFC) or the Elliptic Curve (ECC) cryptography. Over the

years, the protocols developed a notation of their own to define the sets of théiBififtean domain

parameters and the specific elliptic curvElis notation is often differentdm the orresponding terminology

usedFIPS 1864, SP 80056A and in the FIPS 148 Implementation Guidance. This results in difficulties

when establishing a modul ebds compl i mondesstamdingthe t he CMV|
SSP establishnméschemé sncryption strength as expressed in the terminology adopted for the FIRBS 140
Implementation Guidance.

It is therefore necessary to establish an unambiguous correspondence between the Finite FidiellDiie
domain parameters as definedSR 80056A and those documented as the specific Modular Exponential
(MODP) or Finite Field DiffieHellman EphemergFFDHE) FFC groups used in various publications such as
the IETF RFCs. Similarly, a mapping has to ekistween the NIST Recommended Curves definédPS

186-4 (and referenced iBP 80656A) and those commonly used in various industry protocols.

Question/Problem

1. What is the relationship of the Diffidellman domain parameters usedsii 80656A and thosalefined
by the FFC saf@rime groups (MODPrad FFDHE)?

2. To which NIST recommended curves do the curves used in various industry protocols correspond?
Resolution

The FFC DiffieHellman safeprime groups used in industry protocols such as the InterneEkayange

protocol (IKE) or the Transport Lay&ecurity protocol (TLS) employ thesoa | | ed fsafed pri mes;
2q + 1. Per Appendix D &P 80056A, only the safe primes defined in Sectiors 8f RFC 3526 (IKE) and

in Appendix A of RFC 7919 (TLShay be used in these protocols. The forpmEne groups are named

MODP in RFC 3526 and are shown in Table 25h80056A. The latter prime groupse named FFDHE in

RFC 7919 and are shown in Table 26 80656A.

The SSHv2 protocpbs definedi RFC 4253, e pipllmangreupld-shiea icd i K efyi eexchange
method, which is based on the use of the 2648 ODP group.

The elliptic curves used in certain industry standards and the corresponding NIST Recommended Curves are
listedin Table 24 ofSP 80056A.

All curves listed in Table 24 ay be used eithan the approved key agreement schemes (if all other applicable
requirements are met) or in the allowed schemeslG&eF for more information

Curve or group adtons to the tables shown in Appendix DSP 80056A may be added to this
Implementation Guidance as applicable.

Additional Comments

1. For the purposes of this Implementation Guidance, an indoigitgcol is giher defined or documented
and supported byne of the wellrecognized standards bodies, such as the IEEE, IETF, ANSI or ISO
SC27 (the list is not exclusive). The MODP or FFDHE groups and the various elliptic curves referenced in
this Implematation Guidane as protocespecific have been definedtire IETF RFC publications.

2. This Implementation Guidance does not discuss the Oakley Groups. The reader may refer to the IETF
RFC 2409 for more information.

3. While FIPS 1864 is a digital signaturetandard, somef its provisions also apply to tI&SP
estdlishmentstandards, such &P 80056A.

4. TheSP 80056A notation in this Implementation Guidance refers to the latest publication of the standard:
NIST Special PublicatioBO0-56AreV3.
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D.E Assurance of the Validity of a Public Key f86P establishment

Applicable Levels: All

Original Publishing Date: September 21, 2020
Effective Date: September 22020
Last Modified Date: September 21, 2020
Relevant Assertios A39.10

Relevant Test Requirements: | TE09.10.0102
Relevant Vendor Requirementg VE09.10.01

Background
The correct functioning of public key algorithms depends, in part, oaritienetic validity of the pblic key.

Both the owner and the recipierftaopublic key need to obtain assurance of public key validity before using
the key for operational purposes aff8P establishmerublic key algorithms fad8SP establishmente
specified inSP 80056A andSP 80356B. Methods for obtaining assurancepoblic key validity are provided
in Section 5.6.2 08P 80656A, and in Section 6.4 &GP 80056B.

The SSP establishmesthemes 5P 80056A are specified using either static (lolegm, multiuse) keys or
ephemeral (short term, single use) keys or botte keys used in teP 80056B schemes are generally long
term (i.e., static) keys.

Since a static key is normally used for a relatively long period of time, and a number odsreath@rovided

for obtainirg assurance of public key validity eithertbyg owner or recipient directly, or by using a trusted

third party, the process of obtaining the assurance is not too onerous. However, methods for obtaining this
assurance for ephenad keys are more limitediree a trusted third party is normally notdable for

obtaining the required assurance. The owner of an ephemeral public key generates that key, and obtains
assurance of ephemeral public key validity by virtue of generdtmgey as specified 8P 8M@-56A (see

Section 5.6.2.1; Note that thisctien applies to the owner assurances of both Static and Ephemeral public key
validity). However, the recipient of an ephemeral public key must obtain the assurance by performing an
explicit public key validation process.

Question/Problem

Public key validéion requires a certain amount of time to perform, which can significantly affect
communication performance. Can this process be omitted if at least some of the security goals (i.e.,
authentication of the publiey owner and the integrity of the ephemde}) are fulfilled by other means?

Resolution

The owner or a recipient of a static public lall obtain assurance of the validity of that public key using
one or more of the metks specified irSP 80056A or SP 80056B, as appropriate. The owner af a
ephemeral public keghall obtain assurance of the validity of that key as specifi&PiB0056A. Explicit
public key validation of an ephemeral public key is required as spkuifeP 80056A by a recipiat, except
in the following situation; in tlsicase, explicit public key validation of the ephemeral public key by the
recipient is optional:

1. The ephemeral public key was generated for use in an FFC dhEphem key agreemenbisahdb@C
Ephemeral UnifiedModel key agreement scheme, and

2. The key agrement scheme is being conducted using a protocol that authenticates the source and the
integrity of each received ephemeral public key by means of an approved security technicudigtal,,
signature or an MAC).

Protocols that satisfy #2 above andrétfiore, may omit the explicit ephemeral public key validation process
include:

Internet Key Exchange protocol, versions IKEv1 and IKEv2,
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Transport Layer Security (TLS) protocol abdtagram Transport Layer Seity (DTLS) protocol,
versions 1.0 and higher

Additional Comments

1. In this Guidance, botBP 80056A andSP 80056B refer to all published versions of the corresponding
standards, umbks explicitly stated otherwise.

2. If a cryptographic module implemeraskey agreement / shared secret computatibense whereby the
recipient of an ephemeral public key omits the explicit ephemeral public key validation, the modules
Security Policyshdl indicate the appropriate protocol listed above that allows the omigktbe
validation in order to claim conforamce to this Implementation Guidance.

3. SP 80056Arev3 provides a choice of how key validation may be performed when it is required by the
standards. The module may perform either the full validation or, ifcgiyhdi, a partial validation of an
ephemeral phlic key. The vendor may consider performing tiaetipl ephemeral public key validation
even if in those cases when this Implementation Guidance provides an exemption from the public key
validation requiremen

4. Forthe FFC schemes, a partial publigkea | i dati on appl i es onThiyincwdesn usi

all schemes claiming compliance with the most common IETF protocols.

D.F Key Agreement Methods

Applicable Levels: All

Original Publishing Dee: September 21, 2020
Effective Date: Septenker 21, 2020
Last Modified Date: May 4, 2021
Transition End Dates

Relevant Assertions: AS9.10

Relevant Test Requirements: | TE09.10.0102
Relevant Vendor Requirements VE09.10.01

Background

Cryptographianodules may implement various sensitbeéeuity parameter (SSP) establishment schemes to
establish and maintain secure communication links between modules. SSP establishment includes the
processes by which secret keying material is secestiblished beveen two or more entities. Keying

materal is data that is necessary to establish and maintain a cryptographic keying relationship. These schemes
are classified into key agreement schemes and key transport schemes. Key transport is adifzeB3s8n

this IG addresses key agreement.

Key agreemernis a method of SSP establishment where the resultant key is a function of information
contributed by two or morparticipants, so that no gig can predetermine the value of the kedependently

of the other partyds contribution using automated
schemes.

Question/Problem

What are the approved and allowed keyeagnent techniques that dam used in an approved mode of
operatior?

Resdution

There arevariousscenariodor the full or partiakey agreement schemethat have been approved and/or
allowed for use in the approved mode of operation.
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Approved methods for key agreement.

Scenariol ApprovedSP 80056Brev2-compliant RSAbasedkey agreement scheme The modul eds
implementation of a key agreement schesm&ll show compliance witsP 80056Brev2.

The implementations claiming compliances® 80056Brev2 may choose one of the folling two paths, or
both:

(1) A CAVP-teged mmpliance with the derivation of a shared se&rit one of the schemes in Sections 8.2
and 8.3 ofSP 80056Brev2. This compliance will be annotatedk&S-RSA-SSC If compliance for party U
with the KAStbasc scheme from Section 8.2.2 is claim#tnthe generation of C will be tested. In all other
cases, th€AVP test will verify the correctness of the valuezo

(2) A tested ompliance with one or both RSasedschemes KAS1 and KAS#efined, respeitely, in
Sections 8.2 and 8.3 8P 80056Brev2. The i mpl emented schemes may be eit h
8.2.2 and 8.3.2, or include the key confition per sections 8.2.3 and 8.3.356f 80056Brev2.

When path (2) is chosen, the CAVP testingy be performed either etiolend, inwhich case the vendor is
issued &AS-RSA algorithm certificat®, or split into (i) testing the computation of the iithsecret, (ii)

testing the key derivation function used in deriving the keying material, aqhli€able, (iii) testing the key
confirmation step in Figure 7, 9, 10, or 11 8P 80056Brev2. The key derivation functioshall comply to
eitherSP 80056Crevl or rev2, in which case this compliance will be documented as an algorithm, annotated
askDAi n t he modul e 6 softhekeytdarifatioo fanctions induded tG®.4.8 im @hich

case the compliance with be shown &\Vd. . Testing of the key confirmation functionality will be shown as a
CVL. The modul eds Shalistate vihithkey &@émert glgorithms and algorithm components
have been implemented and CA#3ted.

Theshared secret computatiportion of a key agreement schemeludes, as applicable, tigeneration of the
domainparanetes, key pair generation, computiftetR3\ primitive(s) (based either on the RSA
exponentiation or the use of the Chinese Renagiitieorem (CRT)) used by the modwad performing the
public key validation either by the owner of the key pair or leyréitipient of the public key.

The Cryptogaphic Algorithm SelfTest (CAST Yfor a solution complying with path (1) aboskall consist of
either (when the module takes the role of party U in the KB&ic scheme) verifying the computation of an
RSA primitive referenced in Action 1 in Sectiéh22 of SP 80056Brev2, or (exceptdr party U in the KAS4
basic scheme) performing and verifying the correctness of the computation of the shared secret Z. Itis
sufficient to perform on€AST for each implementan of anSP 80056Brev2-compliant soltion, even if

the implementation inctles multiple shared secret computation and key agreement schemes

The RSA parameters in ti@AST, such as the modulus length and the private and public exposteats,
have tle sizes consistent with those suppotigdhe module. If the CAST includesn exponentiation using a
random value submitted to the test, the valumsz andn in the computationadi | T & , in theSP 800
56Brev2 notation,shall be such that £.

The CAST for a solution complyng with path (2)shall consist ofeitherperformingthe CAST(s)acceptable
for path (1) for the implementesP 80056Brev2 shared secret computation schéshéllowed by the CAST
of a key derivation function used the derivation bthe keying materialpr of verifying the value of the
derived keying material for at least one impleme@BdB0056Brev2-compliant key agreement scherd.
key derivation functions not included in t8& 80056Brev2 CASTsshall have heir ownself-tess prior to
their firstopemational use

Scenario2. ApprovedSP 80056Arev3-compliant Discrete Logarithm Cryptographic (DLB3sed key

agreementschem8& he modul eds i mpl ement atshabshowadmplanckvatP agr e e me
800-56Arev3. The implementations aiming compliance to this scenario may choose one of the following

two paths, or both:

12 A KAS-RSA certificate will only be issuefla keyagreement scheme implements a key derivation function
from SP 80666Crev1l or rev2.
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(1) A CAVP-tested compliance with the derivation of a shared secret Z in one or more of the key agreement
schemes in Section 6 8P 80056Arev3. This compliance wilbe amotated akAS-SSCi n t he modul ed s
validation certificate.

(2) A tested ompliance withone or more of the key agreement schemes in Section 6 followed by the
derivation of the keying material as shown in Sechidhof SPB00-56Arev3. This may optioally be
followed by the unilateral or bilateral key confirmation shown in Section 5.9 80886Arev3.

When path (2) is chosen, the CAVP testing may be performed eithén-end, in which case the vendor is
issued aKAS certificate®, or it may be sy into (i) testing the computation of the shared secret, (i) testing the
key derivation function used in deriving the keying material, and, if applicable, (iii) testing the key
confirmation step in Sections 5.9.4%9.2 ofSP 80-56Arev3. The key dexiation functionshall comply to
either SFBO0-56Crev1 or rev2 or toone of the key derivation functions included®2.4.B. In the former

case, this compliance will be documehtes an algorithm, annotatedkiBA inthemau eds certi ficate
the latter case, the compliance will be shown @¥h. Testing of the key confirmation functionality will be
shownas &VL. Themodul e 6 s S eslcalistaie thich IRy dgieamggagorithms and algorithm
components hae beenimplemented and CAVdRested.

Theshared secret computatiportion of a key agreement schemeludes, as applicable, the domain
parameter generatidif using theFIPS-186 primes)or selection, public key Vidation, key pair generation,
the comptation of the Diffie-Hellman or MQV primitives using the Finite Field or Elliptic Curve arithmetic,
thekey confirmation and an implementationsoime of the stemes listed in Section 6 8P 80056Arev3.

The CASTfor a solution complying with path (1paveshall consist of verifying the correctness of the
computation of the shared secret Z in at least two of the schemes listed in Sect8m &666Arev3: one
CAST for the Finite Field Cryptography (FFC) methaasl one CAST for the Elliptic Curve Grgpgraphy
methods, if both the FFC and ECC methods are implemented; otherwise, jubtooseparat€ASTs are
required to test DiffieHellman and MQV schemes.

If a CAST is performed for one of the FFC Diffi&ellman schemes, the parametprg andx, in thenatation
of SP 80056Arev3, shall be chosen such th® 1), in order to check the modular arithnostiperation.
The size op shall be among those supported by the module.

For the ECC DiffieHellman CAS, it is sufficient to choose any NISEcommended curve supported by one

t he mo d ubasedlkepharéGecret computation schemes, select any@an the subgroup of size

of points on that curve and verify the correct computation of #moxdirate of poinh  "MQ wi d® 2 O
n-2, and the parametensandh are defined as in Section 3.2%P 80056Arev3.

If performing a CAST for an M® scheme, the paramete(for FFC) and the curve (for ECGhall also be
among those supported by the module. Thatpain the curve selected for this geft need to be in the
correct subgroup. Thealuesd, representing the private keys, used in the Section 5.7.2.3 8PtBE0
56Arev3 ECC MQV primitive need to be between 2 and.

The CAST for a solutioeomplying with path (2§hall consist ofeither a CAST described above for path (1)
for the mplementeSP 80056Arev3 shared secret computation scherioliswed by the CAST of a key
derivation function used in the derivation of the keying matesiadf verifying the value of the derived
keying material fopne or morémplementedkey ageemenschemse (Section 6 together with Section 5.8 of
SP 80056Arev3). At least one FF®ased and one EGlased shared secret computation schemé be
self-testedjf both the FFC and ECC methods are implemented; otherwise, jusilbkey derivatio

functions not included in th8P 80056Arev3 CASTsshall have their owrselftestprior to their first
operational use

Allowed methods for key agreement.

13 A KAS certificate demonstrating compliance with Scenario 2 will only be iséaekkey-agreenent scheme
implementsa key derivation function from SP 8@®&Cre\i or rev2.

CMVP 97 05/04/2021



Implementation Guidance for FIPS PUB 13@nd the Cryptogrédyic Module Validation Program
National Institute of Standards and Technology

Scenarb 3. An ECC scheme using the elliptic curves compliant WBt{C.A. This schemehall be shown as
allowedi n t he modul eds Security Poli@appamdedodument edton
responsibiliy to demonstrate that

(a) the curve(s) are compliawith IG C.A,

(b) the rules ofSP 80056Arev3 have beeffollowed whenevempossible, given that the curves may not be
defined in a NIST publicatiomnd

(c) the module supports ScemaP above using at least ohdST-recommendedurve.

No additional CASTs are reqgeil for Scenari@, since the use of the key agreement schemes under this
scenario is not approved but allowed. Moreover, the use of this scenario implies testing Sdenat least
one NISFrecommended elliptic curve, including the execution of treesponding selffests.

Additional Comments
1. This IG does not addreSSPestablishment techniques other than those used for key agreement.
2. TheSSPestablishment metligs) used by the cryptographic modskell be listed undeAS09.10.

3. For Scenario IKAS1 may be implemeedaseither a basic scheme (no key confirmation) or a Party V
Confirmation scheme. KAS2 may be implementeditigera basic, or a Party -Zonfirmaton, or a
Party _UConfirmation or a bilateratonfirmation scheme.T h e mo d u ityePdlisy stalestate r
which of the following schemes have been implemented and tested.

4. TheFIPS 1403 certificate annotation examples for the key agreement scheandse found ithe
Management ManualAnnex A

5. The moduleshall obtain the appropriate assurances, as requirgddtions 5.6.2 d6P 80056Arev3 and
6.4 of SP 80056Brev2.

6. If a full key agreement scheme is implemer(igath (2) in Scenariokand?2) and its components are
tested separately by the CAVP as shown by the({i) i (optionally) (iii) sequence in these scenarios,
thentt modul e ds ghavthekAS-RIAaNKAS entiiekahd reference the applicaltiested
components within these entrieBhe certificate will alsdist these tested components as individua
entries.

7. There is no selfestrequiremenfor the keyconfirmation functionality.

There is no requirement perform theCASTSs forboth the RSA exponentiation and the CRT methods.
Separat€€ASTs are required to test the FFC and ECC methods, mhtfthile supports both: the

difference between them is faione substantial than that among the various RSA techniques. No separate
CASTs are requied to test the DiffietHellman and the MQV schemes.

9. Every module that implements a full key agreement sch@rakuse only the approved key derivation
functions documeted inSP 80056Crev1 orrev2 orin IG 2.4.B Note that allSP 800135ev1 KDFs
and the TLS 1.XDF are included inG 2.4.B

10. The acronyn5SCst ands for fAshar.ed secret computationo

D.G Key Transport Methods

Applicable Levels: All

Original Publishing Date: Sepember 21, 2020
Effective Date: Sepiember 21, 2020
Last Modified Date: May 4, 2021

Transition End Dates 12/31/2023 See Below
Relevant Assertions: AS09.10
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RelevantTest Requirements: TE09.10.01, TE09.10.02
Relevant Vendor Requirements VE09.10.01

Background

Cryptographic mod@smay implement various sensitive secupgrameter (SSP) establishment schemes to
establish and maintain secure communication links betweslules. SSP establishment includes the
processes by which secret keying materiakisurely established betweso or more entities. Keying
material is dta that is necessary to establish and maintain a cryptographic keying relattoridtape

schems are classified into key agreement schemes and key transport schemes. Key agraedaressed in
IG D.F; this IG addresses key transport.

Key transporis a method of SSP ebtshment whereby one party (the sender) selects a value for the secret
keying materiahnd then securely distritegthat value to another party (the recejv&ey transport can be
provided using either symmetric or asymmetric techniques.

Question/Problem

What are the approved and allowed key transport techniques that can be used inwedappde of

operation?

Resdution

Symmetric and asymmetric algorithms are used to provide confidentiality and integrity protection of the
keying material to be traneped. Key transport includes some means of key encapsulation or key wrapping

for the keying material to be transped. Keytransportshall be performed using the appropriate key lengths
classified as acceptable, deprecated or legaeyas specified iBP 800131Arev2

Key Encapsuhtion is a class of techniques whereby keying material is encrypted using asymmetric
(public key) algorithms; integrity protectios also commonly provided. The amount of keying

material isusually limited by the praiciality of performing the egryption operation. The key used

for key encapsulation is called a key encapsulation key, which is a public key for which the associated
private key is known by the receiver.

Key Wrapping is a class of techniques whereby keyingterial is encrypted usirgymmetric
algorithms; integrity protection is also commonly providede Kby used by the key wrapping
algorithm to wraphe key to be transported is callelesy wrapping key, which is key thatmust be
known by both the sender and the receiver.

Approved methods for key transport.

Employing an approved RSBased key transpibscheme, as specified 8P80056Brev2 The

implemented schermshall be tested t&P 80056Brev2 A KTS-RSA entryshall be added to the

modul e 6s ertifichte ab ahbwnadtire Management ManualAnnex A The Security Policy

shall document the tested RSA modulus sizes, the methoa §IPS 1864) of RSA key generation,

the tested key confirmatidiif applicable)andassurances, as defined in $@t$ 5 and 6 ©SP 800

56Brev2, and whether thencapsulationunrencapsulatioor both methods are supported. If an RSA

private keyisgeer at ed by the modul e, t hemllinchdeannrR&SA ul eds v
signature algorithm certificat@hich would canfirm that the RSA prime generation method has been

tested. In addition, the Security Poliglyalli ndi cat e t IpatfombeKiS3OAEPs s up
scheme and, i f appl i ceadnesstousthetanspored key ih dahgir modul e 6 s
scheme defied in Section 9.3 &P 80056Brev2

Employing a key wrapping key, shared by the sender and receiver, together withcae@ppr
symmetric keywrapping algorithm to wrap the keying material tottansported. Amroved key
wrapping algorithmsire specifiedn SP_80038F. One method is tase the AES in either the KW or
KWP mode, or the TripHDES in the TKWmode. Another i$o use a previously approved
authenticatedymmetric encryption mode, such as, AES GCM, for key wrapping. Yet another
approvedkeywr appi ng t ec hni gmeathod: sse amy approvet bymmedric i o n 0

¥ The state existing between two entities when they share at least one cpifito§SP.
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encryption mode, such as AES EGY¥ES CBC, TripleDES ECB, etc. together with approved
authantication method (for example, HMAC or AES CMAC, or KMAC). The entire wrapped
messagehall be authenticated. Aft@ecember31, 2023he use of any mode of the Trip¥ES
algorithm for key wraping is disallowd.

The symmetric key encryiph algorithm,and, if applicable, the authentication algorithm, used for
key wrappingshall be tested and validated by the CAVP, andthgaor i t hms 6 certi ficate
shallbe shown on t hate. Ifthe deaity strérgth of the Key wrajpmg algorithm ad

the wrapping algorithmés key can be | ower than th
wrapped key, then the rd8ng security strength of the wrapped key is the security strengtie dey
wrappingkey and algorithm, anshallbe shownonth modul eés certi fthecate i n a

Management ManualAnnex A

Allowed methoddor key transport in an appred mode.

Any RSA-based keencapsulatiotun-encapsulatiomlgorithm that only uses a PKCS#1.5

padding scheme and an RSA modulus that Ieast 2048 bhits long. The PKCS¥IL5 paddingshall

be performed as shown in Secti8.1 of RFC 2313. The modub s S eoticy shall state that

this padding methodiused. The testing laboratayall verify this claim by performing a code

review and an analysis of an i mpl emRepembet3dl20830s | ogi ¢

A key unwrappingusing any approvedhode of AES or twekey or threekey Triple DES. Key
wrapping is not allowed if the algorithm does not meet the requirerok8 80038F.

The use of these algorithms by the module for key transpealtbe amotated on the certificatd foweal
algorithm line as shown ithe Management ManualAnnex A

TheSP 80056Brev2 SeltTests:

When ¢aiming compliance withite R\ algorithms sed in the key encapsulation andantapsulation
schemes described 8P 80056Brev2, the module is required to perform gmtographic algorithm seliest
(CAST). If a known answer test (KAT) is used (rathemta comparisortest or dault-detectiontest), and an
RSA encryption of keys is supported, the modiiall have an RSA encryption of a venek@lected message
M pre-computed and then, prior to the use of the RSA encryption function, the nsddlilpefform the RSA
encryption gainand compare thnewly generated result to the w@mputed value. The bit length of the
messagehall be compatible with the bit length afstring encrypted by the RSA.

If an RSA decryption of keys is supported, the modulkell have a CAST for th®&SAdecryption. 1a KAT

is used, the modulghall start with a selected value representing a ciphertext and decrypting this value using
the RSA algorithm. The result of said decryption operation is compared te@pneuted radt. If an
implementation othe RSA decryfion supports both a decryption with the private key in the basic format and
a decryption with the private key in the CRThinese Remainder Theorem) format, then only one CAST
verifying the correct implemeniah of eithe method- is requred. Thesewo decryption methods are
documented, correspondingly, in Sections 7.1.2.1 and 7.1.3B 80056Brev2

If the module can grform only one of the RSA encryption/decryption operations, say, either the endapsulat
or the un-encapsulation ad cryptograptt key, then only the setkst that is attributable to this operation is
required.

While it may appear that the requiremefiaisthe RSA exponentiation encryption and decryption
(corresponding to the key encafzion and ley unencapsulatio schemes) CARs are identical, they are not.
The encryption CAST uses the public key expomenthile the decryption CAST uses the prevéieyd. The
RSA parameters used in a CAST, including the public modujlasid, as ggicable, tle messag®l or the
ciphertextc, shall have the sizes consistent with those supported by the module. When an exponentiation
function is sektested, the amryption CAST consists of checking the valudof & ¢ ‘Q , while the

decryption CAST consistsf checking tle value ofd & ¢ 'Q . Therefore, separate CASTs are required to
self-test the encryption and the decryption operations, if both are implemented.

CMVP 100 05/04/2021


https://csrc.nist.gov/Projects/cryptographic-module-validation-program/cmvp-fips-140-3-management-manual
https://csrc.nist.gov/Projects/cryptographic-module-validation-program/cmvp-fips-140-3-management-manual

Implementation Guidance for FIPS PUB 13@nd the Cryptogrédyic Module Validation Program
National Institute of Standards and Technology

If an RSA signature generatiorgalithm and an approved RS#ased key wencapsulationcheme are kb
supported ® the module using the same implementation (same hardware, same code for the RSA primitive
computations) and the module is performing the signature generatitesietferit is not necessary to also
perform a seHest for thekey urrencapulation schem, as long as the signature generation CAST is
performed prior to the first use of the signature generation or kepeapsulation functions.

Similarly, if the same impleantation performs the common functionality for bothR®&A signatue
verificationand an approved RSBased key encapsulation scheme then it is sufficient to perform a CAST just
for the signature verification algorithm, as long as the signature veofic@AST is performed prior to the

first use of the signare verifiation or key acapsulation functions.

When an RSA key pair is generated, the conditionaltests oiSO/IEC 19790:2012Section 7.10.3.3as
further addressed i 10.3.Ashall be performed.

Additional Commerts
1. This IG doa not addresSSP establishmentechanisms other than those used for key transport.
2. The key transport method(s) used by the cryptographic metalebe listed undeAS09.1Q

3. While it may be sufficient, as explained in this Impkntation Gidance, to pdorm only a digital
signature selfest and not the key encapsulationintapsulation setkests, the reverse is not true, and the
digital signature algorithm setésts aralways required. The reason is that the-teadfs fothe RSA
basd key transpt schemes described in this IG are more limited in scope (they only test the RSA
primitives) than the digital signature sédfsts.

4. The modul eds c¢ o mpdymneeticoethevasymrhetrie keyt based approkee kegpoah
technguesshallbeannot at ed on the validation certificateds /
KTS or KTSRSA, respectively, and in the approved cryptographic algorithms list in theitgdolicy,
with the caveats, as necessary and as shiothe Management ManualAnnex A

5. The use of the allowed methods for keansporshallb e annot ated on the certific:
Algorithm line as showmithe Managenent Manual Annex A and in the allowedlgorithms list in the
Security Policy.

6. As theSP 800638F compliantschemes areomprised of approved algorithms that must be tested and
issued validation certificates from the CAVP, no vendor affirmation of tlyisgrk@sport scheme in the
mo d u | e étisn certificate & permitted.

7. FortheSP 80038Fschemes, itidste t espenégsbiéeéity to verify that whe
method described above, the entire message gets authenticated.

8. The key wrapjmg used in many industry protocols, buas TLS and SSH, is likely to be compliant with
one of the provisins of SP 80038F if the keys are provided as part of the protocol payldéd module
implements such a protocand intends to import or expohe keys to or from the module's boundary
then the modulehall claim key transport in the context of thefmcol and dogment it as a KTS

9. This IG closely follows the transition dates as specifiec8Rr800131Arev2, published in March 2019.
However, a difference worth noting is tf&® 800131Arev2 allows nonSP 80056Brev2compliant key
transport methods tbugh 2020. ldwever, FIPS 143 does not adopt this transition and all 18/ 800
56Brev2key transport methds are disallowed except for the PKCS#415 padding as explained in this
IG. This is because FIPS 1&0testing will only be available for a stitime period(a few months)
before the transition goes into effect by the end of 2020, so thétke igalue in permitting submissions
that will become disallowed come January 2021.

D.H Requirements for Vendor Affirmation to SP 8083

| Applicable Levels: | Al |
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Original Publishing Date: September 21, 2020
Effective Date: September 21, 2020
LastModified Date: September 21, 2020
Relevant Assertions: AS02.20

Relevant Test Requingents: TE02.20.0-2
Relevant Vendor Requirements VE02.20.01

Background

Key gaerationis the process afenerating cryptographic keys within a cryptographic moftala various

input sources. These sourcgsll include an output from an approved randbit generator located within the
boundary of the cryptagphic modulghat is deriving the keySP 800133is a recommendation that discusses
the generationf the keys to be managed and used by approved cryptographic algoGiidwne 42020,

NIST publishedSP 800133ev2 to keep pace with the changing folib of standirds.SP 800133 herein

refers tathis revisionof the standard.

Question/Problem
To daim thevendor affirmatiorto SP 800133, what sections of the publication need taddresse?!
Resolution

To claim the vendor affirmation 8P 800133the vendoshdlgener at e t he modul eds
seeds used for generating the asymmetric keys using methods described in Se@iBr8aaif33 If a key
generating method inveés an XAR, as when generatirige bit stringd  "Y$ @ shown inSecton 4 of SP
800-133 this step and the nature of the parameters U astthVbe explained in detail by the vendor.

Note that the four examples in Section £6f 800133 are informative, not normative. The vendor may either
affirm that the module followsne of thesexamples, or demonstrate that the module uses a different method
to meet the independence requirement for U and V. The requirement that U is an output of an &ffiBeved
(updated, possibly, using qualified pgsbcessig, as explained belovig normative.

Sy mme

The module may further generate a symmetric key or a seed used in generating the asymmetric keys as shown

in Section6.3 of SP 800133 provided that

(&) Atleast one of ta component keysK € ,,is géherated as shown$ection 4 ofSP 800133 with
an incependence requirement of Sect&® met, and

(b) None of the component keys,K é n,are Benerated from a password.

The modul e éhsllexplais how theekpys Két, ndfe generated, how the values D én(if D
used) are obtained, dpresent thassurances that the applicable Section 60800133 requirements on
these parameters are satisfied.

The module may perform a qualified pgsbcessing, explained I& D.l, to the otput U of an approved
DRBG before pssing this updated value of U to the key generation process.

Vendor affirmation t&sP 800133is required for all methods covered by Sections 46GBdf this standard;
that is, when a symmetric key or a seed for asymailey generation igenerated stiing with a random bit
string. The modul ehdlhave aGKG dnaryt onlpifithe medule is gerieratang keys for the

symmetrickey algorithms. Onlyme CKG entry i s requite evanifthemodulehe modul e

employs muliple key generation methods that must be documented in the certificate. The SecuritgiRadlicy
provide the details of each method.

A modul eds c¢ o mp lenenation methods showntintsectiohSBNB001IB3 (other than 4 and

6.3) are covered byther standards. If the vendor wishes to claim compliance with sections other than 4 and
63and the CKG entry in the modulebs certificate
(only; not the vatlation certificateshall claim thevendor affirmation t&P 800133 and provide the details

for the reader to understand this claim.

Additional Comments

CMVP 102 05/04/2021

i s no



Implementation Guidance for FIPS PUB 13@nd the Cryptogrédyic Module Validation Program
National Institute of Standards and Technology

1. For more information on sensitive security parameter (SSP) establishment methods, see d@ditional
D.A.

2. If the module directly uses an output U from an approved DRBG or an output frompa@uetsing
algorithm shown inG D.l as a symmetric key or as a seed to be used in the asymkagtric
generation, theit is not necesary to explain that this technique is equivalent to XORing of U and V
where V is a string of binary zeros. The Security Pdlicgll state how the resulting symmetric key
or a seed is generated.

Section 6.3 iIrBP 800133rev2 corresponds t&ection 6.6 ofSP 80013%ev1.

4. The method of generating a key by adeyraction process defined in item 3 of Section 6.3pf
800-13Fev2is new to thesP 800133series. This method is approved for use in the approved mode
upon tke publication of ths ImplementatiorGuidance.

Test Requirements

Code review, vendor documentation review, and mappi n
methods described BP 800133

D.I TheUse of PosProcessing in Key Generationgthods

Applicable Levés: All

Original Publishing Date: September 21, 2020
Effective Date: September 21, 2020
Last Modified Date: September 21, 2020
Relevant Assertions: AS09.06

Relevant Test Requirements: | TE09.06.013
Relevant Vendor Requirements VE09.06.012

Background

FIPS1403Der i ved Test Requirements (DTR) Section 5.1 stat
generationémet hods Fla4rOeDS000&f duirrd shseed sitmtEB 8hamt #Ai f an
gener ati onémet hoalues theq aniappeBRBG shallleemewd t o provide t hese
For consistency with the current versiorSét 800133 this IG refers to cryptographic keys as opposed to

SSPs in general.
Question/Problem

The NISTRecommendation for Cryptographic Kegri@ration SP800-133 does not inalde the secalled
postprocessing, which is instead documented in this IG. The remaining key generation methodology is
adequately addressed in the latest versid®Ro800133

Why have two separate documen D.l andSP 800133 to illustrate an almost identical functionality?
Resolution

The vendor haanoption to performa qualified postprocessing that would apply to U, an output of an
approved DRBG, befee the pdated valuefdU is passed to th8P 800133-compliant portion of the key
generation process. Pgstocessing is not shown 8P 800133and, therefore, not addressed@D.H.

Qualified PostProcessing

The alue ofU in theSP 8@-133key generation mechanism is the output of an approved DRBG. As
explained earlier, this DRBG output may be further modified by applying qualifiegppmstssindeforeit is

used to compute the secret vaRiéfrom Section 4) When posfprocessing iperformed on DRBG output, the
output of the posprocessinghall be used in place of any use of the DRBG output. This output from the post
processing becomes the new U.
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Let M be the length of the output requested fittven DRBGby aconsumirg applicationand letRy be the set

of all bit strings of lengtiM. When the output is to be used for kdyisis typically a multiple of 64; however,
these algorithms are flexible enough to cover any output siz&ylket the set odlll bit strings of lagthN,

andlée F:RvY { 0, Xk-1}beta function oN-bit strings with integer output in the range kiovherek is

an arbitrary positive integer. Let {PP, &} be #@set of permutations (oit@one functionsfrom Ry back
toRw. Thefds may be f i > geterated usingalrandom seadyor secret value. Examples of F
andP; are given below.

Letr; be randomly selected from the &gf(i.e.,r1 is a randoniN-bit value), and let, be randomly selected
from the seRw (i.e.,r2is a randonM-bit value). Bothr; andr; shall be outputs from an approved DRBG,
such thaN OM (the case: = r,is permissible). The post processor's output igviHst stringd i

The apparent complexity tifis postprocessing should not be of any concern to vendors and testing
laboratories. The pogtrocessing step is tipnal. Vendors are not encouraged to design the-pastessing
into the cryptographic modules.

Examples of F(1) used for Post Processing
The function F may be simple or fairly complex.

Letk be the number of desired permutations, and Ietpresat anN-bit output of an approved DRBG. Two
examples are provided:

1. Avery simple example of a suitable F is the following, wheseassumedb be an integer in the range 1
to V.

F@ )=i modk
Here,i is interpreted as an integer regpeated by the bit string.
2. A more complex example is:
F(r1) = HMAC(key i ) modk,

using a hashing algorithm and a fixed key in the HMAC computation. In thiskoeseld be as large as

20uten or as small as 1, wheoeitlenis the length oftte hash function output in bits. (Having a single

permutation, while permitted, would certainl not require the use of a keyed
other handk = 2 might make sense in the right application.)

Note that in both examples, tk@ermutations are selected with (nearly) equal probability, but this is not a
requirement imposed by this pgsbcessing.

Examples of Pused for PostProcessing.

Depending on the requirements of the applicationPtimeay be very simple or quite compléelhe security of
the key generation method depends orRlieingpermutations

1. An example of a very simple permutatiBnis bitwise XOR with a fixed maski: Pi(i ) = (i XORA),
wherei andA; areM-bit vectors. Continuing this exampletlifere are four such masks< 4), the

simple function F(,) that maps into an integer represented by the two rightmost bits pfs ay , 60106
correspoldddscotror els,pléondsert esppnds to 3, and ddD0OO corr
choose among them. Thentheppst o c e s s oir 6 4 would heiu XOR 0 . Note that in

this example, DN OM, whereN is the length of , andM is the length of .

[This should not be confused withettkORing defined in equatioi) above. The equation in (1) is
applied after each of the U and V values is calculated, including any qualifiegrposssing, if
applicable.]

2. A more complex example would be the use of a codebook to affect a permutatierafplePi(i ) =
Triple-DESKey, i ) could be used on a DRBG whose outputs werbibdtrings (TripleDES is a
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deprecated algorithm and is only provided here for illustrative purposes). Sin#lérly= AESkey, 1 )
could be used to effect permtibns on a DRBG with 12Bit outputs.

Suppose that there are ten 2B6AES keys k= 10). Let F{ ) = SHA256{ ) mod 10. Then the post

processed outpuit i

would be AESKeysHazss¢1ymod 101 ) . Note thain this case4 ON OM, where

N is the length of;, andM is the length of (the minimum length of is determined by the modulus
value 10, which is represented in binary as 4 hits).

A similar example, but one withrauchlarger value fok, (e.g. k= 2'%) might usekey = SHA256(128
bit representation aj. Let F{ ) = SHA256{ ). The output) i
AES(SHA256( ),i ). Note that is this cash,= M = 128.

3. An example of a permutation somesve betweethese extremes of complexity is a bpermutation

6SBOX which
individually permuted bytes:

Wi

I be applied

of the postprocessing would be

to each byte o

Pi(Bi1lB2] | Bwm)|=ISBOX(B1)[|ISBOX(B2) | | € | (B O X

For specificity, suppose thist = 128; there are just 2 byte permutations to choose from, SBAX
SBOX;; and F maps-8it strings to their parity:

1 Fr)=0ifrihas
1T Fr)=1lifrahas

The postprocessing outpui

SBOXparity(1)(B1) || SBOXarity(1)(B2)

an even

an odd number

number

of 16s,

caefN=8B0 s . Not e

i ,ontheinput pair andi =B||By | Biéwould be

two byte permutidons are specified as:
1 SBOX, =the AES SBOX, and
1 SBOX; = inverse permutation to the same AES SBOX.B&& 197for more details.

Additional Comments

f input,

t hat in t

| | € |paliyey@B.0Xcomplete the example, suppose that the

1. If the vendor chooses to perform the ppsicessing, the vendshall explain the details of how itavks.
If possible, the vendor should map their method into one of the examples shown in this Implementation

Guidance.

2. Although some security strength miag lost during posprocessing, the loss is small enough to be
ignored for the purposes of FIPS 13@alidation.

3. The postprocessing may apply whenever the module generates either a symmetric cryptographic key or a
seed to be used when generating the asginic keys.

Test Requirements

Code review,

vendor

described in this Implementation Guidance.

document at postprocessingint® the methodd
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TE09.09.01, TE09.09.02
Relevant Vendor Requirements VE09.08.01, VE09.08.01
VE09.09.01, VE09.09.02

Background

Section 7.9.3 ofSO/IEC 19790:2012states thafiCompromisinghe security of the SSP generation method

which uses the output of an approved RBG (e.g., guessing the seed value to initiditerthaistic RBG)

shall [09.08] require at least as many operations as determining the valle®f g e n e r BEE09ORI02S SP. 0
further st at shallvetifhthetacciracyhot any ratisnale provided by the vendor. The burden of
proof is on the vendor; if there is any uncertainty or ambiguity, the sds#irequire the vendor to prade

additional informatioras needed.

With the publication in January 2018 8P 80090B, which uses the mientropy measurement of entropy,
vendors and testers have received a standard against which they can design, build and test their entropy
sources Modules that are complit toFIPS 1403 shall use only entropy sources which are approved, such as
those compliant t&P 80690B.

Question/Problem
When will theSP 80690B compliance become mandatory?
What does the vendor need to do to claim compbavithSP 80090B?

How shall the compliance with the entrogye ner ati on requirements be document
certificate?

When establishing t hSP 83908, hoeehéls lalbomtorg test ibandoverify thée t h
vendd®mé?ss c

Resolution

If a cryptographic module falls under one of the scenari¢és &f3.Athat require entropy estimation, then the
moduleshall be tested for its complige withSP 80690B andIG D.K. The requirements represented by the
fishallo statements 8P 80090B apply and must be tested by the lab, with the possible exceptions as stated
below in this Implementation Guidanaad inlG D.K. Theg requirements include running statistical tests on
the raw entropy data, as explainedia 80090B. Statistical testinghall be performed using a software tool
available ahttps://github.com/usnistgov/SP8®DB_EntropyAssessmenBesides the statistical testing, a

CST laboratory is still responsible for performing a heuristic analysis of the entropy source, as thiseid requ
in Section 3.2.2, item 3, &P 80090B.

When chiming compliance witlsP 80090B to meet the requirements A509.08andAS09.09 the testing
laboratoryshall provide aPDF addendum to the submitted test report. This addersthathinclude a detéded
logical diagram showing all components of an entrepurce and the numerical results of various tests
required bySP 80090B. The addendurshall contain both a rationale for why the final entropy assessment is
consistent with both th8P 800-90B statstical tests and the required heuristic analysis @gtiitropy source,

and a description of how the entropy source satisfies all @R890-90B 'shall' statements.

When a cryptographic module is validated for its compliance 8f/t80090B, themo dul eds val i dati on
certificateshall includeone ofthe following entrieson the approved algorithm linENT (P) or ENT(NP)
where P stands for physical and NP for4ptiysical SeelG D.O for the precise definition of each entry.

Any new validation submission of ayptographic module that obtains its entropy from a previcualidated
embedded modulghall comply withSP 80090B.

Additional Comments

1. In compliance witt5P 80090B, vendorsshall provide access to the raw outputs of the noise source. The
vendor mayse pecial methods (or devices, such as an oscilloscope) that require detailed knowledge of
the source to collect raw data. The testing laboratory is required to include a seitt@Bmtropy Test
Report to present a rationale why the data collectioetbods will not alter the statistical properties of the
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noi se source or explain how to account for any
entropy yield.

Therequirement 2 of Section 320f SP 80090B about the entropy sourceibgstationary does not have

to be met, as long as it can be guaranteed that the source is generating the sufficient amount of entropy
even when operating at the lowest entropy yidéldhe source may deteriorate to the point when the
generation of theufficient amount of entropy (sufficient to support the claims about the strengths of the
generated cryptographic keys) can noshhlexplgirer be
what action is to be taken.

The approved algorithms used irtheted conditioning componenshall be tested by the CAVP (if
testing is available for them). This is a reiteration of a requirement from Section 3.1.55P.3@890B.

It is recommended that these algorithms undergo thetest$ as specified fecton 7.10 ofiISO/IEC
19790:2012 However, these tests are not mandatory if an algorithm implementation is used solely in a
conditioning component of an entropy generation process.

A restart test requirement from Section 3.1.4.3Bf80090B needs to & addessed. A failure of a restart
test does not automatically disqualify the module from being validated. Should this failure occur, the lab
shall analyze the reason for a failurktbe test and explain how the entropy requirement can be metin
light of this failure.

For the applicability of entropy testing and for the specific validation certificate cavealts, $&eA

char

guar

When entropy sourdesting toSP 80090Bi s appl i cabl e, t h ehahdodmnehteds Secur

the overall amount of generated entropy and t he

est

TheSP 80090Bt est i ng t ool 6s ver si oerousersmfihe tool. Wwhid versidne made &

numbershall be included in theal b Bnéropy Test Report.

The new entrieEENT(P) and ENT(NP), on the approved algorithm line do not include the algorithm
certificate numbers. This makes them look different from other entries on the same line. As the process
of testing toSP 80090B matues, the CAVP/CMVP will consider issuirtige numbered algorithm

certificates for th&sP 80090B-compliant entropy sources and maintaining a webpage where the details of
the test results for the sources that provide entropy to validated modules will be shown

Shouldthe vendor decide to claim an 11D assumption of the samples geneyatezhbise sources, they

will need to provide a rigorous proof in support of this claim. As the majority of the noise sources do not
produce the 1ID events, any IID clainy the vendowill be thoroughly vetted by the validation body. A
claim of indepadene and that of an identical distributiehall be substantiated separately. For an
independence claim, a deep understanding of the underlying operation of the naiséssaquied. A

claim of an identical distribution of the samptgsll consideap ssi bl e det eri orati on

entropy generation pattern due to the mechanical or the environmental changes or to the timing variations
in human behavior.

Further instructions can be found in Section 3.1.3Bf80090B.

D.K Interpretaion of SP 80890B Requirements

Applicable Levels: All

Original Publishing Date: September 21, 2020
Effective Date: September 21, 2020

Last Modified Date: September 21,20
Relevant Assertions: AS2.20,A9.08,A9.09

Relevant Test Requirements: | TE02.20.01,TE09.08.01,
TE09.08.02,TE09.09.01,
TE09.09.02
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Relevant Vendor Requirements VE02.20.01VE09.08.01,
VE09.08.02VE09.09.01,
VE09.09.02

Background

SP 80090B wasincluded inSP 806140Don its initial publication in March 2020G D.Jspecifies how
entropy sources with claims of compliancest® 80090B will be evaluated and tested within the CMVP
program All newly submitted modles requiring an entropy evaluation must demonstrate compliagée to
800-90B.

Question/Problem

Some ambiguities in th&P 80090B document have been publicly documented. Vendors and testing
laboratories would like to knowthe CMV6 s i nt e r preqeiterments icciA 80@90B st thae
evaluations against these requirements arsistant between laboratories. In addition, vendors producing
designs intended to meet these requirements would prefer to experience less ristuaf rsRDOMpliance
due b differing interpretations of this document within the FIPS-34@lidation progam.

Resolution

1. For Section 2.2.1, the vendshnall justify why all processing occurring within the digitization process
does not conceal noiseurce failures from the helaltests or obscure the statistical properties of the
underlying raw noise outputdm tis digitization process.

Note: This resolution may impact designs that combine the outputs of multiple copies of the same type of
physicalnoise source (see also Resimn #10). For example, in some designs the XOR of the output of
noise source cops Mg pass most statistical tests, even when the noise source copies are in a failure
mode where their outputs are wholly deterministic (and #ntropy free). Designs whiinclude such a
digitization step require thorough arguments that the includaithiests detect degraded and failure

modes of the noise source and that the statistical assessment of the identified raw data is meaeingful. O
possible approach for sudesigns is to designate the raw data sample as the outputs of all of the noise
souce mpies present concatenated as a string, and then describe the XOR tree as a first stage of non
vetted conditioning. The testenall provide a detailed description ofl aligitization processes used within

the noise source and describe the formahefréw data that was tested. (S8 80090B Section 3.2.2
Requirement #3, and Section 4.3 Requirements #1, #6, #7, #8, and #9).

2. For Section 3.2, use of the IlIEtrack requies that

AThe submitter makes an | |1 D cl ditsanalsisofthee noi
design. The submitteshallpr ovi de rati onale for the 11D cl

IG D.Jstates that

s
i

e
a m.

AiShoul d t he v enmadIltDrassdmption af the sanwplecgengrated by the noise

sources, they will neetd provide a rigorous proof in support of this claim. As the majority of the

noise sourcedo not produce the 11D events, any 11D claim by the vendor will be thoroughly

vetted by the validation body. A claim of independence and that of an identicdiutistrishall

be substantiated separately. For an independence claim, a deep understahdingderlying

operation of the noise source is required. A claim of an idewtis@ibution of the sampleshall

consider a possible deterioration of the sodirsetropyngeneration pattern due to the mechanical

or the environmental changes ortothe mi ng variations in human behav

The testing laboratorghall evaluate the témical accuracy and completeness of any 11D rationale made by

the vendor. If it imot possible for the vendor to produce such a rigorous proof and/or it is not possible for

the | aboratory to verify the cor rethénrhe gseadaiaaih d ¢ o mp |
not make an IID claim for the noise source. (S&80090B Section 3.1.2, Section 3.2.2 Requirement #5,

IG D.J.

3. For Section 3.1.5, all processing of the raw data output from the noise soutdepfiens before it is
ultimately output from the entropy soursieall occur within aconditioning chain a finite sequence of one
or more conditioning components where eaghditioning component in the chain receives any input data
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that is claimed to cdain entropy from either the primary noise source (for the first conditioning

conmponert in the conditioning chain), or from the previous conditioning component in thetioorit

chain (for all other conditioning components). An entropy estimate fanutpait of each conditioning

component making up the conditioning chslirall be poducel. For each norvetted conditional

component within a chain, an entropy estinfatdefined in Section 3.1.5.2hall be computed using the

statistical tests on the rditioned sequential data set for this component, as specified in Section 3.1.5.2.
Theentropy sourceds entropy rate i s tdmponemtntheopy r at e
conditioning chain.

Note 1.As stated in Resolution #9 below, iktikonditioning function is bijective then the vendor may

claim that the entropy d@he conditioned outputhout, is equal to the entropy of the inphi. If claiming

this property, it is the responsibility of the vendor and the testing lab to demenistriathe mapping
performed by the conditioning function is indeed bijectiveeyidhall describe the set A of random data
samples before conditionitfythe set B of samples after the conditioning, and then show that the mapping
of A to B performed by th conditioning function is both injective (the different elements of A map into

the different elements of B) and surjective (every element of B hasarest of A that maps into it.)

Note 2.In view of theSP 80090B, Section 3.1.5.2, requirements, theput of a norvetted conditioning

component that was not shown by the vendor ta bactive mapping, cannot be considered "full

entropy"”, so the outpwf any entropy source whose conditioning chain ends with avetted non

bijective conditioningcompnent cannot be considered Afull entrop:

Note 3.If the bijection property canebdenonstrated for a nemetted conditioning component, then the

statigical testingfor this conditioning componedescribed in Section 3.1.5.2 8P 80690B does not

needto be performedNote that the vendor may choose not to claim the conditionimgpaonen t 6 s

bijective property (even if they can prove that the compopesgesses this property), and instead perform

an analysis of the c¢ondyabspeciiadin Sectiomplc2®PrBO0008B. out put ¢

Note 4.This Resolution does npteclude the inclusion of input data from additional noise sources (see
SP 80090B Section 3.1.6) or of supplemental data (see Resolution #6) into vetted conditioning
componats, as such data is not credited as containing entrdply B0OG90B.

4. For SectiorB.15, for each conditioning component within the conditioning chthimmyendoshall
specify:

a. the parameter , a lower bound for the amount of input data obtafneah the primary
noise source (for the first conditioning component) or the poadtioning component in
the chain (for all othezonditioning components), and

b. the parametefd , a lower bound for the assessed entropy supplied within this data.

Note 1.While the above definition &f may appear to be different from thaiSP800-90B, thedefinition

of ¢ in this IG reflects the intended meaning of this parameter: the size of the input data string from the
primary noise source that ¢sedited with the generation of entropy. Any data input into a conditioning
compaentthat is not credited with the genematiof entropy does not affect the valuetof.The actual
amount of data and entropy provided to each conditioning comppaeattput may vary, so long as the
specified lower bounds are consistently seisfSeeSP 80090B Sections 3.1.5, 3.1.5.1.3,1.6, and
Section 3.2.3 Requirements #1 and #4).

Note 2.The output of any conditioning component in a conditioning chainbeaysed as a source of
supplemental information for any vetted conditioning conembra the same stage of that conditioning
chan or earlier (see also Resolution #6).

5. Conditioning components (described in Section 3.1.5 and its subsections, and inB2&)aare
permitted to retain state between invocations.

Resolution #9 allows theendbr to argue that a conditioning functianbijective, and thus preserves
entropy. For notbijective conditioning functions, this is not in general true. When avetiad

151f the conditioning component is the first (or only) component ircti@n of condibning components inma
entropy source, then set A is the alphabstdefined in Section 1.3 of SP 820B.
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conditioning component is us&P 80090B Section 3.2.3 Requirement #5 oblighe vendor to justify

the appropriateness afignonvetted conditioning function. In the case that the conditioning component

retains state, interactions between this rethistate and the input data can additionally reduce the output

entropy, as the rainedstate may allow for interactions betwdethn e condi ti oning componer
across different invocationdf a nonvetted conditioning component retains state angbtimeary noise

source is nofindependent, then the vendsrall provide mathematal evidence that the conditioning

Cc 0 mp o reetnody dusput is not below its assessed vBRe)5(SeeSP 80690B Section 3.2.3

Requirement #5). This mathematical evidemagy provide and justify an upper bound for tteeluction

of the conditioning c¢omponentadmutualinformation preseitinopy due
both the dat input to the conditioning component and the retained state (for example, if a conditioning
component updates its internal state by XORing the prior state with the input data, then inputting the same
value inb the conditioning component twice, even iffatient invocations, will cancel the entropy

contributed by this value). This mathematical evidesicgl justify why the reduction of the conditioning
component &8s o0 ut paarcellgiontofrmutpayinfainuagon present irhbeth the data itmput

the conditioning component and the retained state does notinethdtoutput entropy of the conditioning

component being below its assessed véilpe)g

Note 1.A conditioning compoent is viewed as a fixed conditioning function along with $somiated
state, for example the CMAC conditioning function coupled with its key.

Note 2.All non-vetted conditioning components (including the bijective ones) are required t&mMmeet
80090BSection 3.2.3 Requirement #sbecifiedinb® B0890B f t he fisha
Section 3.2.3 Requirement #5 apply to vetted conditioning components.

6. For Section 3.1.5 and its subsections, a vetted conditioning component may optionally take a finite
amount of supplemental data (e.g., data from additional soigees, a prior output of this conditioning
component or any conditioning component later in the conditioning chain, an input counter, a time stamp,
etc.) in addition to the data from the pang noise source (for the first conditioning component in the
conditioning chain) or from the previous conditioning component in the conditioning chain (for all other
conditioning components in the conditioning chain). The presence of supplementilaiatat be
credited for the purpose of computiiiy ore . (SeeSP 80090B Sections 3.1.5.1.2 and 3.1.6).

7. For Section 3.1.5.1.1, in order f ehalcensistamlahdfi t i oni ng
one of the listed vetted functisiin this section. A conditioning functidhat integrates a vetted
conditioning function as a subcomponent is not a vetted conditioning function unless the entire
conditioning function is equivalent to one of the vetted conditioning functions listedtiose. 1.5.1.1.
A conditioning chain maydémade up of a mix of vetted and negtted conditioning components (see
also Resolutions #3 and #6).

8. For Section 3.1.5 and its subsectiang)shall not be claimed to be greater than. The narrowest width
for nonvetted conditioning componergiall be established by analysis of their designs. The telstdir
describe how application of Appendix E resulted in the reported narrowersial width values. (Se&P
800-90B Appendix E).

9. For Section 3.1.5, if the conditioning function can be shown to be bijective, then the vendor may claim
that'Q "Q . If this bijective conditioning function is newetted, then its outpuwhall not be truncated,
as per Section 3.1.5.2. None of theted conditioning components are bijective in their anticipated use.
Any transform that is reversible is bijective, and the testel specify a detailed procedure for reversing
any conditioningunction that is claimed to be bijective. For examplepgrting the output of the noise
source and outputting all of the resulting ciphertext is clearly bijective, as one could decrypt the ciphertext
and recover the original data. An example of a tgactive conditioning function is any function that
has a ompression ratio greater than 1 for all input data, such as repeated XORing of raw data samples
together to produce a single output the same width as the raw data.

10. Section 3.1.6 specifies that miple copies of the same physical noise source are condidsra single
noise source. Combining the outputs of the noise source copies under this pshadiba considered
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11.

12.

13.

14.

15.

16.
17.

part of the digitization process, and so ResolutiosHll apply. (SeesP 80090B Section 2.2.1 and
Appendix B).

For Section3.1.6,multpl e ring oscillators may be treated as

design and layout of the ring oscillators vary.

The SP 80690B document (including Section 3.2.2) and this IG spe@fjuirements for noise sources.

Only the fpruirmeaerdy nreeidse too ful fill the requirements
term is unqualified by either fAprimaryo or fAadditi

In Section 3.2.2, Requirement #1 states

i The o p dheadisé sourcghallfbe documented; this documentat&rall include a
description of how the noise source works, where the unpredictability comes from, and rationale
for why the noise source provides acceptable

Requirement #3 describbsw the estimaté must be created:

i Do ¢ u me shallprovide an explicit statement of the expected entropy provided by the noise
source outputs and provide a technical argument for why the noise source can support that entropy
rated

n

(

eni

The technical ument supporting the expected valueshalbe based on the vendor ¢

of the source of unpredictability within the noise source and how the noise source outputs vary depending
on this identified unpredictahiii. Statistcal testing may be used to establish parameters referenced within
this argument, but tH® valueshall notbe the result of some general statistical testing process that
does not account for the design of the noise source.

Section 4.3requires that

i The s wshalhprovide dacumentation of any known or suspected noise source failure

modes (e.g., the noise sour ce s taadshalkincpdkeoduci ng

developerdefined continuous tests taletect those failires.o

If the design integrates the described RCT and APT tests and these tests are shown to not detect the
vendoridentified known or suspected noise source failure modes, then the dewblalbarclude
additional developedefined conhuous testing tat does detect the venddentified noise source failure

modes (irrespective of Section 4.46s statement that

testershall verify that all the vendeidentified known or suspected noise smufailure modeare
detected by the continuous health tests included within the entropy sourc6P(88690B Section 4.3,
Requirements #1, #7, #8 and #9).

For Section 4.3, Requirement #3, when stating the false positive rate (alpha) to satisfyitemes, the

false positive rate may be either the alpha used to generate the cutoffs for the APT/RCT tests or the actual
observed false positive rate experienced by this health test when supplied with raw data from the noise
source in use. The develom#rall describe th exact meaning of the specified false positive rate and what

the relation is between this false positive rate and any cutoff values used with the health tests.

For Section 4.4.2, the cutoff valégor the APTshall be no larger than theindow size (i.e.d) ).

Many types of noise sources do not produce a constant min entropy per output, but instead produce a min
entropy per output that is dependent on some internal state. For such noisg &urce andO

| ETORORO in Sections 3.1.3 and 3.1.4Ball reflect an entropy bound that can be justified in the
average case and/or on a-pgmbol basis with high probability. When producing the arguments to meet

the requirements of Section 4.5 for develegefined halth tests, it is acceptable to assume that the noise
source produces raw data samples whosasgmaple min entropy is equal to the assessed min entropy.
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(This is consistent with the assumptions usetthe analysis of th8P 800 90B Adaptive Proportion &st
(APT) and the Repetition Count Test (RCT).)

18. For Section 4.5, when using simulation to argue that the devalopaded health test satisfies the
requirements of Section 4.5, the develog@ll specify how the data used within this simulation was
credaed. Possible approaches include using:

the output data of simulated noise sources experiencing the anticipated failure modes,
the output data of an actual noise source that is forced into failuresmnod

the output of an actual noise souit®rleaved with generated data that is statistically similar to
the anticipated data output by the noise source in a failure mode, and

generated data that is expected to be statistically similar to the noise @atptttecombined with
generated data cdetent with the failure mode being simulated.

To fulfill the Section 4.5 requirements using simulation, at least 1 million rounds of simulatibbe used
for each simulated health test, and the#rell be suffident simulation rounds so that at leagefhealth test
failures are observed for each health test. &280090B Section 4.3, Requirement #1 and Section 4.5).

Additional Comments

1. This Implementing Guidance does not address any issues that may anseimtireg the statistical tests
defined h Sections 5 and 6 &P 80090B or interpreting their results. THRAVP has published an
implementation of these te¥tthat includes many small corrections and enhancements to these tests
described ir8P 80090B. This site also includes a mechanism for reporting errors in the tool, and to
provide proposed fixes.

Some further guidance helping the implementers and thegdskioratories interpret tr&P 80090B
requirements can be foundli@d D.J.

2. SP80A0Buses the term fisubmittero for the party that

review of compliance within the scopetohhe crypt ographic mod3uTobeds validat
consistent with previously writehmp | ement ati on Gui dance, this term is

except in places where the text quotes directly f&#r80690B.

3. Thetesteshallver i fy that each conditioning componentds i m

c o mp o n e nt Bhis vedfieaiansyall be performed by means of either running a computerized

test developed for testing just the conditioning component (seperateatfe statistical testing of the

noise source) or by the code review. Theslahll describe in the Biropy Test Report submitted to the

CMVP the chosen method for verifying the correctne
implementation.

The requiremets in this Additional Comment apply to all conditioning components. While the design

of the vetted comonents and of the neretted ones whose bijective properties have been

demonstrated may guarantee that a certain amount of entropy will be outpotrédutness of the
componentsdé i mplementations has notgdoecede est abl i sh
review by the CST labs.

The CAVP testing of the approved cryptographic algorithms used in vetted conditioning components is

required peSection 3.1.5.1.2 d8P 80090B. PerlG D.J, while it is recommendetthat the module

performs the selfests for these algorithms, this is not mandatory if an algorithm implementation is

used solely in a conditional comment of an entropy generation process. Note that a vetted

conditioning component may include more tlanapproved cryptographic algorithm. For example,

buffering may be performed before a cryptographic algorithm is executed. The requirement for the

tet er to verify the correctness of a conditioning ¢
cocke review of the functionality of the component that may not be addressed by the CAVP testing of

16 The ACVP implementation of th8P 806890B test tool is available at the URL
https://github.com/usnistgov/SP890B_EntropyAssssment
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the approved algorithms.

4. The decision of how theonditioning processing is partitioned into discrete conditioning components in a
conditioning chain is estakhied by the vendor. The vendor always retains an option to define the multiple
conditioning componerg as a single function, in which case sepatasting of components is not
required.

In many circumstances, it may be helpful to identify portions of itionthg that are performed by vetted

conditioning functions as discrete conditioning components, as the assessed entropyéstedon

conditioning components is limited iyP 80090B6 s r equi red st ati stical assess
vetted conditioing components (s 80090B Section 3.1.5.2 for details), truncation of the output of

nonvetted conditioning components is disallowed (SB€0390B Section 3.1.5.2), and only vetted

conditioning components can integrate input from additional noiseas (se&P 80090B Section 3.1.6)

or supplemental data (see Resolution #6)

5. This Implementation Guidan@d®es notimpose anyechnicalrequrements not currently stated $#
800-90B. The purpose of this IG is to highlight some of ##80090B requrements, show how the
highlighted requirements can be satisfied, add certain requirements (such as those in Resolution #1) to
avoid the implemetation mistakes, and provide some optional flexibility to vendors and testing
laboratories.

D.L Critical Security Parameters for the SP 880A DRBGs

Applicable Levels: All

Original Publishing Date: September 21, 2020
Effective Date: September 21, 2020

Last Modified Date: September 21, 2020
Relevant Assertions: AS09.01, AS09.04, AS09.05,

AS09.08, AS09.28,S09.26
Relevant Test Requirements: | TE&6s associ ate
Relevant Vendor Requirement§ VE & s as s o c i aove

Background

The FIPS 146 cryptographic module Security Polisgall specify all cryptographic keys and CSPs
employed by th cryptographic module.

Question/Problem
Which are the critical security parameters that determine the security$Pt8@090A DRBG mechanisms?
Resolution

Section 7.1 o6P 80090Ast at es: A[ T] he enshalllbe yk @ pmtp us eorthelt .t dh e TBlreerde
entropy input string and the segdhll be considered CSPs for all the DRBG mechanisms.

During the instantiation of BRBG an initial internal state is derived from the seed. The internal state contains
administrative information and the workingte. As stated in Section 8.3%P 80090A, some values of the
working state are considered secret values of the inteatal $herefore, theghall be considered CSPs as

well. These values are listed below:
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1. Hash_DRBG mechanism

ThevaluesofVandGae t he fisecret valueso of the internal st
2. HMAC_DRBG mechanism

The values of V and Keinternatstatet he fisecret valueso of
3. CTR_DRBG mechanism

The values of V and Key are the fisecret valueso of
Additional Requirements

1. TheSP 80090A requires that the internal state is protected at least as well as the intended use of the
pseudorandom outpbits requested by the consuming applicatt®in.80090A further requires that the
DRBG internal state is contained within the DRBG natdm boundary anshall not be accessed by
nonDRBG functions or other instantiations of that or other DRBGs.

2. FIPS1865A. 3. 3MefisPsearge Secr et Number Generation for Dete
HMAC_DRBG mechani sm. I n dihconeatematet \With the hadh dfthe sigpedi v at e
message and used as a seed to instantiate the generation process (i.elNVAC_DRBG) . 0 This |
applies to this usage of HMAC_DRBG,; specifically, the seed (private key d concatenated with the hash of
the signed message), along with V and Key in the internal working state, are considered CSPs.

TE09.25.01shall specify how thigequirement is met.

D.M Using the SP 86Q08 KDFs in an Approved Mode

Applicable Levels: All

Original Publishing Date: September 212020
Effective Date: September 21, 2020
Last Modified Date: September 21, 2020
Relevant Assertions: AS09.09

Relevant Test Requirements: | TE09.09.01, TE09.09.02
Relevant Vendor Requirements VE09.09.01, VE09.09.02

Background

When a key is shared beten two entities, it may be necessary to derive additional keying material using the
shared keySP 800108 provides Key Derivation Functions (KDFs) for deriving keys from a shared key and

not, for example, from a shared secretS 800108 the shareddy is called a prehared key. The shared

key may have been generated, entered or established using any method approved or allowed in an approved
mode.

Note thatiG D.A containsSSPestablishmenmethods, and includes KDFs that are used during key agreement
to derive keying material from a shared secret, which is the result of applying aHziffiran or MQV
primitive. The keying material may be used as adiesctly or to derive frther keying material.

Question/Problem

Where do the KDFs frorSP 800108fit in the SSP establishmeptocess, and under what conditions can
these KDFs be used in an approved mode? Are there any other approved methods foradeitiongl keys
from a pe-shared key?
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Resolution

The role of thesP 800108 KDFs is to derive new keys from existing keying material. Therefore, all key

derivation methods listed iBP 800108are approved for use in an approved mode if the Key Derivation Key

0 , as introduced in Section 5 8P 800108has been generated, entered or established using a method

approved or allowed for keys in an approved mode. Specific requirements fortiggranmmetric keys

usingSP 800108are found in Sec. 6.4 &P 80-13%ev1, ASymmetric Keyshar@ler i ved fr o
K e y SRO800108KDFs may not be used to generate asymmetric keys.

Other KDFs that are approved for key derivation from shared keyatgrial are:

1. The KDF specified in the Secure Ré¢iahe Transport Botocol (SRTP) defined in Sec. 5.3%® 800
135evl. Note that this KDF is only approved when performed in the context of the SRTP protocol.

Additional Comments
1. AKkey hierarchy as speddil in Section 6 o5P 800108 may be used.
2. Note that the IEEE 8021i KDFs are included i8P 806108

D.N SP 800132 PassworiBased Key Derivation for Storage Applications

Applicable Levels: All

Original Publishing Date: September 21, 2020
Effective Date: September 21, 2020

Last Modified Date: September 21, 2020
Relevant Assertions: AS09.09

Relevant Test Requirements: | TE09.09.01 and TE(09.09.02
Relevant Vendor Requirements VE09.09.01 and VE09.09.02

Background

SP 800132was published December 2010 and add€sR@00140Din March 2020. This Special
Publicaton defines the methods and the applicability for passwaskd key derivation for storage
applications.

Question/Problem

To useSP 800132 passworebased key deration in an approved mode of operation, what sections of the
publication need to be addsesl and what are the applicable requirements?

Resolution
CAVP validation of the PBKDF algorithm is required.

In Section 5.4 of that Special Publication, four optiflres 1b, 2a and 2b) are given for deriving a Data

Protection Key from the Master Key. Thiendorshalls peci fy i n t he cSecyriyPoicyr aphi c m
which option or options are used by the module. Sdwurity Policy shall also indicate for eactf the

following options, if used,

Option 1bi the approved key derivation function (KDiged;

Option 2ai the approved authenticated encryption algoridrmapproved authentication technique
and approved encryption algorithm used;

Option 2bi the approvd authenticated encryption algorittonapproved authentication technique
and approved emgption algorithmand the approved KDF used.

The module must have a CAVP validation for any approved security functions used in any of the options.
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The strength of @ Data Protection Key is based on the strength of the Password and/or Passphrasewsed in k
derivation.SP 800132does not impose any strictly defined requirements on the strength of a password. It

says t ha tshdulgbe stong enoupls so thaistinfeasible for attackers to get access by guessing a
password. o Theshalflocemenhei vendermodul ebds Security Pol
password/passphrase used in key derivation and establish an upper bound for the probability ofsaving th

parameter guessed at random. This probalsilig/l take into account not only the lehgf the

password/passphrase, but also the difficulty of guessing it. The decision on the minimum length of a password
used for key der i vietwendowhalliatea minimen infoemally ustifd the decisiont t

The iteration count determés the number of times the PRF is run per operation of the 8B800-132

provides guidance on the lower limit to this value but leaves the value up to implementation specific

conditions. Thevendahalld o cument i n t he mo d uficaidandortieeterationicoaunt Pol i cvy,
value used. If multiple iteration countluas are used, the venddrall document the conditions that lead to

the various values.

Further, the vendwhalli ndi cate i n the modul eds S asswomds, asghowo!| i cy t
in SP 800132 may only be used in storage applications.

Annotation

Refer tothe Management ManualAnnex Afor amotation examplesPBKDF).

Additional Comments

While the wording inG D.G specifically prohibits using passwebésedSSP establishmentethods in an
approved mode, this does nontradict the statements 8P 800132and in this IG, sinc&P 800132allows
the derived keys to be used only for storage applicationsSEReestablishmeatidressed iflG D.G shows
how to establish a key used for protecting sensitive data that may leave the cryptographic module.

D.O Combining Entropy from Multiple Sources

Applicable Levels: All

Original Publishing Date: May 4, 2021

Effective Date: May 4, 2021

Last ModifiedDate: May 4, 2021

Relevant Assertions: AS02.20AS09.08, AS09.09

Relevant Test Requirements: | TE02.20.01, TE09.08.01,
TE09.08.02, TE09.09.01,
TE09.09.02
Relevant Vendor Requirements VE02.20.01, VE09.08.01,
VE09.08.02, VE09.09.01,
VE09.09.02

Background

SP 80090B, published in January 2018, specifies that entropy from onlyoisesource may be credited
when estimating the output entropy ofertropysource. See Figure 1 and Section 3.1.8R80690B.

Multiple copies of the same physical noiseiice are viewed as a single noise source. An output from
different noise sources may be concatenated together before invoking the conditional component(s) of an
entropy source, but only one, primary, noisarse produces entropy creditable towards #tienated entropy
yield of the source. Again, see Section 3.1.6®f80090B for details.
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The scope o8P 80090Biis limited to showing the requirements for a single entropy source. It does not say
anything about combining entropy from multiple sowcé his will be addressed 8P 80090C when this
standard, now in the draft form, gets published.

Question/Problem

Prior to the publication oc8P 80690C, can a cryptographic modutembineentropy from various sources? If
so, how to estimate the &btamount of entropy generated by these sources?

Resolution

Entropy outputs from the multiple independ&ft 80890B-compliant entropy sources may be concatenated
together to provide a DRBG ske

Each entropy source is identified as either physicabophysical. The definitions of the physical and nhon
physical noise sources are given in Section 2.29Po80090B. An entropy source is called physical or nion
physical following the clasication of the entropyproviding noise source within theteopy source.

Section 3.3 of the currenignuary 202/ldraft of SP 80690C offers two methods for counting entropy

collected from multiple entropy sourceBach method allows concatenating the outputs of any number of both
physical and noiphysicalsouces. Method 1 counts only the entropy in the physical sources while Method 2
allows counting the entropy from both physicatlanorphysical sourcesA valid min entropy claim for the
concatenation of the output of multiple entropy sources is a sume aidividual entropies produced by a

subset of those sources whose credited random behavior is independent of all othebedraddon credited

as providing entropy in that concatenatidfhthe vendor demonstrates the independence of all entropy source
contributing to the concatenated bitstring then the total entropy is the sum of the individual entropies produced
by the soues If sources S1, S2 and S3 contribute entropy to the module, with S1 and S3 being the physical
sources and S2 being nphystal, and the amounts of entropy generated by the sources are, correspondently,
E1, E2 and E3, then Method 1 estimates ¢he ta | entropy as E1 + E3, while the
E2 + E3.

While it appears that Method 2 is more advantageous esditipes, in the presence of Rplmysical sources, a

higher entropy estimate, the vendor and the siselt be aware that,sapointed out in the draft &P 80090C,

the entropy produced by a validated physical source is generally more reliable tharoghemoduced by a

validated norphysical source. Certain constructions described in the draf 80690C will only count

entropy using Method1See, f or exampl e, the rules in Section 5 o
construction instantiation

Prior to the publication o8P 80690C, the CMVP will accept both Method 1 and Method 2 of entropy
estimatian.

It has become necessary to distinguish between tiphgdical and neall-physical validated entropy sources
i n the modul TeManagement MafiualAnaek Avell showhow to annotate this
differentiation by using the ENT(P) and ENT(NP) entries for the a#dii entropy sources. In line with the
logic and the requirements of the current drafsBf80056C, the ENT(P)notation in the certificate indicates

that all wvalidated entropy sources creditBHNPE toward
that at least some of the creditable sources arghygsical. The Security Policghall further explairthe
nature of the modul eds entropy sources, specify whic!

Method 2 is used for entropy calation.
Additional Comments

1. If the multiple entropy sources contributing to the concatenated strimguawelly dependent then at most
one of these mutually dependent sources may be credited; in this instance, the vendor may select which
entropy surce should be credited.

2. The current draft o8P 80090C (Section 4.3) allows external conditioning of entrgpyrces: the
conditioning that is performed outside an entropy source. An external conditioning might be useful when
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it is necessary to obtainfall entropy bitstring. At this time, the Implementation Guidance does not allow
this form of conditioning.

3. When full entropy is required, such as when generating a seed for a CTR_DRBG without a derivation
function, each of the contributing entropy emsshall be shown to generate the felhtropy bitstrings.

4. Entropy sources can be combiraly by having their output strings concatenated, as shown in the draft
of SP 80090C. This holds true even if the vendor credits the entropy from only onesef sloairces.

5. In Section 3.5 of the current draft 8P 80690C (January 2021) an entropy source is considered
independent of another entropy source if their entropy source security boundaries do not overlap. This is a
sufficient but not a necessary condlitifor an independence. While a true independence of entropy
sources located within the same entropy source security boundary is difficult to achieve, if the sources are
very different in nature (e.g., one is physical while another one is driven byncsattawvare actions) then
it may be possible to make a naturaheincing heuristic argument for independence. In all cases, the
vendor s arguments supporting their independence wi
security boundaries can be faliin Section 3.6 of the draft 8P 80090C.

CMVP 118 05/04/2021



Implementation Guidance for FIPS PUB 13@nd the Cryptogrédyic Module Validation Program
National Institute of Standards and Technology

Ann&xkApproved authentication mec|
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Anné&XApprovednvnaosni ve attack mitigat.i
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Change Summary

New Guidance

05/04/21 2.4.C Approved Security Service Indicator

05/04/21 9.7.B Indicator of Zeroization

05/04/21 10.3.C Conditional Manual Entry Selflest Requirements
05/04/21 11.A CVE Management

05/04/21 12.A Mitigation of Other Attacks

05/04/21 D.O Combining Entropy from Multiple Sources
09/21/20 - Initial release

=A =4 =4 =4 =4 -4 =4

Modified Guidance

1 05/04/21 3.4.A TrustedChannel clarifiedin thelast bullet in Resolution thatthe operatomust
stayin control over the physical gaandprevent any unauthorized tampering

1 05/04/214.1.A Authorsed RolesC | ar i fi ed the requirements of the
not affect the security of the modul ed

1 05/04/21 10.3.A Cryptographic Algorithm Selfest Requirementis Updatedio remainconsistent
with FIPS140-2 IG 9.4 Also, clarifiedselftestrules around the PBKDF Iteration Count parameter.

1 05/04/21 C.H Key/lV Pair Unigueness Requirements from SP8D-Re moved Scenario 26
second and fourth bullets and added the reasoning as Additional Comment #4.

1 05/04/21 D.F Key Agreement MethodsRemoved Additional Comment 10 since SP-86@&rev3
testing is availabland thereforeendor affirming to this standardnst permitted

1 05/04/21D.G Key Transport MethodsAdded di f applicabled for key co
approved method.

1 05/04/21 D.J Entropy Estimation and Compliance with SP-808 - Updated to align ENT
references with that a6 D.O.

Mapping IGs of FIPS 1403 to FIPS 14062

FIPS 1463 IG FIPS 14062 IG
2.3.A- Binding of Cryptograpic Algorithm 1.4- Binding of Cryptographi@lgorithm
Validation Certificates Validation Certificates

2.3.B- SubChip Cryptographic Subsystems 1.20- SubChip Cryptographic Subsystems

2.3.C- Processor Algorithm Accelerators (PAA) | 1.21- Processor Algorithmccelerators (PAA)
and Processor Algohim Implementation (PAI) and Processor Algorithm Implementation (PAI)

2.4.A- Definition and Use o0& nonApproved 1.23- Definition and Use of a neApproved
Security Function Security Function
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2.4.B- Tracking the Component Validation List
3.4.A- Trusted Channel

4.1.A- Authorised Rods

4.4.A- Multi-Operator Authentication

5.A - Non-Reconfigurable Memory Integrity Test

7.3.A- Testing Tamper Evident Seals

~

.3.B- Hard Coating Test Methods (Level 3 and

9.3.A- Entropy Caveats

9.5.A- SSP Establishment and SSP Entry and
Output

9.6.A- Acceptable Algorithms for Protecting
Stored SSPs

9.7.A- Zeroization of One Time Programmable
(OTP) Memory

10.3.A- Cryptogmaphic Algorithm SeHTest
Requirements

10.3.B- Selftest for Embedded Cryptographic
Algorithms

C.A - Use of norApprovedElliptic Curves

C.B - Validation Testing bHash Algorithms and
Higher Cryptographic Algorithm Using Hash
Algorithms

C.C- The Use and the Testing Requirements for
the Family of Functions defined FHPS 202

C.D- Use of a Truncated HMAC

C.E - Key Generation for RSA Signature
Algorithm

C.F- Approved Modulus Sizes for RSA Digital
Signature for FIP386-4

C.G- SP 80067rev2 Limit on the Number of
Encryptions with the Same TripRESKey

C.H - Key/IV PairUniqueness Requirements fron
SP 80638D

C.1 - XTS-AES Key Generation Requirements
C.J- Requiremert for Testing to SP 8688G

D.A - Acceptable SSP Establishment Protocols
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G.20- Tracking the Component Validation List
2.1- Trusted Path

3.1- Authorized Roles

3.4- Multi-Operator Authentication

9.13- Non-Reconfigurable Memory Integrity Test
5.2- Testing TampeEvident Seals

5.4- Level 3: Hard Coating Test Meaitls

7.14- Entropy Caveats

7.7 - Key Establishment and Key By and Output

7.16- Acceptable Algorithms for Protectingdsed
Keys and CSPs

7.17- Zeroization of One Time Programmable
(OTP) Memory

9.4- Known Answer Tests for Cryptographic
Algorithms

9.2- Known Answer Test for Embedded
Cryptographic Algorithms

A.2 - Use of noANIST-Recommended
Asymmetric Key Sizes and Elliptic Curves

A.1 - Validation Testing of SHS Algorithms and
Higher Cryptogrphic Algorithm Wsing SHS
Algorithms

A.11- The Use and the Testing Requirements fa
the Family of Functios defined in FIPS 202

A.8 - Use of a Trundad HMAC

7.12- Key Generation for RSA Signature
Algorithm

A.14 - Approved Modulus Sizes for RSA Digital
Signature an®ther Approved Bblic Key
Algorithms

A.13 - SP 80067revl Transition

A.5 - Key/IV Pair UniguenesRequirementsrém
SP 80638D

A.9 - XTS-AES Key GeneratiorRequirements

A.10 - Requirements for Vendor Affirmation of Si
800-38G

D.2- Acceptable Key Bablishment Protocols
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O

B - Strength of SSP Establishment Methods

o

C - References to the Support of Industry
rotocols

.D - Elliptic Curves and the FFGafePrime
Groups in Support of Industry Protocols

D.E - Assurance of the Validity of a Public Key fc
SP establishment

U'U‘

S
D.F - Key Agreement Methods

D.G - Key Transport Methods

D.H - Requirements for Vendor Affirmation to SF
800133

D.l - The Use PostProcessing in Key
Generation Methods

D.J- Entropy Estimation and Compliance with S|
800-90B

D.K - Interpretation 6SP 80090B Regiirements

D.L - Critical Security Parameters for t6& 800
90A DRBGs

D.M - Using the SP 86208 KDFs in an Approvec
Mode

D.N - SP 800132 Passwordased Key Derivation
for Storage Applications

D.O - Combining Multiple Entropy Sources
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7.5- Strength of Key Establishmehtethods

D.11- References to the Support of Industry
Protocols

D.13- Elliptic Curves and the MODP Groups in
Suppot of Industry Protocols

D.3- Assurance of the Validity of a PublKey for
Key Egablishment

D.8 - Key Agreement Methods

D.9- Key Transport Methods

D.12- Requirement$or Vendor Affirmation to SP
800133

7.8- The Use of PogProcessing in Key
Generation Methods

7.18- Entropy Estimation and Compliance with S
800-90B

7.19- Interpretation of SP 8090B Requirements

14.5- Critical Security Parameters for the SP 80(
90 DRBGs

7.10- Using the SP 86208 KDFs in FIPS Mode

D.6 - Requirements for Vendor Affirmation of SP
800132

7.20- Combining Multiple Entropy Sources
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